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Introduction

Overview

ALL-SG86XXManaged switches are a next-generation Ethernet Switch offering powerful L2 features,
and Layer 3 Statc routing that delivers the cost-effectively business and transports Ethernet services
via fiber or copper connections. It provides high HW performance and environment flexibility for

SMBs and Enterprises.

It is ideal to deliver management simplicity, optimum user experience, and lower cost. The embedded
Device Managed System is designed to be extremely easyto-use/manage/install IP Phone, IP Cam, or
Wifi-AP for Enterprise Applications.

L2+ features provide better manageability, security, QoS, and performance.
Support IPv4/IPv6 dual stack management

Support SSH/SSL secured management

Support SNMP v1/v2c/v3

Support RMON groups 1,2,3,9

Support sFlow

Support IGMP v1/v2/v3 Snooping

Support MLD v1/v2 Snooping

Support RADIUS and TACACS+ authentication

Support IP Source Guard

Support DHCP Relay (Option 82)

Support DHCP Snooping

Support ACL and QCL for traffic filtering

Support 802.1d(STP), 802.1w(RSTP) and 802.1s(MSTP)
Support LACP and static link aggregation

Support Q-in-Q double tag VLAN

Support GVRP dynamic VLAN

Overview of t his User Gui de

, Chapter 1 0Opebraasteido nMaonfa glenbe nt 0
, Chapter 2 o0Configurationto

s Chapter 3 O0Monitord

, Chapter 4 oDiagnosticsbd

s Chapter 5 oO0Maintenancebod
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Chapter 1 Operation of Web-based Management

& IMPORTANT:

1. Itis recommended to use Chrome, Firefox, Edge and IE to open a web console with the
switch.
2. You should save the configuration changes made on th e menus before leaving the web page.

Otherwise, your configuration changes will be lost. The save button is located on the upper right
corner of the screen.

|l ni ti al This chapter instructs you how to configure and manage the switch through the web
interface.  With this facility, you can easily access and monitor through any one port

f {heoswri]tch all the status of the switch, including MIBs status, each port activity,
Spanning tree status, port aggregation status, multicast traffic, VLAN and priority
status, even illegal access record and so on.

Configura

The default I P Addr ess: 192.168. 2.1
Def aul t Username: Admi n

Def ault password:system

Sign in
http://192.168.2.1
Your connection to this site is not private

Username

Password

Figure 1: The login page

© ALLNET GmbH Computersysteme 2024 — All rights reserved
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Chapter 2 Configuration

This chapter describes theentire basic configuration tasks which includes the System Information and
any manage of the Switch (e.g. Time, Account, IP, Syslog and NTP.)

2-1System

You can identify the system by configuring the <co
switch

2-1.1 I nformation
The switch systemds contact information is provid
Web interface
To configure System Information in the web interf
1.Click Configuration, System and I nformation.
2Write System Contact, SysnémrihamepnSysteéeémi sopagie
3.Cl iSak e

System Information Configuration

System Contact ‘ ‘

System Name ‘ ‘

System Location ‘ ‘

Figure 2-1.1: System Information

Parameter description:

System Contact

5

The textual identification of the contact person
information on how to congdtarcitngd hliengtehh siomn .0 Tthe =
all owed content is the ASCII characters from 32

System name

B

An administratively assigned name for this manag
f udgluyal i fi ed domain name. A domain name is a text
(Aaz), di9gi, t sni(h@s &bgspace charact eofs aarnea npee.r mi t
The first character must be an alpha character.

© ALLNET GmbH Computersysteme 2024 — All rights reserved
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mi nus sign. The allowed string length is 0 to 12

System Location

The physical | ocation of this nodedad.gtringl epho
l ength is 0 to 128, and the allowed content is t

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever

© ALLNET GmbH Computersysteme 2024 — All rights reserved
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2-1. 2 | P
The | Pv4d address for the switch could be obtaine:t
configure an address, you need to change the swi
compatible with your networ k.deYfoaulmayg atl swa yh eteat w
switch and management stations that exist on anot
Configur e -nahnea gseRdnf oh mati on on this page
Confilghhasi ¢ settings, contr ol I P interfaces and |
The maxi mum number of [L1Btaeamfdaddse snaxpautme chuimber
12.8
Web I nterface
To configure an IP address in he web interface:
1.Click Configuration, System and | P.
2.Click Add Interface then you can create new Inte
3.Click Add Route then you can create new Route on
4. Cl iSak e

IP Configuration

IP Interfaces

IPR;U-';'S

Figure2-1.2: The IP configuration

Parametescription:
| P Configuration

s Domai n Name

This setting allows to configure the domain nan

supported:
No Domain name:

fConfigured domain name:
From any DHCPV6 interfaces:
T From this DHCPV6 interface:

Mo d e

5
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http://192.168.1.1/help/glossary.htm#ip
http://192.168.1.100/help/glossary.htm#ip

Configure whether the I P stack should act as a
bet ween interfaces wi || not be routed. I n Rout
interfaces.

DNSer ver

This setting controls the DNS name resolution do
supported:

fFrom any DHCP interfaces:
The first DNS server offered from a DHCP lease to a DHCnabled interface will be used.
TNo DNS server:
No DNS serverwill be used.
T Configured:
Explicitly provide the IP address of the DNS Server in dotted decimal notation.
From this DHCP interface
Specify from which DHCRenabled interface a provided DNS server should be preferred.

DN®roxy

When DNS proxy is enabl ed, system wi || relay DI

DNS server, and reply as a DNS resolver to the c
I P Interfaces
Del et e

Select this option to delete an existing I P inte
VLAN

The VLAN associated with the I P interface. Onl vy
I P interface. This field is only available for i

| PODHCEnabl ed:

Enable the DHCPv4 client by checking this box.
configure the | Pv4 address and mask of the inter

| Pv4 [DEHGCRNt I dentifier Type

This specified which of the three type bel ow, [
Client |1 dentilfSid2ersec$e@®nRBC14.

| Pv4 DHCP Client Il denti fier | f Mac:
The interface name of DHCP4 ctliieant iidenemdbleed &V
identifier type is "ifmac', the configured inter

the DHCP option 61 field.
| Pv4 DHCP Client: Il dentifier ASCI I

The ASCI I string of DHCP cl i e mtabil can tainfdi e rh.e WH @ n
identifier type is '"ascii', the ASCII string wil

| Pv4 DHCP Client |l denti fier HE X:

The hexadeci mal string of DHCP client identifie
client idemxti,fitere thyegxead'ehcea mal value wil!/l be use:

|l Pv4 DHCP Host name:

The hostname of DHCP client. I f DHCPv4 client i s
used in the DHCP option 12 field. Whesre tihies ve
configured system name plus the | atest three b

host name.

| Pv4 DHCP Fall back Ti meout

© ALLNET GmbH Computersysteme 2024 — All rights reserved
Errors and changes reserved


http://192.168.1.100/help/glossary.htm#dns
http://192.168.1.100/help/glossary.htm#dns
http://192.168.2.1/help/glossary.htm#dhcp

The number of seconds for trying to obtain a D
configured | Pv4 adldPws si mtidrdf dee usckedlr easss. A valu
fall back mechanism, such that DHCP wil/l keep r et
values are 0 to 4294967295 seconds.

| Pv4 DHCP Current Lease:

For DHCP interfaces wiumnashawtihe keasentthnsec
provided by the DHCP server.

| Pv4 Addr ess:

The | Pv4d addressdotft edhedeéait.malf acet atmmi on
| DPHCiPs enablednfilguseti eéhd ¢¢all back address. The
| Pv4 operation on theoinherbDdCR sl nbacklesddrass

Il Pv4 Mask

The |1 Pv4 network mask, in number of bits (prefix
bits for a | Pv4 address.

|l DPHCiPs enabled, this field configures the fallba
be |l eft blank if |1 Pv4 oper ad4oironn oo nDHChPe fianltlebrafcakc e
is desired.

DHCPEG abl e

Enable the DHCPv6 client by checking this box. I
configure the | Pve address of the interface wusin

DHCPv6 Rapid Commi't

Enabl e the DGEGCPRmi6oRapod by checking this box. | f
DHCPvG6 client terminates the waiting process as
Commit option is received.

This option is only manageabl e when DHCPv6 clien

DHCPvG6 Curr:ent Lease

The | Pve address of the i nhbietr fracear dAs | rPevbr edan tees
fields of up to four hexadeci mal digits with a c
example80: :215: c5ff:fei08:ddsgeciThlebsymbad ababd ca
shorthand way of refpie¢esgmioiupg mdl tciomlte gl®B8us zer
appear only once.

System accepts the valid | Pv€ompiatadl eadddesssoan
| PWaAapped addr ess.

The field mayl Pe6leper bt aomk of the interface is

| Pv6 MasKk:

The | Pve network mask, in number of bits (prefi x
128 bits for a | Pve address.

The field may be | eft blank if | Pv6 operation on
Resol ving I Pvé DAD

The -l o okl address is formed from an interface id
which is supposed to be unigquely assigned. Once
detects the address dupl itceartfiaocne, S HQU Lolp ebrea tdiiosna bo
At this moment, manual intervention is required
example, check whether the | oop occurs in the VL
occupying the same hardwar ¥LAddress as the devic
After making su+l ectaHh e adpe ®isfsi d sl iumk que on the |
then add the specific |IPve interface to restart
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I P Routes
Del et e

Select this option to delete an existing | P rout
Net wor k

The destination | P network or hodat taedd rckescsi mal t h
not adrn oam valid | Pve notation. A default route ca

Mask Length

The destination | P network or host ma s k , i n numb
much of a network address thdtormadt smaoahe.i YVaobdi
are between O and 32 bits respectively 128 for |
mask | ength of 0 (as it wildl match anything).

Gat eway

The I P address of the doR tgeadt edweacyi araM al nivodt lafita rodmn®Ptv 61
notation. Gateway and Network must be of the san

Next Hop VLAN (Only for | Pve6)

The VLAN I D (VID) of the specific I Pve interface
The given VID ranges from 1 to 4094 and will be
|l Pve interface is valid.

I f the | Pve gatdewaywladdrnesnusits slpieck fy the next |
I f the | Pve gatewhygpcatbtnmriesgrsdreas ntolie Ilnekt hop VLA
gat eway.

Buttons
Add I nterface

Click to add a new | P interface. A maximum of 8
Add Rout e

Click to add a new BB oructuetse .i sA snuapxpionmutne do. f
Apply
Click to save changes.
Res et
Click to undo any changes made |l ocally and rever
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2-1. 3 NTP

NTP is Network Time Protocol and is used to sync
Ti me (GMT) . I f use the -NMmPNmPdeéei mrpdsseelect oa hmanl
usa@refined NTP server as wel/ as Tiime &osbhoprthaeft

pressing <Apply> button. Though it synchronizes t
the time period&cpltbygewst hgut wuser

Ti me Zone is an offset time off GMT. You have to
timgnc via NTP because the switch will combine th
to come out the |l ocal ti me, ot herwise, you wil!/l

supports configurall eoti+tth8 z3berPp fr bmur.
Def aNuTITRks di sabl ed.
Web I nterface

To configure NTPin the web interface:

1.Click Configuration, System and NTP.

2.Specify the Time parameter in manual par ameters.
3.Click Apply.

NTP Configuration
Mode

‘ Save H Reset ‘

Figure 2-1.3: The NTP configuration

Parameter description:

s Mo d e
I ndi catemotdbeopNE&EPati on. Possi ble modes are:
EnablEedhtbl e NTP client mode operation.
Di sabDiesdabl e NTP client mode operation.

s Ser de-15
Provide the |1 Pv4 or | Pve address obita rNeTcPorger
represented as @i oghoturf iheelxdasd ecfi map Wi gi ts with a
field (:). For example, 'fe80::215:c5ff:fe03:4dc
used as a shorthand way -ift rerpawrepsendfi ngo mtuil g u U <
can apmdar once. It can also represent a legall

'::192.1.2.34". I n addition, it can also accept

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changemsr enaideu d loyc ad d we ca nwda Ir ieevse.r
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2-1. 4 Ti me
The switoWwonfogure thedTismé upondayl i ght savi
Web I nterface
To configure Timein the web interface:
1.Click Configuration, System and Ti me.
2.Speci fy pahrea nfe treer
3.Cl iSak e
Time Zone Configuration
Time Zone Configuration
Time Zone [(UTC) Coordinated Universal Time v
Hours 0 ~
Minutes o v
Acronym I: (0 - 16 characters )
Daylight Saving Time Configuration
Daylight Saving Time Mode
Daylight Saving Time \ Disabled v
Start Time settings
Month Jan v
Date 1 v
Year 2014 v
Hours 0 v
Minutes 0 v
End Time settings
Month Jan v
Date 1 v
Year 2097 v
Hours 0 v
Minutes 0 v
Offset settings
Offset 1 (1 - 1439) Minutes
[Save |[Reset
Figure 2-1.4: The time configuration
Parameter description:
Ti me Zone Configuration
s Ti me Zone
Lists various Time Zones world wide. Sel e
click Save to setopfThens Masuasedeftdoi nghe
excluded from the options || ist
s Hour s
Number of hours offset from UTC. The fiel
s Mi nutes
1 Publication
Revi si

r

N



Number of mi nutes offset from w&@CzombemAnahtd onl
setting.

Acronym

User can set the acronym of the time zone. This
the time zone. ( Range : Up to 16 characters ) N
reserved for null i nput .

Dayl ighitng Ti me Configuration
Daylight Saving Ti me

This is used to set the clock forward or backwar
for a defined Daylight Saving Time duration. Sel
Ti me configetat Recur®séhg' and configure the Dayl

repeat the configur at iRenc uervreirnyg 'y eaanrd. cSenlfei cgtu r'eNatnl
Saving Time duration for single time configurat:.i

Recurring Configuration
St atritme settings
YeaBelect tleagstarting
DaySel ect the starting day.
Mont8&el ect the starting mont h.
HourSel ect the starting hour.
Mi nutSesl ect the starting minute.
End time settings
Yeabelect theaending
DaySel ect the ending day.
Mont8el ect the ending mont h.
HoufrSel ect the ending hour.
Mi nutSeesl ect the ending minute.
Of fset settings

Of f skent er t he number of minutes to add during Da

1440)
@ NoTE The under o0Start Time Settin
di spl ayed what you set on the 0S¢
Settingsdé field information.
Buttons
Save
Click to save changes.
Reset
Click to undo any changteos pnraedvei ol uosclayl |sya vaendd vrael vueer
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2-1.5 Log

The | og is adogpgandapdofijoan tmeasislaogeess separation of
generates messages frem themswyantdem htthatof ¢ war e t |
analyzes them. It can be wused as well a generald@
messages. It is supported by a wide variety of de
Web I nterface

To configure log configuration in the web interface:

1. C| iCorfiguration, Sy st em and | og.
2.Specify the Server Address.
33.Evoke the Syslog to enable it.
4.Cl iSak e

System Log Configuration

Server Mode [Disabled v]

Server Address ‘ ‘

Syslog Level [Informational M

‘ Save H Reset ‘

Figure2-1.5: The System Log configuration

Parameter description:

Server Mo d e

B

I ndicate the server mode operation. When the m
message will send out to syslog server. The sys
and received on UDP port 514 and the syekog ser
sender since UDP is a connectionless protocol a
The syslog packet wi || al ways send out even | f
modes ar e:

Enabled: Enable server mode operation.

Di sabl ed: Dihncad |l ep sreatvieo n .

Server Address

I ndicates the I Pv4d hosts address of syslog ser v
can be a host name.

SYyslog :Level

Severity levels indicates how i mpaésevaenrtiltpyarlte vceu l
Error: Error condition

Warning: Warning condition

Notice: Nor mal but i mportant event

I nformational: I nformational messages

Buttons

Save
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Cl
Reset
Cl

c k

c k

to save changes.

to undo any changes made
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2-2Green Ethernet

2-21 LED
The LED light intensity may be adjusted in a
programmabl e time periods.
The maintenance checkbox wil/ bring LED inten
of any error ("ssuch as |l ink down
Web Interface
To confEDBupewer Qoendfuicgtuiroant i on i n the web interface
1..Click Configurati obmEDGreen Ethernet and
2.Sel ect the start time, end time and intensity
3. Cl iSak e
LED Power Reduction Configuration

LED Intensity Timers

Delete Start Time End Time Intensity
0 0 v %
[ Add Time |
Maintenance
On time at link change On at errors
sec o
‘ Save H Reset |
Figure 2-2.1: LED Power Reduction Configuration
Parameter description:

Start :Ti me

The time at which the LEDs intensity shal/l be se

End Ti me

I nt

On

I nt

5

The time at which the LEDs intensity shall be
specified for thei tnyexits hsoeutr ,t ot hdee fianutletnsi nt ensi ty.
ensity

The LEDs intensity (100% = Full power , 0% = LED
time at | ink change:

When a network administrator does maintenance of
he might want to hawvrei nfgultlhelL EnDaiinnteenmasnictey pdew i od
possibl e t o speci fy that t he LEDs shall use
ti nMa.i nt enanicse tThiemenumber of seconds that the LED
either a port hasrchaegéd&Dl punkhduaten has been g
from O to 65535 seconds.

ensity

I n the case where maxi mum power saving is enabl e
mi ght be convenient to indicate to the network
recorded in the system | og. By checkiomg atth e 0'"00n
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in the case that errors are | ogged in the systen

Buttons
Add Ti me

Click to add the time configuration
Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-22Pot Powes Saving

EEE is a power saving option that reduces the po
utilization.

EEE works by powering down <circuits when there i

transmi¢iteduiattd are powered up. The time it take:
wakeup time. The default wakeup time is 17 us for
EEE devices must agree upon the value béthhehwake
receiving and transmitting device has all circuit
devices can exchange wakeup time information usin

EEE works fomepgorntt atimnaummoade, wher e htehre 1p&® rotr i1s0 On
Mbit full duplex mode.

For ports t haapablee ntohe ECEcEr r esponding EEE checkbo:
i mpossible to enable EEE for.

When a port is powered down for saving power, out
pot is powered up again. Because there are some o
more power can be saved if the traffic can be buf
transmitted. Buf fering traffic wild.l give some | at
Web I nterface

To configure a Port Power Saving Configuration in
4.Click Configuration, Green Ethernet and Port Pow

5 Evoke to enable or disable the Acti PHY, PerfectR
6.Click Apply.

Port Power Savings Configuration
Optimize EEE for Latency v/

Port Configuration

EEE Urgent Queues

Port ActiPHY PerfectReach EEE 1 2 3 4 5 6 7 8

(@] (@] O (@] (@] (@] (@] O . (@] 0
1 (@] (@] O (@] (@] (@] (@] m] C (@] O
2 (@] (@] O (@] (@] (@] (@] =] ( (@] O
3 m] @] m] @] @] @] m] m] O @] O
4 O @] O @] @] @] m] m] O @] O

46

@]
@]
0

47

@]
@]
@]
@]
@]
@]
@]

48

0

49
50
51

52

‘ Save H Reset ‘

Figure 2-2.2: The Port Power Saving Configuration

Parameter description:
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Opti mize EEE for

The switch can be set to optimize EEE for either
Port

The switch port number of the | ogical port.
EEE

Control seEmiBetéhreabl ed for this switch port.

For maximizing power savings, the circuit isn't
port, but is instead queued muans mhi tat ddir sThiod wialt
some traffic | atency.

I f desired it is possible to minimize the | atenc
a specific queue (done with QOS), and then mark
urgent queuebgetsandamiatt ed, the circuits wildl be
l atency wi |l be reduced to the wakeup ti me.

EEE Urgent Queues

Queues set wild/l activate transmission of frames
queue wi l |l postpamneé tar dus mits oiford rames can be tre

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-3 Ports Configuration

The sectioncdef$cgubesthe Port detail parameters o
using the Port configure to enable or disable the
or status in the function.

2-3. 1 Ports

This page displays cuPRPaoretnd @aom talcomnfheguaarfiiogwr.ed

Web I nterface
To configure a Current Port Configuration in the

1.Click Configuration and Ports.

2.Specify the Speed Configured, eRlcaw Control, Maxi
3.Cl iSak e
Port Configuration
Adv
Speed Duplex Adv speed Flow Control PFC
Maximum Excessive Frame
Curr Curr Frame Collision Length FEC
Port Link Warning Current Configured Fdx Hdx 10M 100M 1G 25G 5G 10G Enable Rx Tx Enable Prierity Size Mode Check Mode
< v 0O 0o 0o o ] 0.7 10240 <> ~] D
1 ® o Down a] x X 0 07 10240 Discard~] O
2 @ @ Down a] x % O 0.7 10240 Discard _~| O
3 @ 6 Down 0 X X 0 0.7 10240 Discard _v] 0
4 @ @ Down 0 x X o 07 10240 Discard ~| O
5 ® o Down (@] X X O 0.7 10240 Discard _~| O
- Nawn  [Brimaie ol m " m : v v ; re 1 e ) Mieram o1 M
7 @ @ Down 0 x X 0 07 10240 Discard ] ()
3 @ @ Down o x X o 0-7 10240 Discard _~| O
v @ o Down 8] x X 0 8]
© ® ® Do o x x O o
5 @ @ oom o x x |0 o
2 @ @ Down o x x ] O
Figure 2-3.1: The Port Configuration

Parameter description:
s Port

This is the | ogical port number for this row
s Link

The current | ink state is displayed graphically.

down.
s War ni:ng

Operational warnings of the port



War nings
There are warnings, use tooltip to see.
Current Link Speed
Provides the current | ink speed of the port.
Configured Link Speed

Selects any available |ink speed for the given
specific port is shown. Possible speeds are:

Di sabbiesddabl es the switch port operation.

Aut-®ort auto negotiating speed whibghéebtte spe&dpar

is compatible with the | ink partner.
10Mbps -H®PiXces the cu pamutpliex ImbMEps half
10Mbps-FoxXces the cu port in 10Mbps full dupl ex

100Mbps-FWhDX es the cu podupliex 1@®@Mdbps half

100MbpsFBDXes the cu port in 100Mbps full dupl ex
1Gbps -F®dXces the port in 1Gbps full dupl ex
2. 5GbpsFoFrDeXes the Serdes port in 2.5Gbps full du

10Gbps-FroDX es t hoSbper f uih Hupl ex
Duanedi a:

I f a pomtedi fa sDifdlel d sel ects whiAdahiocsofs etlheec t pear, t sbc
ports can be used, and if both ports has | ink, t

Advertise Dupl ex:

When duplex is set as auto i.e auto negeodti ati on
dupl ex alsd xeHidtkloe rt h e Il i nk partner. By def aul t p
supported duplexes if the Duplex is Auto.

Advertise Speed

When Speed is set as auto i.e auto negotiati on,
speedsl1Q00P®. & 0G) to the | ink partner. By def au
supported speeds if speed is set as Auto.

FIl ow Contr ol

When Auéed iSpeselected on a port, this section in
is advertised to the-slpienekd psaertttnienrg. iVEh esne |ae cftiexde d |
The Current Rx column indicates whet menrd pgaiese f
Current Tx column indicates whether pause frames
Tx settings are deter miAduettbe ppt t.t hei nasult of the

Check the ®odnmnufmnguroedusce fl ow control . This setti
Configured Link Speed.

NOTI CE: The 100FX standard does not support Aut
the flow control capabilities will always be sho

Maxi mum eFrSanm e

Enter t he maxi mum fr ame si ze all owed for t he S\
151180240 bytes.

PFC ( Priority based on flow control)

When PFC (802.1Qbb Priority Flow Control) i's en
prioritendkeived. i ERriodmgietilydhe range (one or more)
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configure@, 7'e. whi ¢c0 equal s "0, 1,2,3,7". PFC i s
negotiation. PFC and Flowcontrol cannot both be

Ex cesGadlvliai sMoad e

B

Configure port transmit collision behavior.
Di scc®&rdcard frame after 16 collisions (default).
RestRestart backoff algorithm after 16 collision

Frame Length Check

Configures if frames with incorr ecfti eflrdamnmsehalldnght
dropped. An Ethernet frame contains a field Eth
frame payload size (in bytes) for values of 153!
above 1535, it indicates {Thpe (hedfcatdnigswhsed
encapsul ated in the payload of the frame). £ "
payl oad size |l ess than 1536 bytes are dropped, i
the actually paylloeandg tlhe ncghtehc.k "I fi s" fdriasmeeb | ed, f r ami
to frame | ength mismatch. Not e: No drop counter

l ength mi smatch

FECFdr warding Error Correction ) Mode

B

FEC is short for Forward Eer rfoar Cooamtercdliloinng lér ri
unreliable 1ink. The idea is that the sender ad
receiver to correct bit errors in the received f
RFEC (1 EEE802-: 80 mdtaiumees 7ddal | ed Firec®dGeEhe Thi s
par ameter affects both what is requested duri ng
configured to use if not running clausewé3 aneg.
al ways tell the | ink-F@Ear.t n¢hratt htahtec veentds oulpspewr i tchaRt |
fec command i s wheFtEhCer Iwe erietghueerstusR or -REh@, | i nk
the port willFEGQd up using R

autohis is the default and means the foll owing:

I f a 10G port -FEQ swiclllaubsee r7e3gueRst ed .

Ot hesrewi no FEC wi || be enabl ed.

r-f etcf apdrOtG runs cl|l-&ELe w3 obrl y earetsteaes Idfota rl
clause 73, but is |l oaded with at | eas-FE& WODIGI SFF
be enabl ed. Ot her wmiashd ,edno FEC wi | | be e

nonkf the port isRF&ECnwNnH Il c hat(sbbuet7 Breegnueensbteerd t hat
does not mean that the clause 73 RB@)Y. wOt he mwits e
the port wild.l not run any FEC.

Buttons

s Save

Click togesave chan
s Reset

Click to undo any changes made | ocally and rever
s Upper |l eft icon (Refresh)

Click to refresh the page. Any changes made | oca
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2-4CFM

The section descr iClh&sartaomectoerrfsi gour e htehe wi t c h.
Et hernet CFtMend -aereimcsad an¢/& ANpelEt hernet | ayer OAI
I't includes proactive connectivity monttteemd ng, f a
can be prdgteo der pr evdigke r( RtE€P E) device or
C uUst eentlegteec u st eentegre -t (6CEE) device. Et hernet CFM, as
802.1lag, is the standard for Lay-eeen? piomgectayet
verification of the Ethernet network.
2-4 . AFM GICoali gur ati on
This page CcFovh fgilgoubrads confi gurati on.
Web I nterface
To con€CFMuglobal cionn ftihgeu rwaetbi oinnt er f ac e:
1.Click Con€CFHwEG&M gmobal configuration
2.Selekbéeé sender | D TLV, port et@atus TLV, interface
3.Cl isak e
CFM Global Configuration
[Refiesn]
Sender Id TLV [None v]
Port Status TLV [Enable v
Interface Status TLV [Disable v
Organisation Specific TLV [Disable v]
Organisation Specific TLV OUI
Organisation Specific TLV Subtype \:I
Organisation Specific TLV Value :
['savo [ Reset |
Figure 2-4.1: CFM Global Configuration
Parameter description:
s Sender 1D TLV
Choose whether and what to use as Sender | D TLVs
overridden by Domain and Service | evel configurat
NonBo nrnaotclude Sender | D TLVs.
ChasEnhable Sender I D TLV and send Chassis | D (MAC
Managemabl e Sender | D TLV and send Management add:]
Chassi s Mamalglee Sender I D TLV and send both Chassi
ManagemeretssAddrPv4 Address) .
s Port Status TLV
Choose whether to send Port Status TLVs in CCMs g
overridden by Domain and Service | evel configurat
Enab3%end Port Status TLVs in CCMs generated by th
Di sabbenod Bemt Status TLVs in CCMs generated by
s I nterface :Status TLV
Choose whether to send Interface Status TLVs in C
overridden by Domain and Service |l evel configurat
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EnabSleenid I nterface SgdanarsatTaddsby nt ICCMsswi tch.
Di s albd enot Send Interface Status TLVs in CCMs gen

Organisation Specific TLV:

Choose whether to send Organisation Specific TLVs
overridden by Dolneavienl acnodn fSegruvriactei on .

Enab3end Organisation Specific TLVs in CCMs gener
Di sabbenot send Organisation Specific TLVs in CCNMN

Organi sationO®pgeci fic TLV

This i s-btyhest OUde tran®@mganieBpwicomi th&ELVs. Enter
charac3.,efrs O

Organi sati obV SPekcti ype T

This is the subtype tr ansSmpietctidgd cwiTtLiW . t IlCeaa nOrbgea nai
range [0; 255]

Organisation Vapaei fic TLV

This is thdtuweaeldud nt rtchrSp@®rcgdnicz &tLiven Val ue i s a |
string ob63length 0

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever

2-42Domai n

Thi s page CcFovh fdiogmaari ens.

Web I nterface
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To con€CFMudemai nhe web interface:
1.Click Con€CFMumwDatmiadodm,
2Enter domain, format, .name, l evel and TLV option

3.Cl isak e

CFM Domain Configuration
‘ Refresh ‘

TLV option select

Delete Domain Format Name Level Sender Id Port Status Interface Status Org. Specific

No entry exists

‘ Add New Entry

‘ Save | Reset ‘

Figure 2-4.2: CFM Domain Configuration

Paramdescription:

Domai n

B

Enter mehefna@domain. Value is a single wordZl which
or-zawith -L&8ngth 1

For mat
Sel ect the MD name for mat. To mimic Y. 1731 MEG |

None
String

Na me

The contémntss pafmameter depends on the value of th
| f f orNan&Name i s not used, -betosvilbéhibred steite t c eal
format is typic-&likhgPbdsed by Y. 1731

I f f orSmartiNnBggsie must cont ai n 3a cshtarriancgt efrrsonmh olngt o 4

s Lewvel
MD/ MEG | evel of this domain-7Valid values are re
About | eak prevention

Leak prevention is about discarding OAM PDUs wit
when the OAM PDUs are i nghree sMEPnh gr etshied epso,r ta nodn twoh i
PDUs with MEG | evels at or | ower than the MEP'Ss
ports.

There are two categories of aprcehvi @retcitaurr:e sT h ovshes nt
Shared MEG | evel lanndde ptehnodseen tt hMaBE G ul seev e |

Shared MEG | evel

On Shared MEG | evel architectures, Port Down MEP
which VLAN I D (VID) OAM PDUs get <classified to,
the VID in questa ofmar tSoMEHFR iymuVihlav¥e and a VLAN N
frame arriving on the port and gets clifadsiefrieedd t
by the Port MEP, whereas an OAM frame ingressing
VLAN MEP., Li kewheeswitch has a Port MEP on VI D

ingresses on VID Y on Port Y, it is subject to
Port X also has a VLAN MEP on VID Y, in which
| evfell hgrt he OAM PDU.

On Shared MEG | evel architectures, al | Port ME P
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VLAN MEP must have a MEG | evel hi gher than the P

ndependent MEG | evel

On I ndependent MEG | evel archpeetobumesevPbrfi Doy

f

rames not classified to the MEP's VID. So if yo

on VID Y and an OAM fr ame i ngresses any port
handl i nfgi/ll teevreilng by any of the two MEPs.

This sxwhitlicindependent MEG | evel

s LTV Option Select
Sendeéer |
Default Sender I D TLV format to be used in CCMs g
overridden in service)
NonBo not include Sender | D TLVs.
ChasEnable Sender | D TLV aAdddrseesnsd) .Chassis | D (MAC
Manageamabl e Sender I D TLV and send Management addr
Chassi s Mamalglee Sender I D TLV and send both Chassi
Management Address (I Pv4 Address).
Defieet the global confi gur asthiadn dbeec iidnec liufd ede n(dmeary
overridden in service).
Port Status:
Il nclude or exclude Port Statwus TLV in CCMs gener a
determine (may be overridden in Service).
Di sabbenot include Port Status TLVs.
Enablnecl udeSPatus TLVs.
Defileet the gl obal configuration decide i f Port St
overridden in Service).
I nterface Status
I nclude or exclude Interface Status TLV in CCMs g
det er mi neoveamaryi dodken i n Service).
Di sabbenot include I nterface Status TLVs.
Enabllrecl ude I nterface Status TLVs.
Def:dret the gl obal configuration decide i f Interfa
overridden in Service).
Or g. Speci fic:
ExclQrdeani-Speicomi c TLV in CCMs generated by this |
determine (may be overridden in Service).
Di sabbenot includ8p&cighnczaLVon
Def:dret the global configur&pge oinf ide cTriddéls vidféd eOr(gnagng z
be overridden in Service).

Buttons

s Add New:Entry

Clicakdd oa new domain enter | evel
s Save

Click to save changes.
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Reset

Click to undo any changes made | ocally and rever

2-43Servi ce

Thi s page CcFovh fsieggwriecse par ameter s.
Web I nterface

To con€CFMus ernvitchee web interface:
4.Click Con€CFHunBatrivor e

5Ent er domai n, format, name, VLAN, CCM interval an
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6.Cl iscaks e

CFM Service Configuration
| Refresh ‘

TLV option select

Delete Domain Service Format Name VLAN CCM Interval Sender Id Port Status Interface Status Org. Specific

No entry exists

| Add New Entry |

| Save | Reset ‘

Figure 2-4.3: CFM Service Configuration

Parameter description:
Domai n

Sel ectmehe fnawmibern whi ch this Service resides.
Ser vice

Enter the name of Service. Value is a si-Agle wor
or-zawith -18ngth 1

For mat

B

Sel ect the short Service name format. This deci
wi || be interpreted. To mimic Y.1731 MEG | Ds, c
and Ys®31lowCTZ31 | CC CC.

Possi ble values ar e:

String

Two Octets

Y1731 1| CC

Y1731 | CC CC

Look WNmderor explanati on.

Na me

B

The contents of this parameter depends on the v
Il imitations explained for each of them, the foll

I f the FDomeltoine ,sitzhe of this cannot exceed 45 byt
I f the FDomestndone, the size of this cannot excee:i
| For maS8tring, the following applies:

l ength must be in range [ 1; 4 4]
Contents must be in range [32; 126]

| For maiwo Octebés|] owhaegfapplies:

Namep@Name wi] | both be intethprnetiand eggerisndiadd edvi §
of [ O;Nam=HWwl0) .l be pl aced Namet[hle] .PDU before
The remaining available bytes in name will not b

| Forma¥1731 leCCGoltllowi ng applies:

l ength must be 13.

Contents must-zh-&A,-DIn range [ a

Y. 1731 specifies that it is a concatenation of |
I D Code):

| CG6 hytes

UMC:-12Z bytes

I'n principle UMC can he 12wy , vadludae tihn sr &ArPd e dfolk :
specifying |l ength of | CC, so the underlying cod
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B

B

B

B

starts.
The DoRFmarimatst Nbree .

| Forma¥1731 |1 CC CC, the following applies:
l ength must be 15.

First 2 clhatr sbd CLAaolndgist [ A

Next Xxhars (1 CC): Muy-at+-Dlbe amongst [ a
Nextl27 chars (UMC): Must-Ype amongst [ a
There may be ONE (sl-@fh) present in name[ 3
The Dofrarimatst Nbre .

VL AN

The MA's primary VI D.sAt pat marly MEBPsoér @amednwi t
created as port MEPs (interface MEPs) . There ca
given port MEP may stil]l be creatzedowi"th tags, I

A naero primary VID omeaated hwitt ail h t™MEIPsS MA wi | |
MEPs. A given MEP may be configured with another
is impossible to have untagged VLAN MEPs.

CCM I nterval

The CCM rate of al | MEPs bound to this Service.

TLVY Optitbon Selec

SendB:Deff ault Sender I D TLV format to be used in
Non®o not include Sender | D TLVs.

ChasEnable Sender I D TLV and send Chassis | D (MA
Manageabl e Sender I D TLV and saAmddrMsmsggement add
Chassi sMEnahke Sender ID TLV and send both Cha
Management Address (1 Pv4 Address).

Defileet the Domain configuration decide if Sender
Port Stmatlugde or excludeCMsorge nStraattuesd ThLyV tihni sC Se
hi gher | evel deter mi ne.

Di sabbenot include Port Status TLVs.

Enabllrecl ude Port Status TLVs.

Defleet the Domain configuration decide i f Port S

I nterfackenStatdasdrmtexdlawcdke St atus TLV in CCMs ger

or |l et higher | evel deter mi ne.

Di s abd enot include Interface Status TLVs.
Enablnecl ude I nterface Status TLVs.

Defleet the Domain configuration decide if Interf

Or g. Spexccilfuidce: Or-§mend izfaitéa ohLVY in CCMs generated by
hi gher |l evel determine.

Di sabPbenot includ8p&cighnczaLVen

Def:dret the Domain confi gur aStpieocn fd ecc iTdeV sidfs h@rl d a roie:

Buttons

Add New:Entry

Clickdd oa new service entry

Save

Click to save changes.
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Reset

Click to undo any changes made | ocally and rever

2-44ME P

Configure CFM MHEP tmhdrsa metgeer. s
This switch supports t wbEPtsy pensd ovfitMBMEFD.owhor t D

Port ENOEWPNS

In 802.1Q terminology, Port MEPs are |l ocated
the physical port. PAPBoMERPsSOtaeet ucrdplbiyp @s ¢
Port MEPs are created when the encompassing

Port MEPs may send OAM PDUs tagged or unt ag
untagged only i f t h"el nvEePrist "VL(AON .i sAnsyeto tthoer v
be sent tagged with the port's TPI D, whet he
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PVvI D and that PVID is meant to be sent wuntag

VLAN D-MERS
in 802.1Q terminology, VLAN MEiPtsy.are | ocated

This means that tagging of OAM PDUs will f ol
Thus, i f a VLAN MEP i s created on t he Port'
untagged, OAM PDUs wil|l be transmitted untag

VLAN MEPs are creat ed swehrewi cteh eh aesn ctoynmppea s"sM LnAgN "

DowiMEP creation rules

There are a few rules tMEPsbhey when creating
1. There can only be one Port MEP on the sam
2. There can only be one VLAN MEP on the sam
3. A VLAN MEP mush/ ME& el eav enli gthhea,n Ma Port MEP
and VLAN.

4. Al Port MEPs must have the same MD/ MEG |
5. Any VLAN MEP must have an ME/ MEG | evel hi

These checks are performed automatically on
yothamge a particular MEP, change the Service
or change the domain's MD/ MEG | evel

Web I nterface
To con€CFMuMEP t he web interface:
1.Click Con€CFEwmE&Mi MEP configuration

22Ent er domaMEPI|I Perdicecti on, port., L AN, PCP,
control and remote MEP I D

3.Cl isakv e

CFM Mep Configuration

‘ Refresh ‘
Alarm Control State Control

Delete Domain Service MEPID Direction Port VLAN PCP SMAC Level Present Absent ccMm Admin Remote MEPID

No entry exists

‘ Add New Entry ‘

‘ Save | Reset ‘

Figure 2-4.4: CFM MEP Configuration

Parameter description:

Del ect

Check to delete the entry. It will be deleted du

Domai n

Enttere name of Domain under which this MEP resid

Ser vi ce

Name of Service under which this MEP resides.
MEPI D

The identification of this MEP. Must be an integ
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Direction

Set whether thos M3MEBB®s an Up
Port

Port on WIEIPch etshide s .
VL AN

VLAN I D. Use the value 0 to indicate untagged tr
PCP

Choose PCP value in PDUs' VLAN tag. Not wused if
SMAC

Set a Source MAC address to be wused in CCM PDU:
uni caadsdtr ess. Format is XXrXX:; XXhXXs¥WXtXX. plofftalsl |
be used instead.

Al arm Control

Levef:a defect is detected with a priority highe
wi || be generated.

Valid ranhgeiitd® [L1jn@dicating that any defect wil]l
that no defect can caus2e0 1a8,f acullatu sael a2rOm.9 . e, e L8o0w2e.:
The possible defects and their priorities are:

Short ni Description Pri

Def RDI Ct Remot e Defect 1

Def MACs 1 MAC St atus 2

Def Re mot Remote CCM 3

Def Err ol Error CCM Rec: 4

Def Xcon Cross Connect 5

Presd@he: ti me i n milliseconds t hat defects mu st
noti fiicatiisemued. Def aul t is 2500 ms.

Absemhe time in milliseconds that defects must b e
is reset. Def aul t is 10000 ms.

Pres®Bme :ti me in milliseconds that defects must b
noti fiicatiisesmued. Def aul t is 2500 ms.

Absemmhe time in milliseconds that defects must b e
notification is reset. Def aul t is 10000 ms.

State Control

CCMEnable or disable gehechtmessafesohCCMs) ty
Ad miEm:alilre di sabl e this MEP. When this MEP is ena
CCMs and can raise defects.

Remote MEPI D
Specify the Remote MEP that this MEP is expectec
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integer [O0..8091] wherwalOuemeoafn sReummodteef i MiEeRIl. D Tnhmues t
from the value of MEPI D.

Buttons
Add New:Entry
Clicakdd oa new MEP entry

. Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
2-5ERPS

The section descrhiebeEsRPtSo conf i gur e
Web I nterface

To conERB®rdee in the web interface:
1.Cl ick CondndyuERRS on

2.Cli@kto add a ERPS

3.Configure the ERPS parameters

4.Cl iSak e

ERPS Configuration

Auto-refresh [J ‘ Refresh ‘

RPL Interconnect Port0 Port1 Control

ERPS# Mode Port Ver Type VC Instance Prop Port SF Port SF Ringld Node Id Level VLAN PCP Rev Guard WTR Hold Off Enable Oper Warning
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Configuration
Interconnect

ERPS#  Version Type

VC Instance Prop Port0

Port If

Port1 Ringld Nodeld

Level VLAN

Control

PCP  Rev Guard WTR

HoldOff

Enable

o ] [ev] [MEor v] @ [0 | o [~ O~ |1 | [oooooo0o0000 | [~ [+ ] [~ @ [s0 | a0 | o ] O
Signal Fail Trigger
Port0 Port1
Type Domain Service MEPID Type Domain Service MEPID
L] L L] L L] L]
Protected VLANs
wano —
Ring Protection Link
RPL Mode RPL Port
[save |[Reset ][ Gancel
Figure 2-5: The ERPS Configuration
Parametesrcri ption:
. ERPS#
The | D of ERPS. The -6l owed value is from 1
s ERP:S
ERPS protowdnd2eresisonmpported.
s Ty p:e
Type of ring. Possible values:
Maj cErRRPS maj or 2i046¢, (Gl aoee 3.2.39)

SulERPS -rsiunbg

I nt e rESRIS -rsi unbg

VvV C
Control s

Il nterconnect |

whet her

(-B0 B®O 1.1 2.u66)
on an
t o

nstance:

use -rai Vvg.rtual

Channel

For aisnugb on an interconnection node,t htehir
whi ch trhiimsg siud connect ed.

s I nterconnect Prop:
Controls whether the ring referenced-APY
PDUs whenev-einghsstepbl ogy changes.

s Ring: I D
The Ring -ab oinsg wsietda| t WetAobloindderAR S f RDBRs as
a particular ring.

s Node: I D
The Node I D is -AR®dspeciifdiec tlhRBURt o uni que
the ring.

Level

MD/ MEG Le-APKS &DUR we

Control: VLAN

The VL AN

omMP®R PDUs

ar e

trans mi

trans mi

t .

tted and
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Contr ol PCP

The PCP value used i-APSh®DVWUKAN tag of the R
Re:wv

Revertive ¢rtervueer)t iovre Nofnal se) mode.
Guard

Guard time in ms-20Wed.id range is 10
WT R

Wa ittRest ore time in setdéhacs.. Valid range 1
Hol d :Of f

Hold off time in ms. Value is roundedOO6d&n to 10
Enabl e

The administrative state of this ERPS. ©heck to

make it cease functioning.
Signal Fai l Trigger
Ty p:e
Sel ects whether Signal Fai l ( SF) comes from the
DowMEP.

Domai n, Ser vi ce, MEPI D
l denti fication of the MEP instance to provide Si
Protected VLANS

VLANs which are protected by this ring instance
Specify as a comma separated |ist ofO0Ovlan number

Ring Protection Link

RPL Mode
Ring Protection Link mode. One of
Nondhis switch doesn't have the RPL port in the
OwneThis switch is RPL o#%8é&6,folrtatbhe Bigg6l{. 800
Nei ghbBbairs switch is RPL nei2@dHiBgr cfl@amusteh & . rRRi. 6@ ) ( C

RPL Port:

I ndi cates whet hert hiatt iiss ptohret ORionrg pPorrottlect i on Li n
i Sone.

Configuration Buttons

You can modify each APS in the table using the f
®. EdigrPS he

@: Del eERRSt he

@: AddERPSW

Buttons
Save
Click to save changes.

Reset
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Click to undo any changes made | ocally and rever

Cancel

5

Return to the previous page; any changes made | o
s Aut-Refriesh

Check this box to refresh the page automatically
Ref r:iesh

5

Click to r efranmtedti ne ep g

2-6 MR P
The section descMRPbesnsttoanccoensf i gur e
Web Interface
To confMRBuwr ¢ he web interface:

1.Click CondndyuMRR i on

2.Cli@kto add a MRP

3.Sel ect the MRP parameters

4.Cl| iSak e
MRP Configuration
Auto-refresh O ‘ Refresh |
Ring Interconnection
Domain Port1 Port2
MRP # Role Name Id Port SF Port SF Recovery Profile VLAN Role Name Port SF Recovery Profile VLAN Enable Oper Warning
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Configuration Ring

Manager react on link Recovery Ring Port  Ring Port

MRP # Role Priority change Domain name Domain Id QUI Type QUI value VLAN profile 1 2 Enable

G 0 | [T | [Defaut_v] (000000 | [0 | [s00ms v 0
Signal Fail Trigger

Signal fail trigger for ring Port1 Signal fail trigger for ring Port2

Type Domain Service MEPID Type Domain Service MEPID

E— [ - E— E— ]
Configuration Interconnection

Role Mode Name Id VLAN Port Recovery profile

Link Check v 0 0 none v 500 ms v
Signal Fail Trigger

Signal fail trigger for interconnect Port

Type Domain Service MEPID

Link v 0

‘ Save H Reset H Cancel ‘

Figure 2-6: The MRP Configuration

Parameter description:
. MRP#
The I'D of MRP:-2.Valid range 1
Configuration Buttons

You can modify each APS in the table using the f
®. EdigRPS he
@: Del eERBSt he

AddERPSW

Buttons
Sav.e

Click chasqe®.

s Reset

Click to undo any changes made | ocally and rever
s Cancel

Return to the previous page; any changes made | o

Aut-Ref r:esh

Check this box to refresh the page automatically
s Refr:esh
Clitwk refresh the page i mmedi atel y.
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2-7 D HCwP4

The section describes to configure the DHCP Snoo|
Snooping can prevent attackers from adding their

2-7. $erver

2-7.1.1 Mode

This page configures gl obal mode and VLAN mode to
and per VLAN.

Web I nterface

To confi gvus @er DHICPmode in the web interface:
5,Click Conf i gvudr aSeirovner DaHhGlP Mo d e .

6.Sel Entabdi @dt he Gl obal Mode of DHCP Server Mode C¢«
7.Add VIan range.

8. Cl iSak e
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DHCP Server Mode Configuration

Global Mode
Mode
VLAN Mode

VLAN Enabled

1 (m}

Figure 2-7.1.1: The DHCP server Mode

Parameter description:

Mo d e

B

Configure the operation mode per system. Possi bl
EnabBEreabl e DHCP server per system
Di sabl eabl e DHCP server pre system.

VLAN Range

B

I ndicate the VLAN range in which DHCP server is
must be smaller than or equal to the second VLAN
1 VLAN I D, jhet yoputant into either one of the
On the other hand, if you want to disable exi st
steps.

1. pABPBDsVLANOtRanagded a new VLAN range.
2. Il nput the VLANTtroamndd e atbHat. you want
3. Choose Mode to be disabled.

4 . Press Apply to apply the change.

Then, you wil |l see the disabled VLAN range is
configuration page.

s Mo d e
I ndicate the operation mode per VLAN. Possible m

EnabBEmrabl e DHCP server per VLAN.
Di sabl seabl e DHCP server pre VLAN.

Buttons
Add VLAN Range
Click to add a new VLAN range.

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
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2-7. 1ERcl uded | P
This page configures excluded | P addresses. DHCP
addresses to DHCP client.
Web I nterface
To configure DHCP server excluded I P in the web i
1.Click Conf i gvwud aSeirovner Dath@®P Excl uded
2Click Add I P Range then you can create new | P Ra
3.Cl iSak e
Excluded IP Address
[[Deete | (I I
[Add1P Range |
[save | [Resel
Figure 2-7.1.2: The DHCPv4 server excluded IP
Parameter description:
. | P Range
Define the I P range to be excluded I P addresses. The
the second excluded | P. BUT, if the I P range contains
either one of the firstbanlkd. second excluded | P o
Buttons
s Del et e
Check to delete the entry. It wi ll be deleted du
s Add I P Range
Click to add a new excluded I P range.
s Save
Click to save changes.
s Reset
Click to undo any changes madseavlieodc avlallyu easnd r ever
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2-7.1.3 Pool
This page manages DHCP pools. Accordi
address and deliver configuration

ng to
parameters

Web I nterface

To configure DHCP server pool in the web i
1.Cl iConf i gur ati on, DHCP, Server and Pool
2Click Add New Pool then you can create
3.Cl| iSak e

DHCP Server Pool Configuration

Pool Setting

Subnet
Mask

Delete Name Type P

only

‘ Delete |

| Add New Pool |

‘ Save H Reset ‘

Figure 2-7.1.3: The DHCPv4 server pool

Parameter description:

Pool Setting
Add or del ete pool s.
Adding a pool andcgieait g aaneam@oios twot h
want to configure all settings including
the pool name to go into the configuration
s Name
Configure the pool name uhattacsepescapt
configure the detail settings, you can click the
, Type
Di spl ay which type of the pool i s.
Net wotrtke pool defines a pool of I'P addresses to
Hostthe pool services for a specific DHCP client
I " "is displayed, it means not defined.
s I P
Di spl ay net wfortkhen ubth@R @aoddr ess pool
I " "is displayed, it means not defined.
s Subnet Mask
Di splay subnet mask of the DHCP address pool
I " "i's displayed, it means not defined.

s Reserved Only

| f on, Il p addresses
tabl e.
Lease Ti me
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page.
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Di splay | ease time of the pool
Buttons
Del et e

Check to delete the entry. It will be deleted du
Add New Pool

Click to add a new DHCP pool

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-7.

2 Snooping

DHCP Snooping is used to block intruder on the wun
tries to intervene by injectliemg ta nbadgeu sc oW @&R sraetplo
the DHCP client and server.

The section describes to configure the DHCP Snoop
Snooping can prevent attackers from adding their

Web Interface

To caoamfi dHCP snooping in the web interface:
1.Click Configwhmmadi $mo o DHICH.

2.Sel &Entabdi @dt he Mode of DHCP Snooping Configuratic@
3.Sel @fctusvoedt he specific port in the Mode of Port
4.Cl iSak e

DHCP Snooping Configuration
Snooping Mode

Port Mode Configuration

Port

Mode

ENERENERENEIENERENR
sl ENENEENE 1B E]E
al & |8 & & |g||z |2| &
g (& (8] |8 & [&||& |8 |#
g =Rl E] ' EE '] &
oSl €] [ ] ] ] e | ¢

‘ Save H Reset ‘

Figure 2-7.2: The DHCPv4 Snooping Configuration

Parameter description:

Snooping Mode
Il ndicates the DHCP snooping mode operation. Poss

EnablEedméhtbl e DHCP snooping mode operation. When DF
enabl ed, the DHCP Frebheesodtr wmasdadesowi tusted port
packets from trusted ports.

Di sabDiesdabl e DHCP snooping mode operation.
Port Mode Configuration
I ndicates the DHCP snooping port mode. Possible
TrustCedfigures the port as trusted source of the
Untr ugLtoemd:i gures the port as untrusted source of
Buttons

Sav.e
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5

Cl
Reset

Cl

c k

c k

t

t

0 save changes.

o undo any changes made
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2-7.

3 Rel ay

A DHCP relay agent is wused to forward and to tran
the server when they are not in the same subnet d
address in the GI ADDR f i el ds eorfv etrh ec abnH QuPs ep atchkee tv.a | T
Gl ADDR field to determine the assigned subnet. Fo
switch configuration of VLAN interface | P address
Web I nterface

To configure DHCPn nRelrdywcien t he web

1.Click Configwkamdi Rel, ayDHCP

2.Specify the Relay Mode, Relay server, Rel ay I nfo
3.Cl iSak e

DHCP Relay Configuration

Relay Mode

Relay Server

[Disabled v

[o000 |

Relay Information Mode Disabled v

Relay Information Policy [Keep v

‘ Save H Reset ‘

Figure 2-7.3: The DHCPv4 Relay Configuration

Parameter description:

B

B

B

5

Rel ay Mode

I ndicates the DHCP relay mode operation.
Possible modes are:

EnablEemcasbl e DHCP relay mode operation. When DHCP
the agent forwards and transfers DHCP messages [
they are not in the same subnet domai n. And th
floodeccfusri ty considerations.

Di sabDiesdabl e DHCP rel ay mode operation.

Rel ay Server

I ndicates the DHCP relay server | P address.
Rel ay I nformation Mode

I ndicates the DHCP relay information mode optic
format as "[vlian_id][module_id][port_no]". The f
the fifth and sixth characters are tlgeamo®ul é nl

stackable device it means switch | D), and the |

exampl e, "00030108" means the DHCP message recei
No 8. And the option 82 remote dA®dswvalue is equal

Possi ble modes are:

EnablEendabl e DHCP relay information mode operatio

mode operation is enabled, the agent inserts sp:

message when forwarding to DHBPas®8HCEr masdageme

transferring to DHCP client. I't only works when

Di sabDiesdabl e DHCP relay information mode operat.
Rel ay I nformation Policy
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I ndicates the DHCP relay i nf orrarMaay oinn fogrt matni gm | m
operation is enabled, i f the agent receives a DH
agent information it will enforce the policy. Th
information mode is disabl ed. Possible policies
R@l aRepl ace the original relay information when
it is received.
Keeeep the original relay information when a DH
received.
Droprop the package when ree aRDHCR ome sasi angse rteh aaty aln f
received.

Buttons

Save
Click to save changes.

Reset
Click to undo any changes made | ocally and rever

2-8 D H CvP6

The section describes®Gnooponfji gparemeher PHGP t he s

Snooping can prevent attackers from adding their
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2-81Snooping

Configure DHCPv6 (aka. DHCP over | Pv6) Snooping o
Web I nterface

To configure DHCWRebnoonpenfjace: t he

1.Cl ick Configuaimadi $mo o DIHICE.

2.Sel &Emntabdi adt he Mode of DHCP Snooping Configuratic

3.Sel ect to drop/ all oMetnadlersnknown | Pv6é Next
4Sel é@flcusoedt he specific port in the Mode of Port
5Cl iSak e

DHCPvV6 Snooping Configuration

Switch Configuration
Snooping Mode Disabled v
Unknown IPvB Next-Headers

Port Configuration

Port

Gi1n
Gi12
G4
10G 11
10G 112
10G 173

10G 1/4

Trust Mode

Untrusted v

Iy

Untrusted v
Untrusted v
Untrusted v
Untrusted v
Untrusted v

Untrusted v

LHL

‘ Save H Reset ‘

Figure 2-8.1: The DHCP Snooping Configuration

Parameter description:

B

B

Snooping Mode

I ndicates the DHCPvVv6 snooping mode operation.
Possible modes are:

EnablEmdabl e DHCPvVv6 snooping mode operation. Wh
operation is enabl ed, the DHCPvG6 <client request
ports and only allow reply packets from trusted

Di sabDiesdabl e DHCP snooping mode operation.
Unknown | Pdié&adNexsd:

I ndi cates how UnbHeaodverr |Wal6ueNse xshoul d be treated.

parse all | Pv6 packets to a DHCPv6 client to det
unknown | Pve extension paasiengiscsaencbuocoetiedue¢ehe
section 5, item 3 for details.

Possible options are:

Droprop packets with unknown | Pv6 extension hea
but may result in traffic disruptions.

Al'l AWl ow packets Wi tehktemlsnown hleRWder s. This is a
prevents traffic disruptions.

Port Mode Configuration

I ndicates the DHCPv6 snooping port mode.
Possible port modes are:

Trusted: Configures the port as trusted source o
Untru€oefdi gures the port as untrusted source of
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Buttons

Save
Click

Reset
Click

t

t

0O save changes.

o undo any changes made
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2-82Rel ay

In this page it is possiflolre at s peecn ffiigurvd abHCPv 6 R
Web I nterface

To confi guRel DHCIPn t he web interface:

1.Click Configweaimadi Rel, ayDHCP

2.Cl ickdd Newdt Bntady a relay configuration
3.Speciintehéace, relay interface and relay desiti

4.Cl iSak e
DHCPv6 Relay Configuration

Delete Interface Relay Interface Relay Destination

| Delste | VLAN 1 VLAN 1 ff05:1:3

‘ Add New Entry |

‘ Save | Reset ‘

Figure 2-8.2: The DHCPv6 Relay Configuration

Parameter description:

I nter:face

B

I nterface identification.
s Rel ay I nterface
I nterface identification. The id of the interfac

s Rel ay Des:itination

AnPvlie address repr ersead &ldl ea st ehsutmaans speci fied ir
address of the DHCPv6 server that requests shall
mans ''any DHCP server'

Buttons
Add New :Entry

Clicakdd oa new entry

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
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2-9Security

This section shows you to configure the Port Secl
Port Security feature tolrnenttringt ainmputdetnd idryiinmt

2-9. 1 Swi tch

2-9. 1.1 Users

This page provides an overview of the current wuse

user on the web server is to close and reopen the
Web I nterface

To contysgurien the web interface:

1.Click Configuration, Security, Switch and Users.

2Click Add new wuser
3.Specify the User Name parameter.

4. Cl| iSak e

Add User

User Settings

User Name ‘ ‘

Password ‘ ‘

Password (again) ‘ ‘

Privilege Level

‘ Save H Reset H Cancel ‘

Figure 2-9.1.1: The Users configuration

Parameter description:

User Na me

B

A string identifyhaygy thesuseeatryambould bel ong t
l engtth®ils The valid user name allows |l etters, nu

Password

5

The password of the wuser . O0tThEe. aAhyywpdi sttablng dh
includingcspatedis
s Password (again)
To type the password again. You must type the sa
Privilege Level

The privilege | evel of ©Oth@&. ulsfert.her hper iav H,1oeiged |reawn

can access ahat grsupsantfed. the fully control of
need to refer to each group privilege | evel. Us €
the group privilege | evel to have the access of
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priegiel lbaselt henlryaaccess anddaprit\ner e padhecebs. A

the system maintenance (software wupload, factor
l evel 5. General lbyx,ant tbee prsiedi Ifeoge alnevaedimi ni str at
|l eBélor a standard wuser alfcoorunat gauneds tp raicvcioluengte. | ev

Buttons

Save

Click to save changes.
Reset

Click to undo any changes made | ocally and rever
Cancel

Click to undo any changes made | ocally and retur

Del et e User

Del ete the current user . Thi s button is not avali
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2

-9. 1PRi vil sge Level
This page provides an |lceweerlvsi.ew hoef stwhe cphr ipwiolvd gdee s
Aggregation, Di agnostics, EEE, GARP, GVRP, 1| P, I P
Table MRP MVR MVRP Maintenance Mirroring Ports Pr
Spanning Tree System dirae EWANtPNVICLI VedAdNsL&vel s fi

Web I nterface
To configure Privilege Level in the web interface
1.Click Configuration, Secwrity, Switch and Privil
2.Specify the Privilege parameter.
3.Cl iSak e
Privilege Level Configuration
Privilege Levels
Description :
Group Name Read Write
a
Aggregation o
Alarm Q
APS O
UFDMA_AIL o
uFDMA_CIL [m]
UPnP (m]
VCL O
VLAN_Translation m]
VLANs O
Voice_VLAN [m]
XXRP m]
[save | [Reset
Figure2-9.1.2: The Privilege Level configuration
Parameter description:
s Group Name
The name identifying the privilege group. Il n mos
single module (e.g. LACP, RSTP or QoS), but a f
foll owing description defines these privilege | e
Sytsem: Contact, Name, Location, Timezone, Dayl i gt
Security: Aut henticati on, System Access Managen
based and the MAC Address Limit), ACL, HTTPS, SS
| PEveryt hitndg peixncge p.
PorBverything except ' Veri PHY'
Di agnosping: and ' Veri PHY'
Mai nt e nGlhByst em Reboot, System Restore Default,

Save, Configuration LoadUseaensd, FPrimwakregéobhdveWsba

Mai ntenance.

n CLI

Debu@nly present i
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Privilege Levels

The Privil egecdrefvied ir ecdatnbébvelverea 0 i s | owest |l ev
highest |l evel) Every group has an authorization
read and.wr.i tfeor cl earing of statistics). User P
thehawti zation Privilege |l evel to have the access

Buttons

Apply
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-9. 1.3 Auth Met hod

This page shows how to configure a user with auth
one of the management <client interfaces.

Web Interface

To configure an Authentication Method Configurati
1.Click ConfiguBwtioh,asecluihyMet hod.

2.Specify the Client (console, telent, ssh, httop)
3.Speci ty mmamwdt henti cation Met hod

4. Speac€tounting method

5.Cl iSak e

Authentication Method Configuration
Client
console local v no v no v
telnet local v~ no v no v

ssh local v no 2 no v

= B B = =
g
]
H
2
&

http local w no v no v

Command Authorization Method Configuration

Client Method Cmd Lvl Cfg Cmd

console no v D O

telnet o v D O

ssh no__ v D O

Accounting Method Configuration

Client Method Cmd Lvl Exec
console no_ v D O
telnet no__ v D O
ssh no_ v E O

‘ Save H Resst ‘

Figure 2-9.1.3: The Authentication Method Configuration

Parametscription:
Aut hentication Method Configuration Help
Client
The management <c¢lient for which the configuratio
Aut hentication Method

B

Aut hentication Method can be set to one of the f

f no : authentication is disabled and [ ogin is 1
T | ocal : use the | ocal user database on the swi
T radius : uURsAeD laUesr e mat ¢ or aut henticati on.

f tacacs uTsAeC AaCsSete met ef or aut henticati on.

Met hods that involves remote servers are timed o
case the next methbddi ssttredd Eamaom meft to righ
met hod either approves or rejects a user. I f a r
authentication it is recommended to configure se
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enabl e the manageméogiol veéma the | ocal user datab
authentication servers are alive.

Command Authorization Method Configuration Help

The command authorization section allows you to |

The tabl eowasdooneach client type and a number of
Client

The management <c¢client for which the configuratio
Met h:iod

Met hod can be set to one of the following values

no: Command authorization istdi €hbl edmmbéeds &ascag

to his privilege | evel

tacacs: UBCAGSHotVer (s) for command authorizati or

of fline, the user demmarmhg ealc @acrceisrsg ttoo Chils pri v
Cmd Lvl
Aut horize al/l commands with a privilege | evel hi
Valid values are in the range 0 to 15.
Cf @md

Al so authorize configuration commands.

Accounting MethodHedopnf i gur ati on

The accounting section allows you to configure co

The table has one row for each client type and a
Client

The management client for which the configuratio
Met hiod

Met homan be set to one of the following values:

no: Accounting is disabled.

tacacs: UsPeCAGSHOtV er (s) for accounting.
Cmd Lvl

Ehabl e accounting of all chimgaerdst wan hora e@qual | teg
Valid wvalues ar e in the range 0 to 15. Leave
accounting. Enabl e accounting of all commands wit
this | evel

Valid values ar®5.inLeéedwve rtamegef iOeltd empty to disa
Exec

Enabl e exec (login) accounting.
Buttons
Apply

Click to save changes.

Reset
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Cl

t

o undo any changes made
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2-9. 1S 8H

This section sho®SHYyot hteoSwonhthgur e

Web I nterface

To conf iSggHmMme tdhre web interface:

1.Click ConfiguratioBsHSecurity, Switch and
2.Sel Entabdi edt he ™M8dde of

3.Cl| iSak e

SSH Configuration
Mode

‘ Save H Reset ‘

Figure 2-9.1.4: The SSHConfiguration

Parameter description:

Mo d e

I ndicates the SSH mode operation. Possi bl e modes
EnablEedhtbl e SSH mode operation.
Di sabDiesdabl e SSH mode operation

B

Buttons
Save
Click to save changes.

Reset

5

Click to undo any changepmr emaideeu 4 loyc ad d we ch nvda Irleeve.r
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2-9. 3HTTPS

This page allows you to configure the HTTPS setti
the switch.

We

b I nterface

To configure an Access Management Configuration i

1.Click Configurati oATTEB®curity, Switch and

2.Sel &Entabdi edt he Mode.

3.% | edlenabl ed/ @ihseabaluead mat i ¢ redirect

4Sel ect the certificate maintain mode

5Click Save

‘ Refresh ‘

HTTPS Configuration

Mode

Automatic Redirect
Certificate Maintain

Certificate Status

‘ Save H Reset ‘

Disabled v

Disabled v

[None v

Switch secure HTTP certificate is presented

Figure 2-9.1.5,: The HTTPS Configuration

Parameter description:

Mo d e

B

I ndicate the HTTPS mode operation. Possible modes
EnablEendasbl e HTTPS mode operation.
Di sabDiesdabl e HTTPS mode operation.

Automatic Redirect

B

I ndicate the HTTPS redirect mode operation. It
Enabl ed" di.s Wheelnectttee redirectHacRbeanéeest iecnrmbivied]
redirected to HTTPS connection automatically.

Notice that t he browser may not all ow the red
consideration unless the switch certificate is

the HTTPS connectionPmasubl eymbdest hre: case
EnablEendabl e HTTPS redirect mode operation.
Di sabDiesdabl e HTTPS redirect mode operation.

Certificate Maintain:

5

The operation of c eProtsisfiibd et eo preaianti eoman ae .e :
Nond&o operation.

Del eDecl:et e the current certificate.

Upl oddldt oad a certificate PEWMelbd iBrowdRearssi bl e met h
Gener@eémer at eelafi gewds RSA certificate.

Certificate Pass Phrase

Enter the pass phrase in this field if your wupl
passphrase.

Certificate Upload
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Upload a certificate PEM file intaeethefisawatte har
private key together. I f you have two separated
Use the Linux cat command to combine them into
my.cert my.key > my.pem

Notice that the Rn®e ncdeerdt isfiinccaet emosst roefcot he new v
has removed support for DSA i cert iFoiscsaitbel,e e.
met hods ar e:

Web BroWpload a certificate vi Web browser.
URLUpl oad a certificate vils URILEPTITHE TalnBpP.Brt ed p
The URL f or mat i s <protocol >:/7/[<use
host>[: <port>][/<path>]/<file_name>. Fo

tftp://710.2120.10.10/ new_image_path/new_i mage.
password@l0. 10.

http://username:

dat ,
10.t10: B0 /vnaelw di mé g

name is a text stringZady awdi9firosdo@0 gdH) gbathg@Eehen
score(_). The maximum |l ength is 63 and hyphen m
content that only contains ' ' is not all owed.
Certi Stadus:
Di splay the current status of certificate on the
Switch secure HTTP certificate is presented.
Switch secure HTTP certificate is not presented.
Switch secure HTTP certificate is generating
Buttons
Refresh
Clitwk refresh the page. Any changes made | ocally
Apply
Click to save changes.
Reset
Click to undo any changes made |l ocally and rever
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2-9. &Access

Management

This section shows you tmendontfdlmlue eofactbhes Smana
HTTP/ HTTPS, SNMP, and TELNET/ SSH. You can manage
over theTheateamémum numb&6. of f enheiappibscation's
one of the access malnaaglelnoewrta cecnetsrsi etso, tite wswi t c h.
Web I nterface
To configure an Access Management Configuration i
1.Click Configurati oA¢gcesesc MaintyemeSwi.t ch and
2.Sel &Emtabdi mdt he Mode of Access Management Configur
3.Cl ikkd mawry
4.Specify the Start | P Address, End I P Address.
5 Checked Access Management method (HTTP/HTTPS, SN
6.Cl iSak e
Access Management Configuration
Mode
Delete VLANID  StartP Address End IP Address HTTPHTIPS  SNMP  TELNETISSH
[ooks] [ ] [oo00 L 0 o o
(Add Now Enty |
[save|[Reset]
Figure 2-9.1.6: The Access Management Configuration
Parameter description:
s Mo d e
I ndicates the access management mode operation.
EnablEedhtbl e access management mode operation.
Di sabDiesdabl e access management mode operation.
. VLAN 1D
I ndicates the VLAN I D for the access management
s St alrRddr ess
I ndicates the start | P address for the access ma
s End | P address
I ndicates the end I P address for the access mana
s HTTRTTPRS
I ndi cates that the host can access the switch
address matches anlye pPoaddreess n the entry.
s SNMP
I ndicates that the host can access the switch f
mat ches the | P address range provided in the ent
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TELNBESH

I ndi cates that the host can access the switch
address matches the &¢d@® amMdtrlRessemtamye provid

Buttons
Del et e

Check to delete the entry. It will be deleted du
Add New Entry

Click to add a new access management entry.
Save

Click to save changes.
Reset

Click to undo any changeg emada sll ggc slalvedarnwdlruewer
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2-9. TSNMP

. 1.

Any Network Management System (NMS) running the S
( SNMP) can manage the Managed devices equipped w

Management I nformation Base (MIB) is installed co
is a protocol that is used to govern the transfer
agent and traverses the Object ldentity (Ol D) of
described in the form of SMI syntax. pdMMR a&dient
reqguest issued by SNMP manager.

Basically, it is passive except issuing the trap
on or off the SNMP agentdEnd&$ MR asgeetn tt hwei Ifli ebed sSth
All supporsedi MEBu®l bg RMON MI B, can be accessed
SNMP i®i s &tpINeMP agent -awdtlilvabteedde t he rel ated Commt
Host | P Address, Trap and all MI B counters wild/l b
1 System

This secithesn hWewctro configure SNMP System on the
configure SNMP settings, community name, trap hos
of SNMP. A SNMP manager mu st pass the authentica
namdgsh,en it can access the MIB information of the
the same community name. Once completing the setHt

takes effect.

Web I nterface

To configure the configurnd eSNMR eSystem in the web
1..Click Configuration, Security, Switch, SNMP and
22Evoke SNMP State to enable or disable the SNMP f
3.Specify the Engine 1D

4. Cl iSak e

SNMP System Configuration

Mode

Engine ID

‘ Save H Reset ‘

Enabled hd
800019cb03002233aabbff

Figure 2-9.1.7.1: The SNMP System Configuration

Parameter description:

Mo d e

I ndi caSEBMPtimede operation. Possible modes are:
E n a b |Eealle: SNMP mode operation.

Di s a bDisabld SNMP mode operation.

Engine I D

I ndicates the SNMPv3 engine 1|D. The string must
format) with number of 64 gharso sh ka Awdeseanh f1e0 naont al |
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B

Change

Buttons

Save
Click

Reset
Click

t

t

of the Engine I D will «cl

0 save changes.

o undo any changes made
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2-9. 1..2 Tr ap

Configure SNMP trap on this page.

229.1.7.2.1

Configure trap destination

o

n this page

Web Interface

To configure the configure SNMP Trap Configuratio
1.Click Configuration,TrSepcd rDd syt,i Santiitacarh, SNMP
2.Cl i ck AHEt rNewt hen you can create new SNMP Trap o
3.Cl iSak e

Trap Configuration

Trap Destination Configurations

Delete Name Enable Version Destination Address Destination Port

[ Add New Entry |

‘ Save H Reset |

SNMP Trap Configuration

Trap Config Name

Trap Mode Disabled
Trap Version SNMP v2c

Trap Community public
Trap Destination Address
Trap Destination Port 6:

Trap Inform Mode Disabled

Trap Inform Timeout (seconds)

Trap Inform Retry Times

o @ =
B
< < |«

Trap Security Engine ID 800019cb03002233aabbff

Trap Security Name

3

one v

| Save H Resst |

Figure 2-9.1.7.2.1: The SNMP Trap Configuration

Parameter description:

N Na me

I ndicates the trap Configuration's name. I ndi cat
s Enabl e

I ndi cateapttiestinati on mode operation. Possible

EnablEemcatbl e SNMP trap mode operation.
Di sabDiesdabl e SNMP trap mode operation.

Ver si on

I ndicates the SNMP trap supported version. Possi
SNMPvSlet SNMP trap sufdported versio
SNMPv 3et SNMP trap supported version 2c.

SNMPv3et SNMP trap supported version 3.

Destination Address
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I ndicates the SNMP trap destination address. It
notation ('x.y.z.w').

And it al so oasltlnoanmea VvAalviadl id hostname is a strir
(A az) , di9gi,t d ot O)(.. )Sp adcaessh are not all owed, the f
al pha character, and the first and | ast characte
I ndi cat edP tthreapSNdestination | Pve6é aedrtesrsec olrRlvs6

represented as eight fields of wup to four hexad
field (:). For example, 'fe80::215:c5ff bfee03: 4dc
used as a shorthand way -ift rerpawependfi ngo mtuil g U U <
can appear only once. It can also represent a

'::192.1.2.34"
Destination port

I ndi cates the SNMP .t rSaNoMPd eAsgteinnta twiolnl psoerntd SNMP 1
port, the port range is 1~65535.

Buttons
Del et e

Check to delete the entry. It wi Il be deleted du
Add New Entry

Click to add a new user.
Save
Click to save changes.
Reset
Click wmoyuwmthanges made | ocally and revert to pre
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2-9 .

1.7.2.2

This pageSMVMBrvapesource configurations. A trap is
if at | east wond fillter type included matches the
excluded matches.

The maxi mum ed2ry count is

Web I nterface

To configure the configure SNMP Trap Configuratio

1.Cl ick ConfiguBwi i oh,Tr Sabte rsiotuyr,c e

2Click Add New Entry then ysoou rceceent ke esawiet mlke.w S NMP

3.Cl iSaky e

Trap Configuration

Trap Source Configurations

Delete

Name Type Subset OID

[ Add New Entry |

‘ Save | Reset ‘

Trap Configuration

Trap Source Configurations

Name Type Subset OID

coldStart v included ~

[ Add New Eniry |

| Save | Reset ‘

Figure 2-9.1.7.2.2: The SNMP Trap Configuration

Parameter description:

B

Na me

I ndi cates the name for the entry.

Ty pe
The fiylpteedf or the entry. Possible types are:
i ncl udredapti onal flag to indicate a trap is sent
excl uMemdoptional flag to indicate a trap is not

mat ched.

Subset Ol D:

The subfet OhBP entry. The value should depend on

example, the ifldex is the subset OI D of I inkUp
more digital2oMPmBb/re2r9(50 or asterisk(*) which are

C

character must not begin withasterisk(*) and the

128.
Buttons

Del et e

Check to delete the entry. It wi ll be deleted du

Add New Entry

Click to add a new wuser.
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Sav.e

Click to save changes.
. Reset
Click to undo any changes made | ocally and rever

2-9. I..8ommuni ties

The function is used to configure SGMPRmMBnictobynymuni t
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Web I nterface
To configur@omrhueniStNMPs i n the web interface:
1.Click Configuration, Security, Switch, SNMP and
2.Click Add new Entry.
3.Specify the SNMP community parameters.
4. Cl iSak e
5

.1 f you want to modify or clear the setting then

SNMPv3 Community Configuration
Delete Community name Community secret Source IP Source Prefix

[ public public 0000 0

& private private 0000 0

Add New Entry ‘ ‘ Save H Reset ‘

Figure 2-9.1.7.3: The SNMPv3 Communities Security Configuration
Parameter description:
CommunNdme

B

I ndicates the security name to map the community
all owed string | ength is 1 to 32, and o hle2é.l | owe

Commun$eqgret

I ndicates the community secret (access string
SNMPv2c to the SNMP agent. The all owed string | e
is ASCII characters from 33 to 126.

Sourlcke

I ndicates the SNMP access source address. A par
used to restrict source subnet when combined wit

Source Prefix:
SNMP access sowpred ixddres
Buttons
Del et e
Check to delete the entry. It wi I | be del eted du
Add New Entry

Click toeamddya new
s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
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2-9. 1..4

User s

Configure SNMPv3 wuser tabl e on tEnigsi neadselr The el

Name.
Web I nterface
To configure the SNMP Users in the web interface:

1.Click Configuration, Security, Switch, SNMP and

2.Click Add new Entry.

3.Specify the Privilege parameter.

4. Cl iSak e

SNMPv3 User Configuration

User Security Authentication Authentication Privacy Privacy

Delete Engine ID Name Level Protocol Password Protocol Password

[ Delete | [800019cb03002233aabb1r Auth, Priv v ] ]

‘ Add New Entry ‘ ‘ Save H Reset ‘

Figure 2-9.1.7.4: The SNMP Users Configuration

Parameter description:

Engine 1D

An octet string identifying the engine | D that |
contain an evheenx anduenchiental( ifnor mat ) with number of
but-zalrlos -afkdsalalFe not all owed. The SNMRBvwed ar ch

Security Model (USM) for mébsasege Ace@srsi tGonamao |l
(VACM) for accFeosrs tchorentWSoM entry, the usmUser Engi |
t he entry's keys. I n a simple agent , usmUser E
snmpEnginel D value. The value can also take the
SNMP engine widér whar hcdrmmwsniucate. I n other word
system engine I D then it is | ocal user; other wis

User Na me

5

5

A string identifying the wuser name that this el

l ength is 1 atld o3wva,d amdttemda i s ASCI I characters f
Security Level

Il ndicates the security model that this entry sho

NoAut h, NoPmuvhentication and no privacy.

Aut h, NAWPtrhenticati ary.and no priva
Aut h, ARntihventi cation and privacy.

The value of security |l evel cannot be modified i
be ensured that the value is set correctly.

Aut hentication Protocol

5

I ndi cates t he aut henttihdesti entrpirosbool d thatong
authentication protocols are:

Nond&o authentication protocol
MD5An optional flag to indicate that this user u

SHAANn optional flag to indicate that this user u:
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The

Aut hentii

A

stri

(o]

value of security I evel cannot be
ensure thae thesegetw correctly.
cation Password
ng identifying the authenticati
| owed string |l ength is 8 to 32.

the al
l ength is 8wked 40ntE€he akl &aSCI

Privacy

Protoco

modi fied

n p

asswor

For SHA
characters from

(

:

I ndicates the privacy protocol that this entry
ar e:
Nond&o privacy protocol
DESAn optional flag to indicate that this user uct
AESWhen availabl e, an optional flag to indicate
protocol
Pri vacworPd s:s
A string identifying the privacy password phr as:¢
the all owed content is ASCII characters from 33
Buttons
Del et e
Check to delete the entry. It wi I | be del eted du
Add New Entry
Click toeanddya new
Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-9.

I..5 Groups

Configure SNMPv 3 group tabl e on thiSecpagey Th
ModahB8ecurity Name.

Web | nterface

To configure the SNMP Groups in the web interface
1.Click Configuration, Security, Switch, SNMP and
2.Click Add new Entry.

3.Specify the Privilege parameter.

4. Cl iSak e

SNMPv3 Group Configuration

Delete

‘ Delete ‘

Security Model Security Name Group Name

vi public ‘ default_ro_group

v1 private ‘ default_rw_group

v2c private ‘ default_rw_group

|
|
v2c public [default_ro_group |
|
|

i fpuble + \

‘ Add New Entry | | Save H Reset ‘

Par

B

Figure 2-9.1.7.5: The SNMP Groups Configuration
ameter description:
Security Model
I ndicates the security model that this entry sho
vl Reserved for SNMPv1.
v2c Reserved for SNMPv2c.
usm Usased Security Model (USM) .
Security Name

ying the security name that thi.
2, and the all owed content i s AS

A string identif
l ength is 1 to 3

Group Name

A string identifying the group nTahnee atlh aotwetdhisst rd
l ength is 1 to 32, and the all owed content is AS

Buttons
Del et e

Check to delete the entry. It will be deleted du
Add New Entry

Click toeanddya new
Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-9. T..6 Vi ews

Configure SNMPv3 view table on this page. The en

Subtree.
Web I nterface
To configure the SNMPeviiaw®:in the web

1.Click Configuration, Security, Switch, SNMP and
2.Click Add New Entry.

3.Specify the SNMP View parameters.

4. C| iSak e

5,1 f yaonut w o modify or clear the setting then clicl

SNMPv3 View Configuration

Delete View Name View Type OID Subtree

0 default_view 1
= ]

‘ Add New Entry ‘ ‘ Save H Reset ‘

Figure 2-9.1.7.6: The SNMP Views Configuration
Parametesrcri ption:
Vi ew Name

B

A string identifying the view name that this el
l ength is 1 to 32, and the all owed content is AS

View Type

Il ndicates the view type that this entry should b

|l ncl uAdredaptional flag to indicate that this view
Excl uMerdopti onal flag to indicate that this view
I n gene if a view entry's view type is '"exclud

existing with view type as included' and it's

view entry.
Ol D Subtree

The OID defining the rootamddtwhwiecewubTIheealloowad
is 1 to 128. The all owed string content is digit

Buttons
Del et e

Check to delete the entry. It wi Il be deleted du
Add New Entry

Click toeamddya new
s Save
Cl i cskavteo changes.
s Reset
Click to undo any changes made | ocally and rever
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2-9. 1..7 Access

The function i s wusedactcot sachol nef i ru MheiSH MPa e .i ndex |
ar@roup SzmneaysyitgnBededi ty Level

Web I nterface

To configure the SNMP Access in the web interface
1.Click Configuration, Security, Switch, SNMP and
2.Click Add new Access.

3.Specify the SNMP Access parameters.

4. C| iSak e

51f you want to modify or clear the setting then

SNMPv3 Access Configuration

Delete Group Name Security Model Security Level Read View Name Write View Name

[m) default_ro_group any NoAuth, NoPriv
[m] default_rw_group any NoAuth, NoPriv default_view v default_view v
[ Delete | defaull_ro_group v NoAuth, NoPriv v

| Add New Entry | | Save H Reset ‘

Figure 2-10.1.7.7: The SNMP AccessesConfiguration

Parameter description:
Group Name

A string identifying the group name that this e
l ength is 1 to 32, and the all owed content is AS

Security Model
I ndicates the security model t eatsetchuirs tgntmoy ed lso
AnyAny security model accepted(vil|v2c]|] usm).
v1iReserved for SNMPv1.
v2®Reserved for SNMPv2c.
usndserased Security Model (USM).

Security Level
I ndicates the security model thatrithysmedelyg ahe
NoAut h, NoPmuvhentication and no privacy.
Aut h, NAWwPtrhienti cation and no privacy.
Aut h, ARntihventi cation and privacy.

Read View Name

The name of the MIB view defining the MIB object
current val ues. The allowed string length is 1
characters from 33 to 126.

Write View Name

The name of the MHh8 MiBwobkbeécnsnhor which this
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set new values. The all owed
characters from 33 to 126.

Buttons

Del et e

Check to delete the entry.

Add New Entry

Click toeamnddya new
Save

Click to save changes.
Reset

Click to undo any changes

mad e
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2-9.1. 6 RMON

An RMON i mpl ementation typically oper adteevsi ciers a
contain RMON software agents that collect infor ma
as servers and the Network Management applicatio
clients.

2-101.6.1 Statistics

Configure RMON Stapageé.i cBhe abhtdrDoni mdhéx key i s
Web Interface

To configure the RMON configuration in the web in

1..Click Configuration, Security, Switch, RMON and

2.Click Add New Entry.

3.Specify the | D parameters.

4. Cl iSak e

SNMPvV3 Access Configuration

Delete Group Name Security Model Security Level Read View Name Write View Name

[m} default_ro_group any NoAuth, NoPriv defaulf_view v
) default_rw_group any NoAuth, NoPriv
[Doite | el 1o gioup NoAuth, Nopiiv <

‘ Add New Entry ‘ ‘ Save H Reset ‘

Figure 2-9.1.6.1: The RMON Statistics Configuration
Parameter description:
| D
I ndi cates the index of the entry. The range is fr
Data Source

I ndicates the port | D which wants to be monitored
1000* (sMi)t, ek almp | e, if the port is switch 3 port 5

Buttons
Del et e

Check to delete the entry. It wi I | be del eted du
Add New Entry

Click toeanddya new
. Apply
Click to save changes.
s Reset
Click to undo alngc alhlayn geersd nraedeert t o previously
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29.1.6.2 History
Configure RMON History table olnD.t his page. The en

Web I nterface

—

he RMON History in the web interface:

1.Click Configuration, Security, Switch, RMON and
2.Cl iAdkd New Entry.

3.Specify the | D parameters.

4. C| iSak e

RMON History Configuration

Buckets
Delete D Data Source Interval Buckets Granted

‘ Add New Entry ‘ ‘ Save H Reset ‘

Figure 2-9.1.6.2: The RMON History Configuration
Parameter description:
I D
I ndicates the index of the entry. The range is f
Data Source

I ndicates the port mobiwhirel. wamt s nt stlaeki ng swi

adtio00000* (-swjttbr | ®&xample, i f the p20600DB65switc
s I nterval

I ndi cates the interval in seconds for sampling t

to @60default value is 1800 seconds.

Bucket s

I ndicates the maxi mum data entries associated t|
The range is from 1 to 3600, default value is 50

Buckets Granted

The number of data shall be saved in the RMON.
Buttons
Del et e

Check to delete the entry. It wi I | be del eted du
Add New Entry

Click toeanddya new
s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever

© ALLNET GmbH Computersysteme 2024 — All rights reserved
Errors and changes reserved



2-9.1.6.3 Al arm

Cmfigure RMON Alarm table on tbBis page. The entry

Web I nterface
To display the configure RMON Alarm in the web in
1.Click Configuration, Security, Switch, RMON and
2.Click Add New Entry.
3.Specify the | D parameters.
4. C| iSak e

RMON Alarm Configuration

Sample Startup Rising Rising Falling Falling
Delete D Interval Variable Type Value  Alarm Threshold Index Threshold Index

[Detete | | ED 13612122100 | 0 RisingOrFaling v ] o | o | o | o |

| Add New Entry ‘ | Save H Reset ‘

Figure 2-9.1.6.3: The RMON Alarm Configuration

Parameter description:

s I D

I ndicates the index of the entry. The range is f
s I nterval

I ndicates the interval in seconds for sampling a

The riammgferom -1.to 2731
s Vari abl e

I ndicates the particular variable to be sampl ed,

I nOct&he: tot al number of octets recei ved on t
characters.

Il nUcasTh&tmsumbecrasotf puancck et e dedhiaygkeegpr ot ocol

nNNUcasTiP&tsumbercaoadt bamdadsntulpackets dedliayered t o
otocol

- -
—

=)

Di scahradsnumber of inbound packets that are d
r mal

>
o

nEr rTohres :number of tisnbtthatd @amctkai ned errors pre

o —
(0]

ing deliver-dbhlyertopratbicgher
I nUnknowntPh®etmsmber of the inbound packets that
unknown-sappoemnt protocol

Out OctTehtes : number of octedfs ttheanismi ¢t edceout i ncl
characters.

Out UcasTi&tsumbecasotf puancck et s that request to tral
Out NUcasTtP&ktmsumber-c@dt bamdadsmu lpackets that reques

Out Di s cTehred snumber of out bound packets that ar e
nor mal
Out Er Tbes The number of outbound packets that <col
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B

B

B

Fal

errors.

Out QLTehne: | engt h of the output packet queue (i n p:

Sampl e Type

Thmet hod of sampling the selected variable and c
against the thresholds, possible sample types ar

AbsolGete:t he sample directly.

Del Cal cul ate the difference between samples (def

Val ue

The valueisefithdustag the | ast sampling period.

Startup Al arm

The method of sampling the selected variable and
against the thresholds, possible sample types ar

Ri si ngTaliagrgrerwhen the first mwaoltuter dshdlad.ger t han
Fallingdragmewhen the first value is | ess than t

Ri singOr Fal &li agmr wggerthe first value is | arger
than the falling threshold (default).

Rising Threshol d

Ri singoltchrwadhdd4d8354B483647) .

s Ri sing | ndex
Ri sing evebnst5 3ibn)d.elxf (tlhis value is zero, no assoc|
zero is not a valid event index.
Falling Threshol d

Falling thr-25403483534B4&8347)

I ndeagx |:

Falling eve®3535%)ndlefx t(His value is zero, no assoc
zero is not a valid event index.

Buttons

De l

et e

Check to delete the entry. It wi ll be deleted du

Add New Entry

Click toeanddya new
Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-9.1.6.4 Event
Configure RMON Event table onl bhis page. The entr
Web I nterface
To display the Exemfti guwmr ¢ hRM@QNMb interface:
1.Click Configuration, Security, Switch, RMON and
2.Click Add New Entry.
3.Specify the | D parameters
4. C| iSak e
RMON Event Configuration
Delete D Desc ee Event Last Time
[Dekte | (I 0
[Sove] [Rese
Figure 2-9.1.6.4: The RMON Event Configuration
Parameter description:
. 1D
I ndicates the iTheédex ammfget hes dmtormy .1 to 65535.
s Desc
I ndicates this event, the string length is from
R Type
I ndicates the notification of the event, the pos
None No SNMP |l og is created, no SNMP trap is sen:
Log Cr&NMMR | 0g entry when the event is triggered.
Snmp tr8end SNMP trap when the event is triggere
Log and C€Craeapte SNMP |l og entry and sent SNMP trap
s Communi ty
Specify the community when fisagriom $erto, 1t2le i
"public"”
s Event Last Ti me
I ndicates the value of sysUpTime at the time thi
Buttons
s Del et e
Check to delete the entry. It will be deleted du
s Add New Entry

ClicKdt a emawy
Save

Click to save changes
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Reset

Click to undo any changes made | ocally and rever
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2-9. 2 Net wor k

2-9. 2Pdrt Security

Port security defines three types of MAC addresses, of which static and sticky canbe added

and removed on this page:

Dynamic: A MAC address learned through learn frames coming to the Port Security module

while the interface in geustion is not in sticky mode. Dynamic entries disappear if it ages out or

if the interface link goes down.

Static: A MAC address added by enduser through management. Static MAC addresses are
not subject to aging and will be added to the MAC address table once Port Security gets

enabled on the interface.

Static entries are part of the running-config and will survive interface link state changes and
reboots if saved to startup-config. Static entries can be added to the running-config at any

time whether or not Port Security is enabled.

Sticky: When the interface is in sticky mode, all entries that would otherwise have been

learned as dynamic are learned as sticky.

Like static entries, sticky entries are part of the running-config and will survive interface link

state changes and reboots if saved to the startup-config.

Though not the intention with Sticky entries, th ey can be added by management to the

running-config at any time whether or not Port Security is enabled on the interface, as long as

the interface is in Sticky mode. Sticky entries will disappear if the interface is taken out of Sticky
mode.

Web I nterface

To condglighbhal configuratiinon hef wedr ti nd ecdraictey
l.Selc tEnabdi mdt he Mode of System Configuration.
2.Checked Aging Enabl ed.
3. Se t ingARgriod (Default is 3600 seconds).

To confdtgautriec aand sti dky tMAC wedbdriedsxsad ace:
1. Click ®Add New MAC Entry6to add a new MAC
2. Specify parameters

3. Click Save

‘ Refresh ‘

Port Security Configuration

Global Configuration
Aging Enabled O
Aging Period 3600 seconds

Hold Time 300 seconds

Port Configuration

Port Mode Limit Violation Mode Violation Limit Sticky State

o
1 4 Protect v 4 0 Disabled
2 4 Protect v 4 O Disabled
3 4 Profect v 4 0 Disabled
4 4 Protect v 4 0 Disabled
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50 Disabled v 4 Protect + 4 O Disabled

51 Disabled v 4 Protect +~ 4 O Disabled
52 Disabled v 4 Protect ~ 4 0 Disabled

‘ Save H Reset ‘

Port Security Static and Sticky MAC Addresses

‘ Refresh ‘

Delete Port VLAN ID MAC Address Type
[ovete

[ Add New MAC Entry |

‘ Save H Reset ‘

Figure 2-9.2.1: The Port Security Configuration

Parameter description:
System Configuration

Del ect

B

Press this button to remavdarebses ¢mabtey (idmpriles
runncoamgfig.

Noti ce t hat dynamic enttioget mary dodre armrmowneedr fad
"Moni $e@c urPiotryt S eScwui rticthy” an-tty-one onet hrough
"Moni $®c urPiotrt SePcourtit y

Aging Enabl ed
I f kdeéc secured MAC addresses are AwqibngecRertioodagi
Aging Period

| Agi ng Ena&blcéhcecked, then the aging period is co
modul es are using the underlying port security f
ot her requirements to the aging peri®dshdthtterund
requested aging period of all modules that use 't

The Aging Period can be set to a number between

To understand why aging may be desired, consi de
enttost is tonmae8tréedparty switch or hub, which it
this switch on which Limhtoos€Comtddl bies a¢halwleeldt oT
limit is not exceeded.-hdlstv sogpoetfthat pptver endc
for aginghostthewoaund sti || take up resources on t
forward. To overcome this situati on, enabl e agi
once theosendgets secured. When t he Itaarkeirnge xfparr e
frames fr ehnostthe aenndd i f such frames are not seen
enttost is assumed to be disconnected, and the <co
switch.
Port

The port number to whiwgwhdt his MAC address is bo
VLAN I D & MAC Address:
The VLAN I D and MAC address in question.
s Type
I ndicates the type of entry and may be either St
Buttons
Add New MAC Entry
Click this button will add a new row to the tabl
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sticky MAC address to a particul abrutitnotne rtfoa csea v eOnt
changes t-oonftihging

Notice that sticky addedi aut amat inoalmay | yhr ough
interface.

Refresh

You can click them for refresh the Port Security
Save

Click to save changes.
Reset

Click to undo any changes made | ocally and rever
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2-9.

.2 NAS

This page all ows VYVBHEEt Gahalo iMaCgeid ea u thheseynstti ecna ta nodh
port settings.

The | EEE 802.1X stabhased deftéses carmtpiooriprenvend du
unauthorized access t o a net wor k by requiring
authentication. One or more central server s, t he
is allowed access to the networke dbhrfsieg racck e
"Conf i gWreactuirdAAy' pdhge.l EEE802. 1X st-basaddopgefaniasen
but -esbandard variants overcome security |limitatio
MA@ ased authentication all owsn foorre awstehre nan ctalt @ omas
and doesn't require the user to have special 802.

The switch uses the user's MAC address to authent
can create counterf eiht cNAG-bldsdddddhashenti cati on |
than 802.1X authenticati on.

The NAS configuration consamrd sawigdetwo sections, a

Web | nterface

To configure a Network Access Server in the web i
Cick Configuration, Security, Network and NAS.

Select OEnabledd in the Mode of Network Access S
Checked Reauthentication Enabled.

Set Reauthentication Period (Default is 3600 seconds).

Set EAPOL Timeout (Default is 30 seconds).

Set Aging Period (Default is 300 seconds).

Set Hold Time (Default is 10 seconds).

Checked RADIUSAssigned QoS Enabled.

© © N o g bk~ w NP

Checked RADIUSAssigned VLAN Enabled.
10. Checked Guest VLAN Enabled.

11. Specify Guest VLAN ID.

12. Specify Max. Reauth. Count.

13. Checked Allow Guest VLAN if EAPOL Seen.
14. Click Save.
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‘ Refresh ‘

Network Access Server Configuration

System Configuration

Mode [T —
Reauthentication Enabled [m]
Reauthentication Period 3600 seconds
EAPOL Timeout seconds
Aging Period seconds
Hold Time seconds
RADIUS-Assigned QoS Enabled [m]
RADIUS-Assigned VLAN Enabled (W]
Guest VLAN Enabled m]
Guest VLAN ID 1
Max Reauth. Count 2
Allow Guest VLAN if EAPOL Seen
Port Configuration
RADIUS-Assigned RADIUS-Assigned Guest
Port Admin State QoS Enabled VLAN Enabled VLAN Enabled Port State Restart
= 0 o
1 Gilobally Disabled Reauthenticate Reinitialize
2 Globally Disabled Reauthenticate Reinitialize
3 Globally Disabled Reauthenticate Reinitialize
50 Globally Disabled Reauthenticate Reinitialize
51 Globally Disabled Reauthenticate Reinitialize
52 Globally Disabled Reauthenticate Reinitialize

‘ Save H Reset ‘

Figure 2-9.2.2: The Network Access Server Configuration

Parameter description:

System Configuration

Mo d e

I ndicates if NAS is globally enabled or disabl ec
are allowed forwarding of frames.

Reaut hentication Enabl ed

| f checked, successfully authenticated suppliceé
interval specified by the Reaut henteincaabtlieodn pRerrtiso
can be used to detectdifnaonawsdwevibhepdbst pbuggéeé
l onger attached.

For MAGed port s, reaut hentication is only useful
changed. |t does not involve communication bet
thereforiempglogsnhat a client iAgishgl| Peipp@¥ent on

Reaut hentication Period

Determines the period, in seconds, aftetredvhi ch a
This is only active if the Reauthentication Enal
the range 1 to 3600 seconds.

EAPOL Ti meout
Determines the time for retransmission of Reques
Valid values are decdrhekes .r ahlgies 1lhadwakRed dbe ploec¢ts.f or
Aging Period

This setting applies to the following modes, i . €
to secure MAC addresses:
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ASingle 802.1X
AMul ti 802. 1X
AMAGBased Aut h.

When the NASsmodtel eeouse Security module to secur
Security module needs to check for activity on
intervals and free resources i f no activity i s
paramet er aotnlty otltsi ssxperi od and can be set to a
seconds.

lfeaut henitsi ceantaibolned and t hdaperdt mogdei,n tdan s803%. hX

sincel sepnts that are no | onger attached to the
reaut hentication, whuthewiikcataoh. i Bunhotfenabl ed,
resources is by aging the entries.

For port-basad MACtrhe a unoldeendta ecsant'itoncause direct col
bet ween the switch and the client, so this wildl
or not, and the cemslowrwaey tics ftroeemgaeny hre entry.

Hol d Ti me

B

This setting applies to the following modes, i . ¢
to secure MAC addresses:

ASingle 802.1X
AMul ti 802. 1X
AMAGBased Aut h.

I f a client iei tdheenri etille ®@aackeBlsUS server denies t he
because the RADIUS server request ti mes out (ac
"Conf i g WreaxtuirhiAAYy pabppe)client is p1adt loor ihodd 9dthatt
The hold timer dioeg -go@itopgoaunt hemt i cati on.

I n MALsed Aut h. mode, the switch wild/l ignore new
the hold ti me.

The Hold Ti me can be set to a number bet ween 10

RADI-BSsigned QoS Enabl ed

5

RADI-&JSsi gnhepd oQd¥es a means to centrally control
coming from a successfully authenticated supplic
server must be configured to transmit special R.
fat ur eRABIleAdSsi gned Qdb®IBwabloeda detail ed descrip

The "R-ABUf§ned QoS Enabl ed” checkbox provi des
enabl e/ di s a-b ke v eA DgbnleXd Qo S Cl ass functionality.
individual ports' ditto seastsiingneddet@aSni Qlea sawh eitshe

that port. When wwreacheaokead,si BARIJdUSRoS Class is di ¢
RADI-BASsigned VLAN Enabl ed

5

RADI-&Ssigned VLAN provides a means to centrall

successfully authenticated supplicant i s pl aced
classified to and sswistscilymeddoVLANe RABPI RADI US s
comfuir ed t o transmit speci al RADI US attributes

(s®ADI-NSsigned VLR&NI &awafbhdérda detailed descriptio

The "R-ABkU§nedEnvalbANd " checkbox provides a qgui
enabl e/ di sadvdreveRRADd USi gned VLAN functionality. \
ports' ditto setting eestsargmierde VWhAeNt hiesr eRnAaDh |UeSd
When unchecksdrv&hgbetddS VLAN is disabled on all p C
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B

Guest VLAN Enabl ed

A Guest VLAN is -aypipeallay WILHAN | i miomedwhmethwor k
802-undaware <clients are placed-defiaeaedatinmeéowotr k
switch foll owsr aerstedr iofg rauncke sl davi nlgelt.dhhw Guest V

The " Guest VLAN Enabled" checkbox provides a qui
VLAN functionalityi ndMheindwaleckerdt s't hedi tto settir
the port can be moved into Guest VLAN. When wunch
VLAN is disabled on all ports.

Guest VLAN 1| D

This is the value that a porbvedPont oVLAN GDebk$
is only changeabl e i fgltdhleanGubelsetd . VLAN option is
Valid values are in the range [ 1; 4095] .

Ma x . Reaut h. Count

Al

The number of itcmedsr ahemistws an EAPOL Request I
response before considering entering the Guest
value can only be changedliofbatidégl édest VLAN opti
Valid values are in the range [1; 255].

|l ow Guest VLAN i f EAPOL Seen

The switch remembers i f an EAPOL framei masobetmer
port. Once the switch consti delk AN,whiett hwirl It of iemdterc|
option is enabled or disabled. | f disabled (unche
Guest VLAN if an EAPOdcefirvamhe om atghieme oo fb etfdloer 1 diret | i If f
(checked)xh twhéeélswiomsi der entering the Guest VLAN
received on theimpmertffadohetporitife

The value can only be changedbmtdtyhedGuest VLAN o

Port Configuration

5

The table has one row for each port on the selec
ar e:

Port

The port number for which the configuration belo

Admin State

I f NABobandlyl ed, this selection connordoel.s tHhhepor
foll owing modes are avail abl e:

Force Authorized

I n this mode, the switch will tshendoarne |EAKOL o
up, and any c¢lient on the port will be all owe

Force Unauthorized

In this mode, the switch wild.l send one EAPOL
up, and any client | dmwthle npd wtor ki lalcclees sdi s a

Porbtased 802. 1X

In thew®02dl1Xthe user is called the supplicant
t he RADI US server i s t he aut hentication ser .\
masf 44 hmi ddl e, for wamdi mesrmpeoqusest shed ween t he sup
aut hentication server. Frames sent bet ween t he

802.1X frames, known as EAPOL (EAP Over LANs) f
PDURKRFC3Y48Frames sent bet ween the s®WADtWSand t
packet s. RADI US packets also encapsul ate EAP P
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the switch's | Ptakdsapp, itamae, sampdrt number on
fl exible, in that it allows f MD5GHhdIfleBEERHNR aut he
an@iLS The i mportant thing is that the authentic
which authenti eatsiugpm| metamdd atnld t he authenticat
how many information exchange frames are neede:¢
simply encapsul ates the EAP part of the frame |
and forwards it.

When autbanion is complete, the RADIUS server ¢

success or failure indication. Besides forwardi

uses it to open up or block traffic on the swit
® NOTE  Suppose two backend servers are enabled and that the server
timeout is configured to X seconds (using the AAA configuration

page), and suppose that the first server in the list is currently down
(but not considered dead).

Now, if the supplicant retransmits EAPOL Start frames at a rate faster
than X seconds, then it will never get authenticated, because the
switch will cancel on-going backend authentication server requests

whenever it receives a new EAPOL Start frame from tk supplicant.

And since the server hasn't yet failed (because the X seconds haven't
expired), the same server will be contacted upon the next backend
authentication server request from the switch. This scenario will loop
forever. Therefore, the server tmeout should be smaller than the
supplicant's EAPOL Start frame retransmission rate.

Single 802. 1X

I n faarsted 802.1X authentication, once a suppl
on a port, the whole port i s opetntkedr folri ennetts
connected to the port (for -baskapnpoethkreughes
authenticated client and get net wor k access
authenticated. To overcome this secuirndglye brea
802.1X is really not an | EEE standard, but fe
does -paogdad 802. 1X. I n Singl e 802. 1X, at mo
authenticated on t he port at a ti me. Nor mal
communi c dtwieem lhére supplicant and the switch.
connected to a port, the one that comes first
first one considered. I f that supplicant doesrt
amourft to me, another supplicant wil/ get a cha
aut henticated, only that supplicant will be al
the supported modesPRorltn Stemoidsuireodies, usheed t o s«
supplicant's MAC address once successfully aut

Mul t i 802.1X

I n garsted 802. 1X authentication, once a supplic
port, the whotefporhetwoobeneaffic. This all ow:
the port (for instancédatchkr onght hae hmbwhk)cetsaesf pil §g)
client and get network access even though they
this securiusye btrheeacMul ti 802. 1X variant.

Multi 802.1X is really not an | EEE standard, b
as doekbBapedt802. 1X. -IMiuke i SiI8M¢.cdt X8a0rE3. IIEXEE st andar
a variant that feataharsacotaenryi sotfi ctshe Isnanmeul t i 8
supplicants can get authenticated on the same |

aut henticated individually andogdc Smadiuviire yt he N
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I n Mul ti 802.1X it is not possible to use the
MAC address for EAPOL frames sent from the swi

would cause all supplitoanmtep | at ttac hred utes ttsh es epdr
Il nstead, the switch uses the supplicant's MAC
EAPOL Start or EAPOL Response ldentity frame s
this is when no supplncahts amneeatthehsdavitch s

l dentity frames using the BPDU mubt walkst umMmA@ngy
supplicants that might be on the port.

The maxi mum number of supplicants that can be ¢
t hRort Securitfyubhcmi on&bintyol

MACbased Aut h.

Unl i kebaperdt 802-baXedMAGt hentication is not a s
begptractices method addmt eMALCbgdt het heduistc atyi on,

called clients, and the switch acts as the sup
(any kind of frame) sent by a client is snoop
client's MAC addreasdapadoswhr disiemntame subsequel

with the RADI tbhSy tsee rMACO .adTldhreesés i s converted to
for mx%wexxxx", that-)iss amasddshs(separ atacsredbet we
hexadeci mal dignrnltys .s uTphpdD BEQwsattdBeentghee nt i cati on met
so the RADIUS server must be configured accordi

When authentication is complete, the RADIUS ser
whi chirinn ctauses the switch to open up or bl ock
t hBort Semodui ey Only then wil/l frames from t he
switch. Th&A®Olar ér ame s invol ved i n this aut he

MA@ ased Authentication has nothing to do with

The advant abased aWRAtChent i ebaatsieodn 8o0v2e.rl Xpoirst t hat
clients can be connecd.edt hrooudile & a3nred pparnt  es wi
still require individual authentication, and t
sof tware t o aut henticate.-bashd advhehbageatafor
802:blaed authenticatsg ochon'st theaed thprpecilalenduppl |
authenticate. The di sadvantage is that MAC addr
-equi pment whose MAC address is a valid RADIUS
only t hChaMD5 nge met holTdh e smasxuipnpuomr tneudmber of cl i €

be attached to a por tPocratn Soeec ulriintifftuehdt i sbinndjo intt hyeo
RADI-BSsigned QoS Enabl ed

B

When RADYd iSgned QgSobahndblpltddd and enabl ed (checke

port, the switch reacts to QoS Cl asAx ciempfto rpmatkied n
transmitted by the ®RAPI USasteriverswbeessafselly aut
and valid, traffic received on the supplicant's
(r)eaeut hentication faidAscepttpacRADI U8 Aooges car
or itds obnvahie supplicant is otherwise no | onge
Class is immediately reverted to the original (
admi ni strator in the meanwhialse iwintedgut affecting
This optiavmiilsabdret fioentsimagdes, i . e.

APorbtased 802. 1X
ASingle 802.1X
RADI US attributes used in identifying a QoS CIl as

Refer to the written documentation for a descri
order to successfuldy ThemtdEagbtlgeg @aS3 rChase def
RFC46805 ms the basis for identi-Aodemt tphaec kQotS. Cl as

Only the first occurrence of the atdttiobilbte viah i dh
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mu st foll ow this rule:

AA | 8 octets in the attribute's value must be i
range 3'0) which translates into the desired QoS

RADI-ASsigned VLAN Enabl ed
When RADIsYS gned VLGAN biash dlyd teld and enabl ed (check:

port, the switch reacts to VLAN | DAtoéptmpatchatc
trandgmid by the RADIUS server when a supplicant i
and valid, the port's Port VLAN I D will be chang
a member of that VLAN | D, and the poet ®@®htk be
assigned, al | traffic arriving on t he port w

RADI-&JSsigned VLAN | D.
| f -)(aruet henti cation fai-AscepttpacRADI W8 Aonges ca

or it's invalid, or bthéeosgppl pcastentsoonthbewpset
I D is i mmedi ately reverted to the original VL /
admi ni strator in the meanwhialsesiwinteldgut affecting
This option is ontlkiambi mabdes, fDresingl e

APorbtased 802. 1X
ASingle 802.1X

For t rsthhwolwlte ng VLAN assignmeWNtL ANYLuAsSN Mehneb e'r Mdn ipt
and VLAN Port" pages. These pages show which mod
current Port VLAN configuration.

RADI US attd iibutiedse mnutsiefying a VLAN | D:
RFC2&a61&@FC358®0 m t he basis for the attributes use:

AcceAxscept packet. The afrel lueswidng criter

AThe TwMereélTympe, -Tupegel an®Br TuwCatoall® attri butes mus
be present at | eaAtceptepankehe Access

AThe switch Il ooks for the first set of these att
t hfeol | owi ng requirements ( iFr iTveagtoad ® @ oies wod d nete
to include a Tag):

-Val ue ofMeTu Alnple must be8 02"t (tor dilrmEsEIE 6) .
-Val ue ofTypenmalst be set to "VLAN" (ordinal 13)

-Val ueunonfRiT vGatoed D must be a string of -ASCl I che
which is interpreted as a decimal string represe
The final value must be in the range [1; 4095].

Guest VLAN Enabl ed

When GuLeAsN iVsg lbobtehh &yl ed and enabled (checked) f
switch considers moving the port into the Guest
bel ow.

This option i s APQlhy sewa imoalelse fiare.E
APorbtased 802. 1X

ASingle 802.1X

AMul t i 802. 1X

For t rsdhwwltée ng VLAN assignmeWt & NELuASN Mehneb e'r Mdn ipt
and VLAN Port" pages. These pages show which mod
currenMLAPNrcdonfiguration.

Guest VLAN Operation:
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When a Guest VLAN enabled port's link comes up,

Request I dentity frames. I f the numiMax.oRetauwa hsm
Coumand no EAPOL frames have been received in tfF
entering the Guest VLAN. The interval bet ween t
frames is comARQ@l reidmEw wth Guest VLANsi enBAPO®H, S
the port wildl now be placed i nittchhe wiulelstf iVILSAtN. c
history to see if an EAPOL frame has previously
cleared if the port | Adki goifssaddrambyng eamdt hé mportt ' ¢
wi || be placed in the Guest VLAN. Ot her wi se it
continue transmitting EAPOL Request Il dentity fra

Once in the Guest VLAN, t heedporatndi sal do nastitdaecrheedd
the port are allowed access on this VLAN. The s
frame when entering the Guest VLAN.

While in the Guest VLAN, the switch monitors th

frameeivedecthe switch i mmediately takes the po
authenticating the supplicant according to the p
port will never be able to go back intdOtLhe Gue:
Seen" is disabled.

Port State
The current state of the port. I't can undertake
Gl obally Di gdmlbehd 3 yNASdi s
Link Down: NASlied,glbaltaltlhyyrenals no [ ink on the g

Aut hori zed: Flohrec ep oA utd hiosa itgnedpgl| ecant mode and the
is authorized.

Unaut hori zed: Flohrec epolunta witrsh oar rszieglgpl ecant mode and
supplicant is not successfully authorized by the

X Auth/ Y Unaut h: TFshuep pploirctanits mondea. n&u e molry zXdc
and Y are unauthorized.

Rest art

Two buttons are avail able for each row. The butt
gl obal | yaned atbH eAdpmoirnt iSet aitre aba €EAROEra s mdde .

Clicking these buttons will not cause settings ¢

Re-aut henticate:-abcheduil eat iaonm ewtheernieovce ro ft hteh eq up @t t
out (BB aut hent i eaatsieadn )a.utFheera uNA@nht ooatien wi

attempted i mmediatel y.

The button only has aeftheat i tateductesstsal lon t he
cause the clients to get temporarily wunauthori ze
Reinitiali ze-i niFtoiraleiszatai orne of t he clients on
reaut hentication i mmediately. The «csltiaenet swhwillel tth
reaut hentication is in progress.

Buttons

Refresh

You can click them for refresh the NAS Configura
Save

Click to save changes.
Reset

Click to undo any changes made | ocally and rever
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2-9. 2.

3 ACL

The access control list (ACL) is probably the most commonly used object in the IOS. It is used
for packet filtering but also for selecting types of traffic to be analyzed, forwarded, or
influenced in some way. The ACLs are divided into Ether Typs. IPv4, ARP protocol, MAC and
VLAN parameters etc. Here we will just go over the standard and extended access lists for
TCP/IP. As you create ACEs for ingress classification, you can assign a policy for each port, the
policy number is 1-8, and however, each policy can be applied to any port. This makes it very
easy to determine what type of ACL policy you will be working with.

2-9. 2.3.1 Ports
The section describes how to configure the ACL parameters (ACE) of the each switch port.
These parameters willaffect frames received on a port unless the frame matches a specific ACE
Web I nterface
To configure the ACL Ports Configuration in the web interface:
1. Cl i onkgur@tion, Security, Network, ACL and Ports.
2. To scroll the specific parameter value to select the correct value for port ACL setting.
3.Click the save to save the setting
4.1 f you want to cancel the setting then you need
previously saved values.
5, After $ogucencomplete then you coul dyosceudd t he Col
clickrefesh to update the counter or Clear the infor
ACL Ports Configuration
‘ Refresh \|ﬂ\
Port Policy ID Action Rate Limiter ID Port Redirect Mirror Logging Shutdown State Counter
0 <> ~ <> ~ Bgssa\ed [== ~ [== v] = v [= ~
Port2 ~
1 0 Permit v Disabled v Bgsrela?\ed [Disabled v | [Disabled v | |Disabled v | [Enabled v 0
Port2 ~
2 0 Permit ~ Disabled ~ Disabled ‘ Disabled v Disabled ~ Disabled v Enabled ~ 0
Port1
49 0 Permit v Disabled v B:;E\ed [Disabled v | [Disabled v | [Disabled v | [Enabled v | 0
Port2 ~
50 0 Permit v Disabled v Disabled Disabled v Disabled v Disabled v Enabled v 0
Port 1
Port2 ~
51 0 Permit v Disabled v Disabled Disabled v Disabled v Disabled v Enabled v 0
Port 1
Port2 ~
52 0 Permit v Disabled v Disabled Disabled v Disabled v Disabled v Enabled v 0
Port 1
Port2 ~
[save | [Reset]
Figure 2-9.2.3.1: The ACL Ports Configuration
Parameter description:
Port

The | ogical port for the settings contained in t

Policy I D
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Select the policy to apply to thils27pdhte. dEliaubt

val ute i s
Acti on
Select whether forwarding is peifmiet tded au'l Pe rvmil tu’
“Permit"
Rate Limiter 1D
Select which rate | imiter to apply on this port.

1 through 16. The default value is "Disabled".
Port Redirect

Select which port frames are redirected on. The

port number and it can't be set when action is p
Mi rror

Specify the mirror operation:of this port. The a

EnablFeda:mes received on the port are mirrored.
Di sabHreadmes received on the port are not mirrore
The default value is "Disabled".

Logging
Specify the |l ogging operation of this port. The

EnablFedmes recei vtedrenstbeegdorn the System Log.

Di sabHreadmes received on the port are not | ogged.
The default value is "Disabled". Pl ease note thi:
rate is | imited.

Shut down

Specify the port shut downadtpewedi eal afest mire: por

Enablldd:a frame is received on the port, the port
Di sabRoerdt: shut down is disabl ed.
The default value is "Disabled".

St ate
Specify the port state of this port. The all owed
EnablTeod :reenopports by <changing the volatile port
modul e.
Di sabTedcl ose ports by changing the volatile p
modul e.
The default value is "Enabled"

Counter
Counts the number of frames that match this ACE.

Buttons

Refresh

Click to refresh the page; any changes made | oca
Cl e:ar

Click to clear the counters.
Save
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Click to save changes.
Reset

5

Click to undo any c hrasmwgerst ntad ep rl owiad U syl yangdaved v

2-9. 2. Bat2e Li miters

The section describes how to configure the switc
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Limiter Level from 1 to 16 that allow user to set rate limiter value and units with pps.

Web I nterface

To configure ACL Rate Limiter in the web interface:

1.Click

Configuration,

2.To specific the Rate fiel

Security,

d.

3.ClicBattlme save the setting

4.1 fouy want

ACL Rate Limiter Configuration

Rate Limiter ID

Parameter description:

5

Rate Li mi

The rate

Rat e

Net wor k,

ACL and

to cancel t ha os etltiicrkg tthlee r eyseut
previously saved values.

Rate

Figure 2-9.2.3.2: The ACL Rate Limiter Configuration

ter 1D

Il i miter I D for t

ps v

ps_ v

=) i) 5] = N
¢ : : j i I I I :
@ @ @
< < < < < <

he settings

rhbaud d o n

contained i

The valiedd2030,50000800pPL5907,5,10000Qi0M0kbps.

Buttons

Save
Click t

Reset
Click t

(0]

(0]

save changes.

undo any changes

mad e
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2-9. 2.Mc.c3ess Control List

The section describes how to configure Access Control List rule. An Access Control List (ACL) is
a sequential list of permit or deny conditions that apply to IP addresses, MAC addresses, or
other more specific criteria. This switch tests ingress packets against the caditions in an ACL
one by one. A packet will be accepted as soon as it matches a permit rule, or dropped as soon
as it matches a deny rule. If no rules match, the frame is accepted. Other actions can also be
invoked when a matching packet is found, including rate limiting, copying matching packets to
another port or to the system log, or shutting down a port.

This page shows the Access Control ListACL), which is made up of the ACE defined on this
switch. Each row describes the ACE that is defined. The maximum number of ACEs is 256 on
each switch. Click on the lowest plus sign to add a new ACE to the list. The reserved ACEs used
for internal protocol, cannot be edited or deleted, the order sequence cannot be changed the
priority is highest.

Web I nterface

To configure Access Control List in the web inter

1.Click Configuration, Sec (LCroittryo, | Neitswto.r Kk, ACL and

2.Clilmdx@[button to add a new ACL, or use the ot he
spedihfey edi ting action

3.To specific the parameter of the ACE

N

.Clithke save to save the setting

o

I f you want to cancel the settingptrtlkenoulsil gk stalve
val ues.

6. When editing an entry on the ACEItComdi dusplapae
depend on various selections, such as Frame Ty
relevant criteria to be matclsed of otraktehiwsh ernulae,r
mat ched (such RortRaCepy,i midgegi,ng, and Shutdown).

Auto-refresh 0| Refresn || Clear || Remove All |

Access Control List Configuration

ACE Ingress Port Policy / Bitmask Frame Type Action Rate Limiter Port Redirect Mirror Counter

@
ACE Configuration

Ingres por i Acton

Port 1

por2 Rate Limter

Port3

Port4 ~1 Mirror Disabled v
Policy Filter [Any ~] Logging Disabled <
Frame Type [Any 1 shutdown Disabled v

Counter 0

VLAN Parameters
802.1Q Tagged Any v
VLAN ID Filter Any v

Tag Priority Any v

| Save || Reset H Cancel ‘

Figure 2-9.2.3.3: The ACL Rate Limiter Configuration

Parameter description:
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l ngress Port

Select the ingress port for which this ACE appli
Al The Apgglies to all port.
PomtThe ACE applies to tnhiss tpher thumbmrbero,f wher s wi

Pol Fcyter

Specify the policy number filter for this ACE.
AnyNo policy filter is specicfareed".. )(policy filter
Specilffi you want to filter a specific policy wit
entering an policy value and bitmask appears.

Pol Bty mask

When " Specific is selected for the policy fildte
all owangextO@&x 7f . Notice the wusage of bitmask, i
means this -dbdrte"i.s Thdeo nreal mat ched pattern is |[r
For exampl e, if the policy value 1Tdo8ametd bhe) pc

then policy 2 and 3 are applied to this rule.
Frame Type

Select the frame type for this ACE. These fr ame

AnyAny frame can match this ACE.

Et herneOnTyp&t hernet Type frames can match this

value of Length/ Type Field specifications to be

t 600 hexadeci mal) and the value should not be
O0x86DD(I Pve6).

ARPOnly ARP frames can match this ACE. Notice t he
et herymet. t

| Pv@nly |1 Pv4d frames can match this ACE. Noti ce

with ethernet type.

| Pv@nly |1 Pve frames can match this ACE. Noti ce
with Ethernet type.

Acti on
I ndicates thenfofwahei AgEacti o
Permi frames matching the ACE may be forwarded an
Deny Frames matching the ACE are dropped.
Fil:t efrrames matching the ACE are filtered.
Rate Limiter

I ndicates the rate | imiter number of the ACE. Th
di splayed, the rate | imiter operation is disahble

Port Redirect

I ndicates the port redirect operation of the ACE
theort number . The abDil vavieide da a | supeesc i fair @ port
Whebi sabkedi spl ayed, the port redirect operation

Mirror
Specify the mirror operation of this port. Fran
destinatipomtmi Mher all owed values ar e:
Enabled: Frames received on the port are mirrore
Di sabl ed: Frames received on the port are not mi
The default valwue is "Disabled".
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s Logging
Specify the |l ogging operation of & hdcoeLrE'.t NiortdlcLe

the 4 bytes CRC information. The all owed values
EnablFedames matching the ACE are stored in the Sy
Di sabHreadmes matching the ACE are not |l ogged.

Not e: The |l ogging feature only worXk518mhvweint htohuet
VLAN tags) and the System Log memory size and | o

Counter
The counter indicates the number of times the AC
Shut down

Specify the port shut down operation of the ACE.

Enatl el f a frame matches the ACE, the ingress po
Di sabl ed: Port shut down is disabled for the ACE
Not e: The shutdown feature only works when the

VLAN tags).
MAC Par ameter
SMAC Filter
(Ondiyspl ayed when the frame type is Ethernet Typ
Specify the source MAC filter for this ACE.
AnyWNo SMAC filter is specifi®eare' (SMAC filter st at

Specilffi gou want to filter a specifie sbhusceoeaMAE.
A field for entering an SMAC value appears.

SMAC Val ue

When " Specific" is selected for the SMAC filter,
The |l egal f-RRmEX X XS OKXX " XX. XX. XX. XX.XX.Xx" or
headeci mal digit). A frame that hits this ACE ma

DMAC Filter
Specify the destination MAC filter for this ACE.
AnyWo DMAC filter is specifi-edre(DMAC filter st at
MCFrame must be multicast.
BCEFr ame mursota dbcea sbt .
UCFrame must be wunicast.

Specilffi you want to filter a specific destinati ol
value. A field for entering a DMAC value appears

DMAC Val ue

B

When " Specific" is selectederfoa ¢$peci DMIAC deéedttiem:
address. The | agxat xBoxr'maotr i"sx X".XxxX. XX . XX. XX. XX" o0
hexadeci mal digit). A frame that hits this ACE n

VLARar ameters
802.1Q Tagged

B

Specify whether frames can hit the action accor
values ar e:

AnyAny value i s -adrleo'we.d (" don''t

EnablTadgged frame only.
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Di sabUmetdagged frame only.
The defadwlet i s " Any".
VLAN I D Filter
Specify the VLAN I D filter for this ACE.
AnyNo VLAN I D filter is specifé¢ade”" (MLAN I D filt

Specilffi gou want to filter a specific VLAN I D wi!f
entiemrg a VLAN I D number appears.
VLAN I D

When " Specific is selected for the VLAN I D filt
The all owed range is 1 to 4095. A frame that hit

Tag Priority

Specify theytagrpthbs ACE. A frame that hits thi
all owed number range-1j-82-84-T6-30and. 4BmMgev dl ue Ar
means that no tag priority-ciasr es'"peci fied (tag pri

ARP Parameters
The PARarameters can be configured when Frame Typ

s ARP/ RARP

Specify the available ARP/ RARP opcode (OP) fl ag

AnyNo ARP/ RARP OP flag i=agmgéci)fied. (OP is "don'

ARPErame must have ARP opcode set to ARP.

RARFr ame must have RARP opcode set to RARP.

Ot hé&émrmame has unknown ARP/ RARP Opcode fl ag.
Request/ Reply

Specify the available Request/ Reply opcode (OP)

AnyWo Request/ Reply OP fl agaire"specified. (OP is

Requéegtamestmuhave ARP Request or RARP Request OP

ReplFyame must have ARP Reply or RARP Reply OP f
s Sender I P Filter

Specify the sender I P filter for this ACE.

AnyNo sender | P filter is spearnid".e). (Sender | P f

Hos$%$ender I P filter is set to Host. Specify the
that appears.

Net woS&nder I'P filter is set to Network. Speci f
mask in the SIP Address and SI P Mask fields that

SendleR Addr ess

B

When " Host" or "Net wor k" is selected for the sen
I P address in dotted deci mal notati on.

Sender I P Mask

B

When " Network" is selected for the sendek | P fil
in dotted deci mal notati on.

s Target | P Filter
Specify the target I P filter for this specific A
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Errors and changes reserved



B

AnyWo target I P filter is s-pacefigd. (Target | P f
HosTarget I'P filter is set to HostgeBSpé®i fAdries
field that appears. Net wor k: Target | P filter i:
and target I P mask in the Target | P Address and

Target | P Address
When "Host" or " Netlwerkéar gest skePettlketdef oryou can
| P address in dotted deci mal notation.

Target | P Mask
When " Network" is selected for the target | P fil
dotted deci mal notation.

ARP Sender MAC Mat ch
Specify whether frames can hit the action accorc
(SHA) settings.
OARP frames where SHA is not equal to the SMAC a
1ARP frames where SHA is equal to the SMAC addre
AnyAny value i s -adrleo"™we.d (" don''t

RARP Target MAC Match
Specify whether frames can hit the action accor (
(THA) settings.
O RARP frames where THA is not equal to the targe
1RARP frames where THA ICsadduaksto the target MA
AnyAny value is -adrleo'we.d (" don''t

| P/ Et hernet Length
Specify whether frames can hit the action accor
l ength (HLN) and protocol address Il ength (PLN) s
OARP/ RARP frames where the HLN is not equal t o E
to I Pv4d (0x04).
1 ARP/ RARP frames where the HLN is equal to Ethe
|l Pv4 (0x04).
AnyAny value is -adrleo'we.d (" don''t

Et hernet
Specify whether frames can hit the action accor
space (HRD) settings.
O ARP/ RARP frames where the HLD is not equal to E
1ARP/ RARP frames where the HLD is equal to Ether
AnyAny vall weveids {cddd cerd ')t.

I P
Specify whether frames can hit the action accor
space (PRO) settings.
O ARP/ RARP frames where the PRO is not equal to |
1ARP/ RARP frames where the PRO is equal to I P (O
AnyAny value i s -adrleo'we.d (" don''t

I P Parameters
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B

5

The I P parameters can be configured when Frame T
Protocol Filter

Specify the | P protocol filter for this ACE.
AnyNo | P protocol fi lcaerre"i)s. specified ("don''t

Spei flifc:you want to filter a specific I P protoco
field for entering an I P protocol filter appears
| CMBBel ect I CMP to filter Il Pvd | CMP protocol fr
parameters Twielsle afpipeclad’s. are expl ained | ater in t
UDPSel ect UDP to filter | Pv4 UDP protocol fra
parameters wil/| appear. These fields are explain

TCPRelect TCP to filftreamdsP.v4EXTtCrPa pfriodloco I f or def |
will appear. These fields are explained | ater in

Protocol Val ue

When " Specific is selected for the I P protocol
all owed range aime @ htaeo 25%5s Ahfis ACE matches this

TTL
Specify -ttchevéi mettings for this ACE.

zerloPv4 framest aiitvle di BilMde greater than zero must
entry.

no+ erloPRv4 frames-tdiitvhe & i eilmde greater than zero n
this entry.

AnyAny value is -adrleo'we.d (" don''t
Fragment

Specify the fragment of fset settings for this A
Fragments @NB)tbhe Fragment Offset (FRAG OFFSET)

Not Pv4 frames where the MF bit i s set or the FRA
not be able to match this entry.

Yesd Pv4d frames where the MF bit i s set or the FR/
be able to match this entry.

AnyAny value is -adrleo'wed (" don''t

Option

Specify the options flag setting for this ACE.
Not Pv4 frames whegei ¢ heetopmuotnsndtl abe abl e to ma
Yes Pvd frames where the options flag is set must

AnyAny value is -adrleo'we.d (" don''t

SI'P Filter

Specify the source I P filter for this ACE.
AnyWo sourcesipRciifliedr i( Sourtrccaerel"P )filter is "don
Hos$%ource | P filter is set to Host. Specify the

that appears.

Net woS&kurce | P filter is set to Network. Speci f
maskhenStP Address and SI P Mask fields that appe

SI' P Addr ess
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5

5

When " Host

addr edst ti eod
too, for example, 0.

action.

SI P Mask

or "Net wor k" is selected for the so
det amaMmt i ce the inval

0.0.0. Nor mall

When " Networ k" is selected for t

dotted dec
DIP Filter

ma | not at

Specify the destinat

AnyWNo destination | P
Hosbestinati on I P fi
Address field that a
Net wob&stinati on | P
destination | P mask

DI P Addr ess
When " Host

DI'P adddestsed ndeci

acceptable

id I P address ¢
ly, an ACE with

hief isou$icke md&s K i
i on.
ion I P filter for this ACE.
filter is smercafi)ed. (Destir
I ter i s sretl R oadddrsets.s Sipre cti H
ppears.
filter i s set t o Net wor k. S

in the DIP Ad

osel et war K'ori ¢ he de

t ooQ. 0.oQ.

adding deny action.

DI P Mask

malNonhotatitdhr i

eMarmmpd lel,y ,0.an

dress and DI P N

stination | P fi
nvalid I P addr
ACE with inval

|l ected for the destination |

When " Network" is se

dotted deci mal notation.
| Pve Parameters

The | Pv6e pare medrefrisguwraend bwhen Fr a
Next Header Filter

Specify the | Pve next header filt

AnyNo | Pv&6
Specilffi cy:ou

next header takFreé).is

want t o

me Type "1 Pve6"

er for this ACE

specified ("don'

filter a spdcdisf IACEL Pxthomasxt

value. A field for entering an | Pv6 next header
| CMBBel ect I CMP to filter |l Pv6 | CMP protocol fr
parameters wil/| appear. These fields are explain
UDPSeékect UDP to filter | Pv 6 UDP protocol fram
parameters wil/| appear. These fields are explain
TCPRelect TCP to filter | Pve TCP protocol frames

will applrase fields

Next Header Val ue

When " Specific

The all owed range i s

SI'P Filter

Specify the source |

are explained

is selected for

0O to 255. A

| ater in this

the | Pve next h
frame that hits

Pve filter for this ACE.

AnyNo source | Pve filter is spexridi.edd. (Source |1

Sp e c iSfoiua :c e
| Pv6 mask

SI' P Addr ess

|l Pve filter i s set to
n the SI P Address fiel
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B

5

When " Specific is selected for the source | Pve6
The fislupgponltyed | ast 32 bits for | Pvée address.

SI' P BitMask

When " Specific" is selected for the source | Pve6
The field only supported | ast 32 bits for | Pveé6
binary biig "v@®"l,ueit meansathlls Bhe Tteseal"dmatthed
[ si pve_address & sipv6_bitmask] (last 32 bits).
and the SIPve6 bitmask #csarOex"FFHERRPFEF B (hbeint af0ldPivsé "addoc
2001::3 are applied to this rule.

Hop Limit

Specify the hop limit settings for this ACE.
zerloPve frames with a hop | imit field greater tl
entry.

no+zerloPveé frames with a hop mumit bei aeabtiegt eatmat
entry.

AnyAny value i s -adrleo"™we.d (" don''t

CMP Parameters

CMP Type Filter

Specify the I CMP filter for this ACE.
AnyWo I CMP filter is specif-dédéade () CMP filter stat.

Specilffi yjou waat speciffile¢cerCMP filter with this A
| CMP value. A field for entering an | CMP value a

CMP Type Value

When " Specific" is selected for the I CMP filter
all owed rangefriasmed tthoat25h5i.t sA t his ACE matches th

CMP Code Filter

Specify the | CMP code filter for this ACE.
AnyNo | CMP code filter is speci fdeaerde"()I. CMP code f

Specilffi cy;ou want to filter Bathlkpebisi ACECMPoooda
specific I CMP code value. A field for entering a

CMP Code Val ue

When " Specific" is selected for the | CMP code f
val ue. The all owed rangbédat shDt $ ot 5. AGE f matnc he
val ue.

TCP/ UDP Par ameter s

TCP/ UDP Source Filter

Specify the TCP/UDP source filter for this ACE.
AnyWo TCP/ UDP source filter is speci tciaerde"()T.CP/ UDF

Specilffi gou want to filter a specific TCP/ UDP sol
specific TCP/ UDP source value. A field for enter
Ranglef: you want to filter a specific TCP/ UDP sol
enter a specific TCP/ UDP source range value. A

appears.

TCP/ UDP Source No.
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When " Specific" is seledtladkerf oryotuhe ahCR/nURER sao usr
source value. The all owed range is 0O to 65535,
TCP/ UDP source value.

TCP/ UDP Source Range

When "Range" is selected for the TCP/ UDWPDRBoOuUTrCe
source range value. The all owed range is 0O to 65
TCP/ UDP source value.

TCP/ UDP Destination Filter
Specify the TCP/UDP destination filter for this

AnyNo TCP/ UDP destination UDPI tdeerst i matsipcerci fi kbdel
"dowware") .

Specilffi cy;ou want to filter a specific TCP/ UDP de
enter a specific TCP/UDP destination value. A fi
appear s.

Rangefouy want to filter a specific range TCP/ UDP
enter a specific TCP/ UDP destination range value
value appears.

TCP/ UDP Destination Number

When " Specific" ei sTCPéIUDPt edlesftomathon filter, y
TCP/ UDP destination value. The all owed range is
mat ches this TCP/UDP destination value.

TCP/ UDP Destination Range

When " Range" is selectecation fhetdaCP/ YbR dast ie
TCP/ UDP destination range value. The all owed r a
ACE matches this TCP/UDP destination value.

TCP FI N

Specify the TCP "No more data from sender" (FI N)
OTCP frames where the FIN field is set must not
1TCP frames where the FIN field is set must be a
AnyAny value is -adrleo'we.d (" don''t
TCP SYN

Specify the TCP "Synchronize sequence numbers" (
OTCP frames where the SYN field is set must not
1T7TCP frames where the SYN field is set must be a

AnyAny val ue (i"d ead riten"w)e.d

TCP RST
Specify the TCP "Reset the connection" (RST) val
OTCP frames where the RST field is set must not
1TCP frames where the RST field is set must be a
AnyAnyal ue is aldamwsed) .("don''t

TCP PSH
Specify the TCP "Push Function" (PSH) value for

OTCP frames where the PSH field is set must not
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1TCP frames where the PSH field is set must be a
AnyAny value is -cadrleo™we.d (" don"''t

TCP ACK
Specify the TCP "Acknowledgment field significan
OTCP frames where the AGKIfei glod madg cshe tt hmwpss te nnaty .

1TCP frames where the ACK field is set must be a
AnyAny value is -cadrleo'™we.d (" don''t
TCP URG

Specify the TCP "Urgent Pointer field significan
OTCP framee WR&r éiehd is set must not be able toc
1TCP frames where the URG field is set must be a
AnyAny value i s -adrleo™we.d (" don''t

Et hernet Type Parameters

The Ethernet Type paramet eFrsanceanTylpee ' cEnfhieguwredd
sel ected.

Et her Type Filter
Specify the Ethernet type filter for this ACE.
AnyNo Ether Type filter is speci-aed" Y Ether Type fi

Specilffi gou want to filter ai spACEfiyoktbamTgpeef
Et her Type value. A field for entering a EtherTyp

Et hernet Type Val ue

When " Specific is selected for the EtherType fi
The all owed range i's ekxb@W@ingw OxXxFCFECEFEI Pout) , 0 x
Ox86DD(I Pve). A frame that hits this ACE matches

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever

Autroefr esh

Toevoke t-hefmaeash to refresh the information autor
Refresh, c¢clear, Remove Al

You can <c¢click them for refresh the ACL <configu

remove all to clean up all ACL configurations on

CancRétumnthe previous page.
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2-9.

2-9.

2.4 | P Source Guard

The section describes to configure the | P Source
could use the I P Source Guard configure to enable

2.Clonlf i gurati on

This section describes how to configure I P Source
Mode (Enabled and Disabl ed)

Maxi mum Dynamic Clients (0, 1, 2, Unlimited)

Web I nterface

To configure an | P Source Guard Configuration in
1.Click Conf iugrurtayt,i oNe,t woerck, | P Source Guard and Cq

2.Sel &Entabdi @dt he Mode of I P Source Guard Configur af
3.Sel eEmtablloéddt he specific port in the Mode of Port

4. Sel ect Maxi mum Dynamic Clientfd ¢c( @,orlt, i, tUrel iMoidte
Mode Configuration.

5.Cl iSak e
IP Source Guard Configuration
Mode
‘ Translate dynamic to static ‘
Port Mode Configuration
Port Mode Max Dynamic Clients

Disabled v Unlimited

Disabled v Unlimited
Disabled ~ Unlimited
Disabled v Unlimited

Disabled v Unlimited

»

Disabled v Unlimited

Iy

‘ Save H Reset ‘

Figure 2-9.2.4.1: The IP Source Guard Configuration

Parameter description:

Mode of | P Source Guard Configuration
Enable the Gl obal |l P Source Guard or di sabl e th
ACEs wi | | be | ost when the mode is enabl ed.

Port Mode Configuration

Specify I P Source Guard is enabled on which por't

Mode gnhven port are enabl ed, I P Source Guard is
Max Dynamic Clients

Specify the maxi mum number of dynamic clients t

value can be 0, 1, 2 or unlimited.ofl fmatxheae ymamt cn

client is equal to 0, it means only allow the |F

entries on the specific port.
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Buttons

Transl ate dynamic to static

Click to translate all dynamic entries to static
Save

Clickvetohsaanges.
Reset

Click to undo any changes made | ocally and rever

© ALLNET GmbH Computersysteme 2024 — All rights reserved
Errors and changes reserved



2-9. 2.S.a2t i c Tabl e

The section describes to configure the Static | P
You could use tIGaaStdatTiadblleP c®mdrigere to manage th

Web I nterface

To conf$tgautriec al P Source Guard Table Configuration
1.Click Configuration, Security, Network, | P Sourc
2.Cl ickkd Newd .Entry

3.Speci fy WMLhAeN RoD,t , P Address, and MAC address in
4. ClkiSa v e

Static IP Source Guard Table

Delete Port VLAN ID IP Address MAC address
= - — —

‘ Add New Entry

‘ Save H Reset ‘

Figure 2-9.2.4.2: The Static IP Source Guard Table

Parameter description:
Port

The | ogi cal port for the settings.
VLAND

The VLAN id for the settings.
| Addr ess

All owed Source | P address.
MAC address

Al'l owed Source MAC address.
Buttons
Adding new entry

Click to add a newPe8o6urycteadhGuedredSPteatiify t he Port
address, and | P Mask for the new entry. Click "S

s Save

Click to save changes.
s Reset

Click to undo any chamsgestmageeVvboably aadedeval
s Del et e

Check to delete the entry. It wi Il be deleted du
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2-9. 3l.P&Bour ce

The
coul

secti

Guard

on descri b&outre ec @ufairgurde t tah é
d usgé&oturec el Buard confi

2-9. 8.Configuration

Thi s

page

i $1@n t he

We b |

nter

To config

1.Cl i

shows t he
switch.

face

stati

c

gure to

Pv o6

ur e anCdnrPf iSgpuwrrectei ocGu airnd t h

IpRr ameters

enabl e or disab
Source Guard en
e web interface:

ck Configuratiounm@Bolegcwr iGtuya,r dNathwo rClo,nfliRgur ati o

2.Sel &Entabdi @dt he MBBeubp€tel

3.Sel &Emtablloddt he specific

4.Sel

5.Cl iS

ect Maxi mum Dynamic
Configuration.

ak/ e

IPv6 Source Guard Configuration

Mode

Translate dynamic to static ‘

Port

Gi1n

Gi12

10G 111

10G 112

10G 1/3

10G 1/4

Par ameter

B

Save\

| P6Sou

Ena

Mode

Disabled v

Disabled v

Disabled v

Disabled v

Disabled v

Disabled v

»

Max Dynamic Clients

Unlimited v
Unlimited v
Unlimited v
Unlimited v

Unlimited v

v
<

Unlimited v

of

Port

Buard Configuration.
port in the Mode
Clients of t he

Figure 2-9.2.4.1: The IPv6 Source Guard Configuration

rce Guard

bl

(0]

(0]

Port Mo d e

The table shows all/l ports on the device.
on individual ports. Only when

enabl ed, | Pve ehaawrlceed Guartdiiss gi ven port.

Max Dynamic Clients

Specify the maxi mum number of dynamic cl
value can be 0, 1, 2 or unlimited. I f the
client is e®udl packefsonhwpt!l are matched i
are forwarded.

Buttons

Tr ans|

ate

description:

GComfei gur ati on

r diSabrlece thirearl Pvgl obal l y.

Configuration

dynamic to stati

Cc
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Cl
Sav.e

Cl

c k

c k

t

t

o translate all dynamic

0O save changes.
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2-9. 3.8t atic Tabl e

This page sthaotwisc tlhRveé Source Guard entries.

i $1@n the switch.

Web I nterface

To confS$tgautviéoal Pce Guard Tabl e Configuration

The

i n

t

h

1.Click Configuratiom@Bolegacer iGuy,r dNatnworSk ,atliR Tabl e

2.Specify the Port, VLAN | D, | P Address,
3.Click Add Entry

IPv6 Source Guard Static Table

Auto-refresh (] | Refresh ‘

Port VLANID| [P Address| MACAddress| |[AddEnty

Port VLANID IPv6Address MAC Address

Figure 2-9.2.5.2: The Static IPv6 Source Guard Table

Parameter description:
s Port
The | ogith®!l emoanrty i s bound to.
VLAN :I D
The VLAN I d for the entry. I f no VLAN
| PAddr ess
Al l owed | Pawdrdo e s s .
Prefix Size
Prefix size of the | Pv6 address.
MAC addr ess
Al'l owed Source MAC address.
Buttons
Gi 1/ 1

Toggle to select entry port.

Addimgry

Click to add a nelw&nurrogye t@bdardd St ati c

Ref r:esh
Refreshes the display table.

Aut-roef r:esh

and

d i

S

Check this box to refresh the page automat.i
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2-9. BARP I nspection

2-9. @&

The sectioncdetSicgubesthe ARP Inspection parameter
the ARP I nspection configure to manage the ARP ta

.1 Port Configuration

This section describes how to configure ARP I nspe
Mode (Enabled and Disabl ed)
Port (Enabled and Disabl ed)

Web | nterface

To configure an ARP Inspection Configuration in t
1.Click Configuration, Security, Net work, ARP Insp
2.Sel &Entabdi @dt he Mode of ARP I nspection Configurat:.

3.Sel Emtablloéddt he specific port in the Mode of Port
4, SpecChegck 60 dbdNdg dype
5.Cl iSak e

ARP Inspection Configuration

Mode

Disabled v

‘ Translate dynamic to static ‘

Port Mode Configuration

Port

‘ Save H Reset ‘

Mode Check VLAN Log Type

Disabled v

Disabled v

Disabled v Disabled v None v

Disabled v Disabled v None ~

Disabled v Disabled v None v

z| [Z] [#
s |& v
sl 3
3 |@
< ¢ <

ol (9 |a
@l (@ |V
B |8
| |g]
| |@
a2l |&]
<l o< | ¢
¥
<

Disabled v Disabled v None v~

Figure 2-9.2.6.1: The ARP Inspection Configuration.

Parameter description:

5

Mode of ARP I nspection Configuration

Enable the Global ARP Inspection or disable the

Port Mode Configuration

Specify ARP Inspection is enabled on which ports

Mode on a given port are enabl ed,n ARR tl.n sPpoescstiibd
modes ar e:

EnablEemcatbl e ARP I nspection operation.
Di sabDiesdabl e ARP I nspection operation.
I f you want to inspect the VLAN configuration, vy
VLAN". The default settiaed. oWhéfhebh& ¥eANI'ngsofi
is disabled, the |l og type of ARP Inspection wild/l
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"Check VLAN" is enabled, the |l og type of ARP 1 ns
Possible settingewof "Check VLAN" ar

EnablEemchtbl e check VLAN operation.

Di sabDiesdabl e check VLAN operation.

Only the Global Mode and Port Mode on a given po
"Check VLAN" is disabled, the | og typeThér ARP 1In
are four |l og types and possible types are:
Nonéong nothing.

Denkog denied entries.

Permidg permitted entries.

ALLL:og all entries.

Buttons

Transl ate dynamic to static

Click to translate all dynamic entries to static
Apply

Click to save changes
Reset

Click to undo any changes made | ocally and rever

© ALLNET GmbH Computersysteme 2024 — All rights reserved
Errors and changes reserved



2-9. 8.2 VLAN Configuration

Each page shows up to 9999 entries from the VLAN
the "entrikeespperfpabée’ When first visited, the we
from the beginning of the VLAN Table. The first d
I D found in the VLAN Tabl e.

The "VLAN" input fields atiaoag pbéenuséen tbes¥®LANt T
the button wildl update the displayed table starti
mat c h. The wil/ use the next entry of the current
|l ookup. Whenathedenldei warmei ng message is shown in

button to start over.

Web I nterface

To configure a VLAN Mode Configuration in the web
1.Click Configuration, Security, Net work, ARP Insp
2.Cl ikkd new.entry

3.Specify the VLAN I D, Log Type

4. Cl iSak e

VLAN Mode Configuration

‘ Refresh H |<< HT‘

Start from VLAN |1 with |20 entries per page.
Delete VLAN ID Log Type

| Delete | E

‘ Add New Entry ‘

‘ Save H Reset ‘

Figure 2-9.2.6.2: The VLAN Mode Configuration
Parameter description:

VLAN Mode Configuration

B

Specify ARP I nspection is enabled on which VLANS

on Port mode configuration web page. Only when b
given port are enabled, ARP I nspectiuomcains enabl e
specify which VLAN wil/ be inspected on VLAN mod

al so can be configured on per VLAN setting.
Possible types are:

Nonéog nothing.

Denifog denied entries.

Permidg permitted entries.

ALIL:og alels.entri

Buttons

. Apply
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever

Add New Entry

Click to add a new VLAN to the ARP Inspection VL
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2-9. 8.3 Static Tabl e

This page shARB lthepetctaitor rul es. Thebmaxitmem num
switch.

Web Interface
To configure a Static ARP Inspection Table Confi gl
1.Click Configuration, Security, Network, ARP Insp
2.Cl ickkd Neenwvior. y

3.Specify the Port, VLAN | D, I P Address, and MAC a
4, Cl iSak e

Static ARP Inspection Table

[[Detete | [f] L] I [

‘ Add New Entry

‘ Save H Reset ‘

Figure 2-9.2.6.3: The Static ARP Inspection Table

Parameter description:

Port
The | ogical port for the settings.
. VLAN:I D
The vian id for the settings.

MAC Addr ess
Al l owed Sour ce ANRAPQE gaudedsrte spsa ciknet s .
| Addr ess
Al l owed Source | P address in ARP request packets

Buttons

s Del et e

Check to delete the entry. It wi I | be del eted du
s Save

Click to save changes.
, Reset

Click to undo alngc alhlayn geersd nraedeert t o previously

Add New Entry
Click to add a neARPenlitnrsyp atbot etohne St at i c

© ALLNET GmbH Computersysteme 2024 — All rights reserved
Errors and changes reserved


http://192.168.1.1/help/glossary.htm#vlan_id
http://192.168.1.1/help/glossary.htm#arp
http://192.168.1.1/help/glossary.htm#ip
http://192.168.1.1/help/glossary.htm#arp_inspection

2-9. 8.4 Dynamic Tabl e

Entries in theshPercaimion ARBIl e are shown on this pa
I nspection Table contains up to 256 entries, and
by MAC address, and then by I P address. All dynam

Snooping.

Navi ggattitne ARP I nspection Tabl e
Each page shows up to 99 entries from the Dynamic

selected through the "entries per page" input fie
the first 20 entri dchef rDymatmhe RRP fdmispecdfi on Tabl
The "Start from port address", "VLAN", " MAC addre
user to select the starting point in the Dynamic
update the di smlgayedm athlag otrarnthie cl osest next Dy
mat c h. I n addition, -dfpen tavob utmatsasiu ndeli i¢dhibs vwil lule o f
di spl ayed entry, allowing for continuous refresh
The will asseenhey of the currently displayed tabl
the end is reached the text "No more entries" is

to start over .

Web Interface
To configure a DynamiConARRBulrmdp ®nt iiontheblweb inte
1.Click Configuration, Security, Net work, ARP Il nsp
2.Sel &e®wtn the Mode of Dynamic ARP Inspection Tabl
3.Click Apply.

Dynamic ARP Inspection Table

Auto-refresh Ll Refresh H <= HZ‘

Start from VLAN|1 | MAC address [00-00-00-00-00-00 and IP address[0.0.0.0 Jwitn entries per page

VLANID MAC Address IP Address Translate to static

No more entries

‘ Save H Reset ‘

Figure 2-9.2.6.4: The Dynamic ARP Inspection Table

Parametesrcri ption:

B

Port
Switch Port Number for which the entries are dis
VLAN 1D
VLAND in which the ARP traffic is permitted.
MAC Addr ess
User MAC address of the entry.
I P Address
User | P address of the entry.
Transl ate to static
Sel ecdtheachkbox to translate the entry to static e

Buttons
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Sav.e

Click to save changes.
Reset
Click to undo any changes made | ocally and rever

Autroef r:esh

Check this box to refresh the pagerautevmayi 8abkky
Refresh

Refreshes the displayed table starting from the
Save

Click to save changes.

Updates the table starting from the first entry

Updates the t abhlee,ensttrayr taifntge rwitthhe tl ast entry cur |
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2-9. 3 AAA

This section shows you to use an AAA (Authenticat
to provide access control to your network. The AA
to cra@emat enanage objects that contain settings for

2-103.1 RADI US

Web I nterface

To configure a Common Configuration of AAA, RADI U
1.Click Configuration, Security, AAA and RADI US.
2.Specify the gl obal configuration.

3.Clkickdd Newo6Server

4. Specify the Host nBomet,, ATuitnne oPwtr,t ,ReAtcrcansmi t and Ki
5.Cl iSak e

RADIUS Server Configuration

Global Configuration

Timeout seconds
Retransmit times
Deadtime D minutes
Change Secret Key [No v
NAS-IP-Address :
NAS-IPv6-Address ]
NAS-Identifier :
Server Configuration
Delete Hostname Auth Port Acct Port Timeout Retransmit Change Secret Key
Ooe] | | R

Add New Server

‘ Save H Reset ‘

Figure 2-9.3.1: The RADIUS Server Configuration

Parameter description:
Gl obal Configuration
These setting are common for all of the RADIUS s
Ti meout

Ti meout is the number of seconds, in the range 1
server before retransmitting the request.

Retransmit

B

Retransmit is the mamiger 1oft ot 1@MO&PH, ian RADé US r equ
to a server that is not responding. I f the serve

is considered to be dead.
Deadt i me

5

Deadti me, which can be set to a bhbmbeerbedwdeenm.i
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which the switch wildl not send new requests to
previous request. This wildl stop the switch fror
has already determined as dead.

Setting the Readtliume gtr eater than 0 (zero) wildl
more than one server has been configured.

Change Secret Key

Specify to change the secret key or not . Wh e n
change the-spdrharkaeyt esbal esdhgbet ween the RADI US
the switch.

NAS P Address (Attribute 4)

The |1 Pv4 address to be used-Raguastrpboketd. i hf RE
l eft blank, the I P address.of the outgoing inter

NAS Pvdeddress (Attribute 95)

The | Pve address to be used-Reg ueatsttr ipbawctkee t 85 il R
|l eft blank, the | P address of the outgoing inter

NAS dentifier (Attribute 32)

The idenutp fiecR&5act ertso Imengused as attribute
AcceRegquest packet s. I f t hi-lsddnrteilfdi ers ilsefrnotbliamdk
packet .

Server Configuration

The table has one row for each RADI @d$eserver and
Host name

The I P address or hostname of the RADIUS server.
Aut h Port

ThéeDPport t o use on the RADI US server for aut |
authentication.

Acct Port
TheDPort to use on the RADIUS server for account
Ti meout

This optional setting overrides the global ti meo
tmeout value.

Retransmit

This optional setting overrides the gl obal retr
gl obal retransmit value.

Change Begret

When the <checkbox is checked, you can <change t
Leavingl ank will use the global key.

Buttons
Del et e

This button can be used to undo the addition of
Add New Server

Click to add a new RADIUS server. An empty row
server can be conft@uj ederasemseeareda.s WUpported.
The button can be used to undo the addition of t
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B

Sav.e
Cl
Reset

Cl

c k

c k

t

t

0 save changes.

o undo any changes made
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229. 3.2 TACACSH+
This page addmfwisg w@AGISRr ver s.

Web I nterface
configure the TACACS+ servers in the web interf

.Click Configuration, Security, AAA and TACACS+.

.Cl iocskkd NewodServer

To

1

2.Specify the global configuration

3

4. Specify the Hostname, Port, Timeout and Key in t
5

.Cl iSak e

TACACS+ Server Configuration

Global Configuration

Timeout seconds
Deadtime D minutes

Change Secret Key [No v

Server Configuration

Delete Hostname Port Timeout Change Secret Key

[owet] | — —

Add New Server

‘ Save H Reset ‘

Figure 2-9.3.2: The TACACS+ Server Configuration

Parameter description:
Gl obal Configuration

These setting are common for al/l of the TACACS+
Ti meout

Ti meout is the number of seconds, in the range
TACACS+ server before it is considered to be dea

Deadt i me

5

Deadti me, whi ch can be set to a number between
which the moi tsdindviméw requests to a server tha
previous request. This wil!/ stop the switch fron

has already determined as dead.
Setting the Deadtime to a vable ghéeast dreathhare, Ob
more than one server has been configured.

Change Regret

5

Specify to change the secret key or not . When '
change the-uwp &r3xeharkaecyt eslsard edigbhe TWEABSt+hsgerver ar
the switch.

Server Configuration
The table has one row for each TACACS+ server an
Del et e

To del ete a TACACS+ server entry, check this box
Save.
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Host name

Te | P address or hostname of the TACACS+ server.
Port

TheECport to use on the TACACS+ server for authen
Ti meout

This optional setting overrindged tt tbd aglkolwall It iumeo
ti meout value.

Change Begret

Specify to change the secret key or not. When th
setting overrides the gl obal key. Leaving it bl

Buttons
Del et e
Thbestton can be used to undo the addition of the

Add New Server

Click to add a new TACACS+ server. An empty row
server can be configured as needed. Up to 5 serv
Save

Click dcdhasgaee.
Reset

Click to undo any changes made | ocally and rever
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2-10Aggregation

2-1 0 Commo n

This page is used to configure the Aggregation hash mode. This mode applies to the whole

network element.
Web I nterface

To configure common aggregation configuration in the web interface:

1.Click Configurati@ammdAmggregati on

2.Specify the parameters
3.Cl iScaaks es atvoe t he setting.

4.1 f you wanthe os etatnicred t hen you
previously saved values.

Common Aggregation Configuration
Hash Code Contributors
Source MAC Address
Destination MAC Address
IP Address

TCP/UDP Port Number

‘ Save H Reset ‘

Figure 2-10.1: The Aggregation Mode Configuration
Parameter description:
Source MAC Address

The Source MAC address can be

to enable the use of the Source

Address is enabl ed.

Destination MAC Addr ess

The Destinati omanMACe Adde k stso c al

Check to enable the use of t he

Destination MAC Address is disabl ed.

s | Adress
The I P address can be used to
the use of the I P Address, or

TCRIDMRPoOT t Number

The TCP/ UDP port number can be
Check to enable the use of t he

TCP/ WPhPR t Number i s enabl ed.

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made
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TCP/ UDP Port Num
l ocally and rever


http://192.168.2.1/help/glossary.htm#aggregation
http://192.168.1.1/help/glossary.htm#ip
http://192.168.1.1/help/glossary.htm#tcp
http://192.168.1.1/help/glossary.htm#udp

2-1®Groups
This page is used to configure the aggregation groups.

Web I nterface
To configure the aggregation group in the web interface:
1.Cl ick Configurati@maupPggregati on and

2Evoke Aggregation Graonudp glrDo uPpo rcto nnieingbuerrast i on
3.Cl iSalte® save the setting.

41 f you want to cancel the settinglthenmn!| yYyoueneed
previously saved values.

Aggregation Group Configuration

Port Members Group Configuration
Group x
12 3 4 5 6 7 8 9 10 1 1213 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 30 40 41 42 43 44 45 46 47 43 49 50 51 52 Mode Revertive Bundle

Nomal ® ® ® ® ® ® ®

Figure 2-10.2: The Aggregation Mode Configuration

Parameter description:

Group I D

B

I ndicates the group | D for the settings contai:-
indicates there is no aggregation. Only one grou

s Port Members

Each switch port is |isted for each grtouipn laDn. S

aggregation, or clear the radio button to remove

no ports belong to any aggregation group. Only

and ports must be in the same speed in each grou
Mo d e

Thi s amater determines the mode for the aggregati

Di sabTha:group is disabl ed.
St afThe: group operates in static aggregation mode

LACP (AThevegrioup operates i n LACP active agg
8012014, sectdenabld. 1 for

LACP ( Palshsei veg) oup operates i n LACP passive ag
801204, section 6.4.1 for details.

Revertive:

This parameter oné yakmlpepd i @gsoupps .LAICtP det er mines if
aut omat i-¢ chliatki dm ewhen | inks with higher priority &

Max Bundl e:
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Thi
of

s parameter
active bundl

Buttons

o nel nya bal pepdl igerso utpos .L AQP deter mi nes t
ed LACP ports allowed in an aggre

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
2-1 BLACP
This page allows the user to inspect the current L
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them as wel |l

Web I nterface
Tacoonfigure the LACP Port Configuration in the web
1.Click Configuration, Aggregation and LACP.
2.Specify parameters
3.Click Apply to save the setting.
4.1 f you want to cancel the settinglthenl youneneed
prevliyusaved values.
LACP System Configuration
System Priority
LACP Port Configuration
Port LACP Timeout Prio
= [seres_|
f N [Fast ¥] [eres |
2 No [Fest -] N
50 No
51 No
52 No
[Save [Rese
Figure 2-10.3: The LACP Port Configuration
Parameter description:
s Port
The switch port number.
LACP:
Show whether LACP is currently enabled on this s
Ti meout
The Timeout controls the period between BPDU t
packets each second, while Slow will wait for 30
Prio

The Prio controls the

than is supported by t
and which ports wild.l b

priority o
his device
e

Buttons

Save
Click to save changes.
Reset
Click to huanndgoe sanmyadce | ocally and
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2-1 1L

nk OAM

2-11-1 Port Settings

Th

s page allows the u&sémnktpOArMnspercfti gtuhreatdc wnm

change twhkedm.as

We b

To

I nterface

conf ilgiumke QAM ppatamete¢i gin the web interface:

1.Click ConEigkr@aMoand.Port Settings

22 Evokepeocify the parameters

3.ClicKBattlme save the setting.

4.1 fouy want to cancel tdee tsetcelingk thlee Resethebutt oo

previously saved values.

Link OAM Port Configuration

Port ‘OAM Enabled OAM Mode Loopback Support Link Monitor Support MIB Retrieval Support Loopback Operation

O
O
O
O

‘ Save H Reset ‘

<]

Passive v

<]

v
<

O a
O a
O a
O a

m]
m]
Passive v o
m]

<]

Passive v

o [0 [o
o |5 |©
o B |@
@ |8 |8
= 2] |2
T T |®
o o

< I <]

[ (=]

Figure 2-11-1: The Port Setting Configuration

Parameter description:

Port

B

The switch port number.

OAM Enabl ed

B

Controls whether Link OAM Esabhabbedi ok OAMs pswi
net work operators the ability to monitor the he
the | ocation of failing |Iinks or fault condition

OAM Mode:

5

The period (in seconds) for which afpart owipl li st
detected (and the port action shuts down the por
days) . A value of zero wil!l keep €opbirgurdeéesabhe
OAM Mode as Active or Passieve. The default mode

Active : InbE'es configured in Active mode initiat
OAMPDUs as defined by the Discovery process. Or
Active DTE's are permitted to send any OAMPDU w

enyitn Active mode. Active DTE's operate in a |i
operating in Passive mode. Active devices shoul
commands and variable requests from a Passive pe
Passive Dh&dse comf iPpwsrséd ei mode do not initiate
Passive DTE's react to the initiation of the D
el iminates the possibility of passive to passiyvVv
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Request or olndombaddAMEPDUS.
Loopback Support

Controls whether the | oopback support is enabl e
|l oopback can be wused for fault |l ocalization an
| oopback support will ha!l rewmottlee | DD btac ke xx®anuntaen dt

the faul't detecti on.

Link Monitor Support

Controls whether the Link Monitor support i s enece
Link Monitor support, the DTE supportisonevefnt n c
di agnostic information.

MI B Retrieval Support

Controls whether the MIB Retrieval Support is en
MI B retrieval support, the DTE supports polling
contents.

Loopbaek a®p on

I f the Loopback support is enabl ed, enabling thi
port.

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever

2-11-2 Event Settings
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This page all ows the
change them as well

Ls ek UOANVK nEypertt

¢ dhvref icqau e

Web I nterface
To conf ilgiumke QAM e wearrta nseettetrisng n t he web interface
1.Click ConEigkr@®@AMoand Event Settings
2.Sel ect the Port number
3.Specify the Error Window and Error Threshol d
4.Cl i cBattlme save the setting.
51 fouy want to cancel the setting ttthoenn yladau widdd rteo
previously saved values.
Link Event Configuration for Port 1
Eror Frame Bvent
Symbol Period Error Event
Seconds Summary Event
[Sove Rt
Figure 2-11-2: The Event Setting Configuration
Parameter description:
s Port
The switch port number of the port.
s Event Name
Name of the Link Event which is being configured
s Acti on
Configures the action performed when a |l oop 1is
Shutdown Port, Shutdown Port and Log or Log Only
s Error Wi ndow
Represents the window period in the order of 1
event s.
s Er rfohrr eshol d
Represents the threshold value for the window pe
to notify the peer of this error.
Error Frame Event
The Errored Frame Event counts the number of err
peri oed.pefrhi od is specified by a time interval (
generated if the errored frame count is equal tc
t hat period (Period Threshol d). Erroeedof samss
detected at the Media Access Control subl ayer. [
be an integer -&@l ard biet sveeaf 4ult value is "1' .
be bet e2e9M 9067295 and its default value is '1'

B

Symboli oRlerError Event
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The Errored Symbol Period Event counts the numbe
the specified period. The period is specified by

in a time interval on theewedteri yi ggnehgseéedal f |
error count is equal to or greater than the spec
for ' Symbol Period Error Event-60mastd bé¢ sadeif maueg
is "1'. Whereas Ber bet Me29e4s9060712d9 Smuasntd it s def aul

Seconds Summary Event

specified threshold for t hat period. An error ef
wherein at | east one fr ame error was detected.
t ransomi sesrirors as detected at the Media Access
'"Seconds Summary Event' mu st -9b0e0 aann di nittesg edre fvaaullute
'"60'. Whereas Error Th6é&s5B&l dnhust sbdebauweéenmalu
But tson
Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-12 o00p Protection

This page allows the user to inspect the current Loop Protection configurations, and possibly

change them as well.

Web I nterface

To configure the Loop Protection

1.Click Configuration, Loop Protecti

parameters in th

2Evoke to select enabl e or disabl e

3.Cli cbBattlwe save the setting.

4.1 fouy want to canceyou hmescktttongl ithlnt he

previously saved values.

Loop Protection Configuration
General Settings

Global Configuration

Enable Loop Protection
Transmission Time seconds
Shutdown Time 180 seconds

Port Configuration

Tx Mode

Port Enable Action
1
2
3
50
61
5
[Save] [Roset]
Figure 2-12: The Loop Protection Configuration
Parameter description:
Gener al Settings
s Enable Loop Protection
Controls whether | oop protections
s Transmission Ti me
The interval bet ween each | oop

seconds. Def aul t value is 5 seconds.

Shutdown Ti me

=

The period (i

seconds) for whi
deetct ed (and the port action shuts

port | oop

Reset b u

enabl ed (as

protection PDU se

days). A value of zero wildl keep

Port Configuration
Port No
The switch port number of the
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Enabl e

Controherwhetobp protection is enabled on this switch p
Acti on
Configures the action performed when a |l oop is detect

Shutdown Port and Log or Log Only.

Tx Mode

Controls whether the pompt pirotaecti wvel YPDPerser atri nvheltd et
|l ooking for | ooped PDU's.

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made |l ocally and rever
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2-13panning Tree

The Spanning (T9TeRe) Pcraont obceolused to detect and di sat
provide backup |links between switches, bridges or
with other bridging-coenpiléant( tshwat cihs, ban dgBPOr ro
t@ensure that only one route exists between any tw
backup |l inks which automatically take over when a

STPSTP uses a distributed algoritrkmmpbi aetil estwi fac
brgel or router) that serves as the root of the sp
each bridging device (except for the root device
forwarding a packet from that deaidesitepndthed roroitd

device from each LAN which incurs the | owest patt
LAN to the root device. Al l ports connected to d
designated ports. After pdaentnernngi nirnege ,t he Ilemvaebs te sc ceo
designated ports, and disables all ot her ports. )
bet ween root ports and designated ports, el i minat
Designated .,
/| Root
; ] Designated Root
= L [
" >
Once a stable netlweekh e¢opabligyhedn,s all bridges |
(Bridge Protocol Data Units) transmitted from the
BPDU after a predefined interval (Maxi mum Age), t
Bridgeni sTHbow bridge wil/l then initiate negotiat.i
network to reestablish a valid network topology.

2131 Bridge Setting

The section describes that how to configure the S
lall ows you to configure STP System settings are |

Web I nterface
To configure the Spanning Tree Bridge Settings pa
1.Click Configuration, Spanning Tree, Bridge Setti

2.Scrollle¢to tslee parameters and write down avail abl
Basic Settings.

3.Evoke to enable or disable the parameters and wr
bl ank field in Advanced settings.

4.Cl i cBattlme save the setting.

51 f you want to cancel the setting then you need
previously saved values.
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STP Bridge Configuration
Basic Settings

Protocol Version
Bridge Priority 2768 v
Hello Time

Forward Delay

Max Age

Maximum Hop Count

Transmit Hold Count

NI —~ ~ @ [=
S8 o Y
a
-l
<

Advanced Settings

Edge Port BPDU Filtering (
Edge Port BPDU Guard (
Port Error Recovery (

Port Error Recovery Timeout

‘ Save H Resst ‘

Figure 2-13.1: The STP Bridge Configuration

Parameter description:
Basic Settings
Protocol Version
The MSTRSTP / STP protocol version setting. Vali
Bridge Priority

Controls the bridge priority. Lower numeric val
plus the MSTI i nstance nuntbhytre MAG cad drmead = do fwi ttt
forms a Bridge I dentifier. For MSTTP dd eéreatwii sre,, tt
is the priority of the STP/ RSTP Bridge.

Hel | o :Ti me

The interval bet ween sending STP BPDU' s. Valid
default is 2 seconds.

Not e: Changing this parameter fromabhdemdef hate \
adverse effects on your networ k.

Forward Del ay

The delay used by STP Bridges to transit Root anr

STP compatible mode). Valid values are in the ra
Max Age

The maxi mum age of the information transmitted L

Valid values are in the range 6 to 401)s*e2Z.onds, a

Maxi mum Hop Count

This defines the initial valouemaoi onemaineirag e 10 |
boundary of an MSTI region. It defines how many
BPDU information to. Valid values are in the ran

Transmit Hol d Count

The number of BPDU's a brddgwWheonréexcaedseséendt pans
the next BPDU wil| be del ayed. Valid values are

Advanced Settings
Edge Port BPDU Filtering

Control whether a port explicitly configured as
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Edge Port BPDU Guard

Control whet her a port explicitly configured as
BPDU. The port widlikabhedr staeeerand wil.l be rei
topol ogy.

Port Error Recovery

Control whhet hdrn adhmakredr state automatically wi
certain time. | f recovery is not-eanbadbkddfoponbsnm
STP operation. The condition is also cleared by

Port Error Retovery Timeou

The time to pass befdarseabd eglorstt aite fclaem drr emabl e
bet ween 30 and 86400 seconds (24 hours).

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made |a@alcmddy and rever
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2-1 3 MSTI Mapping

When you implement a Spanning Tree protocol on t
CI'ST is not available for explicit mapping, as i
Due to the reason that you need t®TIlsetTheheVUANIE ml
be separated with comma and/ or space. A VLAN can

MSTI should just be |l eft empty. (l.e. not having

This section describes it alST#83|I tbeidgeri nstianmnsyp
configurations, and possibly change them as well

Web I nterface

To configure the Spanning Tree MSTI Mapping par am
1.Click ConfigumgtiTorpe, SM&MD I Mapping.

2.Specify the configuration identification paramet
bl ank field.

3.ClicBattlme save the setting.

4.1 you want to cancel the setting then yow need t
previously saved values.

MSTI Configuration
Add VLANSs separated by spaces or comma.
Unmapped VLANs are mapped to the CIST. (The default bridge instance)

Configuration Identification

Configuration Name 00-22-33-aa-bb-ff

Configuration Revision E
MSTI Mapping

MSTI VLANs Mapped

MSTIH

MSTI2

MSTI3

MSTIS

MSTI6

MSTI4 ‘
MSTI? ‘

‘ Save H Reset

Figure 2-13.2: The MSTI Configuration

Parameter description:
Configuration I dentification

Configuration Name

B

The name identifying the VLAN to MSTI mapping. B
(see below), astam®TIl wmapphegVEAMNfi guration in or
trees for -M&Jgilos) (| hhe aname i s at most 32 charac

Confitgiuomm Revi si on

5
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The revision of the MSTI configuration named ab
and 65535.

MS T I Mapping
MS T I

The bridge instance. The CI ST is not availabl e
VLANs not explicitly mapped.

VL ANs Mapped

The | ist of VLANs mapped to the MSTI. The VLANS
between 1 and 4094)-yYLANeaoh afrwhpgeh(Rrmyst be se
comma and/or space. A VLAN can only Ibeshmaplpeed to
just be Il eft empty. (l.e. not havi-a@. any VLANs

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-1 3 MSTI Priorities

When ympl ement a Spanning Tree

CI'ST is the defaul't i nstance which i
numeric values have better priority.

concatenatetdywiet MAChadfiress of

The section describes it alISGHMSTt hbrudge
confiigounrsa,t and possibly change them as

Web I nterface
To configure the Spanning Tree
1.Click Configuration, Spanning
2.Scroll the Priority.
3.ClicBaiutme save the setting.
4.1 yowant to cancel the setting
previously saved values.

MSTI Configuration
MSTI Priority Configuration

MsTI

CIST 2768 v
MSTIH 2768 v
MSTI2
MSTI3 2768 v
MSTI4
MSTIS 2768 v

MSTI6 2768 v

< @ [« [« @ (@ [« @ [ 2
g g g ) 32
S S S g
g g g 2
< < < <

MSTI7

‘ Save H Reset ‘

Figure 2-13.3: The MSTI Configuration

Parameter description:
. MSTI

The bridge instance. The CI ST
s Priority

Controls the bridge priority.
plus the MSTI i nstance nunthyetre
forms a Bridge I dentifier.

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made
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2-13 €1 ST Ports

When you i mplement a Spanning Theé dgrot ocdlancre .t ¥
need to configure the CIST Ports. The section des
STP CI ST port configurations,Tharmsd pp@gssiclolnyt ad man ge
physical and aggregated ports.

Web |fnd ea

To configure the Spanning Tree CIST Ports paramet
1..Click Configuration, Spanning Tree, CI ST Ports.
2.Scroll and evoke to set alll parameters of CIST A

3.Evoke to enable or diamadlevoke tSTGPset hahl spaoéine
nor mal Port configuration.

4.Clickattwme save the setting.

51 ou want to cancel the setting then you need t
previously saved values.

STP CIST Port Configuration
CIST Aggregated Port Configuration

Restricted

STP Point-to-
Port Enabled Path Cost Priority Admin Edge Auto Edge Role TCN BPDU Guard point
0 o o

CIST Normal Port Configuration

Restricted

STP Point-to-

Port Enabled Path Cost Priority Admin Edge Auto Edge Role TCN BPDU Guard point

< v 0 ] 0
! o o o
2 o o0 o
% o o o
51 o o o
52 0 ] o

‘ Save H Reset |

Figure 2-13.4: The STP CISTPort Configuration

Parameter description:

P

S

P

P

ort

The switch port number of the | ogical STP port.

TP Enabl ed

Controls whether STP i s enabled on this switch
VLAN feature is enabl ed. wihlel Viod cre ad AdNnlpyoritf m
Enabl ed.

ath Cost

Controls the path cost incurred by the port. T
appropriate by the physical link speed, using t
Speci fic setlef nged avalsweea can be entered. The
establishing the active topology of the networ|
forwarding ports in favor of higher path cost

200000000.
riority
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Cotnrol s the port priority. This can be used to c
cost. (See above). Lower priority is better.

oper Edge (state fl ag)

Operational flag describing whether the port i s
Br iesg attached) . Transition to the forwarding s
oper Edge true) than for ot her ports. The value

Aut oEdge fields. This fl ag>8panmdmismpd aJTeR e et aEidlgeed
Bridge Status.

Admi nEdge

Controls whether the operEdge flag should start
when a port is initialized).

Aut oEdge

Controls whether the bridge should enable autom
This allows operEdge to be derived from whether

Restricted Rol e

I f enabl ed, causes the portr ntonte t® DHTe osrel aencyt eMS Tal
has the best spanning tree priority vector. Suct
after the Root Port has been selected. I f set, i
can be set by nasnetworktadmirevent bridges exter
network influence the spanning tree active topo
not under the full contr ol of the administrator.

Restricted TCN

I f enabl ed, causes the port not to propagate re
topology changes to other ports. I f set it can
changes in a spanning tree's activerntneoeptol bggr s
station |l ocation informati on. It is set by a net
to a core region of the networ k, causing addres

those bridges are not umdenri stthreatfoul lorc arhter oplh yosfi
the attached LANs transits frequently.

BPDU Guard

| f enabl ed, causes the port to disable itself u
similar bridge setting, t he poritngeEdglf pdratt uesn tdeo
er rdoirsabl ed state due to thiPoset ErngsetRteiscmdppaegt
we l |

Point to Point

Controls whether bDhe popmitecton b ANt sr at her than t
medi um. This can be automatically determined, ol
the forwarding st-atpeoiinst flLaAsNse rt hfaonr fpoori nsthar ed me

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-1 3 MSTI Ports

The section describes it all®8WBSTlheparstercamfii qusrps
and possibly change them as well

An MSTI port is a virtual port, which is instant
port for each MSTI instance configured on and app
be lsxect ed before displaying actual MSTI port conf

settings foagpheggeotrats .and

Web I nterface
To configure the Smptan@omfgi gureat M&EAI p&oameters in
1.Cl i crkf iCgour ati on, Spanning Tree, MSTI Ports

2.Scroll to select the MST1 or other MSTI Port
3.Click Get to set the detail parameters of the MS
4. Scrol | to set all parametens of the MSTI Port <co
5, Click the save to save the setting

6.1 f youo waarc ¢l the setting then you need to cli

previously saved values
MSTI Port Configuration
Select MSTI
[MsTT v ][ Get

MST1 MSTI Port Configuration
MSTI Aggregated Ports Configuration

Port Path Cost Priority

Auto v

128~
MSTI Normal Ports Configuration

Port Path Cost

49 28 v
50

51

52

= [z (B [® &

s =) =3 =)

g (3] |8 |7

< < < < <
pry R e B e R s I ey Y s Y e .
I i~ SR [ 2
B[ 8 B8 )
< < < < < < F

| Save H Reset ‘

Figure 2-13.5: The MSTI Port Configuration

Parameter description:

Port

The switch port number of the corresponding STP

Path Cost

5

Controls the path cost incurred by the port. T
appropriate by the physical link speed, eusing t
Speci fic setlef nged avalswee can be entered. The
establishing the active topology of the networ|
forwarding ports in favor of higher path cost
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200000000.
Priority

Controls the port
cost. (See above).

Buttons

priority.

Get

Click to retrieve settings
Save

Click to save changes.
Reset

Click Boyuctanges

f

made | ocal

Thi

or

'y
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2-14 PMC Profil e

This pagel PM® vArddfatled configurations.

2-14Profile Tabl e
ThePMCrofile is used to delphohtitbestcsessamonttl bl
create at maxi mumméxi RumfiP@&scwitbsponding rul es

Web Interface

To configure the | PMC Profile Configuration in th

1.Click Configuration, | PMC Profile and Profile Ta

2.Sel &Emntabdli @dt he Mode of Global Profile Mode.

3.Click Add PMNew ill RMC

4. Speci iwyMCh®r of il epdrdbinet Sresg ti mgt hRer dfiiell . Na&Smpe ca rf
Profil e Dbdsacnrki pftiiednd .

5.Cl iSak e

6.Cl i ck th@tbcutstpoencify | PMC Profile Rule Settings

7.Click Add Last Rule and can manage the rul es.

IPMC Profile Configurations

Global Profile Mode

Disabled v

IPMC Profile Table Setting

Delete

Profile Name Profile Description Rule

[ Add New IPMC Profile |

‘ Save H Reset ‘

IPMC Profile Table Setting

Delete

Profile Name Profile Description Rule

[[Deree | \ | e ©
(A Now IPWIG Profie|
[save | [Reset)
Figure 2-14.1: The IPMC Profile Configuration
Parameter description:
s Gl obal Profile Mode
Enabl e/ Di sable the Gl obal I PMC Profile.
System starts to do filtering based on profile s
enabl ed.
s Del et e
Checkhet@ete the entry.
The designated entry wil.l be deleted during the
s Profil e Name
The name used for indexing the profile table.
Each entry has the wunique name which is compos:«
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numeric charactehasbetAtmu stastie omree s2d Ipt .

s Profile Description
Addi tional description, which is composed of a
characters, about the profile.

No bl ank or space characters are permidteaparsatpea
t hkkescription sentence.

Rul e
When the profile is created, click the edit bu:
designated profile. Summary about the designated
button. You can manageherdéssgeratedhprotii ke by u

buttons:
® | ist the rules associated with the designat ec
CL Adjust the rules associated with the designat

Buttons

s Save
Click to save changes.
s Reset
Click to undo angl khwaagdsreadet | bo previously sa

Add New | PMC Profile
Click to add new | PMC profile. Specify the name

2-142A2Address Entry

This page provides addr M mparmde leetti ngs used in
The address entry is used to specify ItPhVEr afidlk es s
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It lioswead t o create at maxi mum 128 address entries

Web Interface

To configure the | PMC Profile Address Configurati
1.Click ConfiguratiAdmdyr elsBMEnRrygfile and

2.Click Add New Address (Range) Entry.

3.Speci flypPMCheProfile Addpasam€orfsgumattihdEmfr el d. {
Name and Start Addrikelsanlknfdi €Indl. Addr es s

4. Cl iSak e

IPMC Profile Address Configuration
‘ Refresh H |x= H > |
Navigate Address Entry Setting in IPMC Profile by entries per page.

Delete Entry Name Start Address End Address

‘ Delete ‘ ‘ ‘ ‘

‘ Add New Address (Range) Entry ‘

‘ Save H Reset ‘

Figure 2-14.2: The IPMC Profile Address Configuration

Parameter description:
Entry Name

B

The name iunsdeedx ifnogr t he address entry tabl e.
Each entry has the uniqgqgue name which is composed
numeric characters. At |l east one al phabet must b

Start Address

The starting | Pv4/ |l Pv6 Mul ti casstanGradidr eAsdsd rreasrsg &
End Address

The ending | Pv4/ Il Pv6 Multicast Group Address tha

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
Del et e

Check to delete the entry.
The designated entry wild/l be deleted during the

Add New Address (Range) Entry

Click to add new address range. Specify the name

BRefresh

Refreshes the dispgl dyedt takel ¢ nptuar fi el ds.

Updates the table starting from the first entry
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Updates the table, starting wi
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2-15MV R

T

I
m
a

he MVR featmurld iecmasb| ¢g af f

n a multicast television
ulticast str daom. bMwletsi mlre

stwvch port

settop box or

configured as
PC sends an |

ic forwarding on the Mul

appl i cdatoiporb,oxa cRRG arecain
PLest can be connected to
an MVR receiver port. \

GMP/ MLD report message

mul ticast group address. Uplink ports ftham tked a
mul ticast VLAN are called MVR source ports.
|t is allowed to create at maxi mum 4 MVR VLANs wi

Mul ti cast VLAN.

The channel profile is defi

We bl

nterface

ned by the | PMC Profile

To configure the MVR Configuration in the web int

1.Cl ick Conf
2.Scroll the
3.Cl ickkd New
4. Speci fy th
5.Scroll to
6.Click the

7.1 you want

iguration, MV R
MVR mode to e

nabl e or di sabl e

MVRo VA AN a new entry

e VLAN interfa
select di sabl mm
save to save t

to cancel t he

previously saved values.

ce settings
édinatbe eldeave
he setting.

setting then you need t

MVR Configurations

MVR Mode

VLAN Interface Setting (Role [l:Inactive / S:Source / R:Receiver])

Delete MVRVID MVR Name Querier Election IGMP Address Mode Tagging Priority

[ Delete | | | \ | 0 0000 Dynamic v Tagged v o]

Port 1.2 3 4 5 6 7 8 9 10 1 12 13 14 15 18 17 18 19 20 21 22 23 24 25 26 27 28 20 30 31 32 33 34 35 36 37 3B

Role NnnNnnnononononononnononnnononnononnnononononooDnonnonnononononmnamn

Add New MVR

Immediate

Port

1
2
50
51
52

‘ Save H Reset |

VLAN |

Leave Setting

Immediate Leave

Disabled v

Ll

Disabled v

Disabled v

Parameter descr

5

MVR Mode

Figure 2-15: The MVR Configuration

i ption:
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Enabl e/ Di sabl e the Gl obal MV R.

The Unregistered Flooding control 1dceMRemds on t he
Snoopinsguggetstiesd to enable Unregistered Flooding
table is full

MVR VI D

Specify the Multicast VLAN |1 D.
Be CauMVRnsource ports are not recommended to be
VLAN ports.

MV R Name

MVR Name is anroputenab andicate the name of the
Maxi mum | ength of the MVR VLAN Name string is 32
al phabets or numbers. When the optional MVR VLAN
| east one al phabecan MVeR evdLiANe dn afmoer t he exi sting

can be added to the new entries.

Querier EIl ection
Enable to join I GMP Querier electPoN®Querike. VLAN
| GMP Addr ess
Define the | Pv4d address as source address wused i
The default | GMP address is not set (0.0.0.0).

When the | GMP address is not set, system uses | |
interface associated with this VLAN.

When the | Pv4d management address is not set, sy
management address.

Ot herwi se, sysledmnuwsadsuea @Brye def ault, this value
Mo d e

Specify the MVR mode of operation. I n Dynami c mo

membership reports on source ports. I n Compatibl

forbidden on sourdes Dgmtasni cThno deef aul t

Tagging

Specify whether the traversed | GMP/ MLD control f
Tagged with MVR VID. The default is tagged.

Priority

Specify how the traversed | GMP/ MLD contr ol frame
déault Priority is 0.

LLQI

Define the maximum time to wait for | GMP/ MLD rep
before removing the port from multicafstt ggmtohup me
of a seconds. The range is from 0 t-baBfil7ddcoddte

I nt er f ac ePrCohfainlnee |

When the MVR VLAN i BPMCeRasefiihleeelhaatnet hdé il terinc
for the specific MVR VLAN. Summary about the 1| nt

VLAN) wil/l be shown by <clicking the view button.

channel is not all owedtt grlhawe adwdearelsspped perm
Profile Management Button

You can inspect the rules of the designated prof
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5

gﬁ List
Port

The | og
Port Rol e

t he

i cal

rul es associated with the designat ec

port for the settings.

ConfigMVvRBR port of the designated MVR VLAN as

| nactTihewedesi gnated port does not participate

SourCenf i

Subscri

Re c e iGroenrf:i

mul tica
by issu

gure uplink ports that receive and
bers cannottedetadigerwrndy pgomtnse.c

gure a port as a receiver port if i
st dat a. I't does not receive data unl

i ng |

GMP/ MLD messages.

one
MV F

send

t i s
ess

Be CauMVRonkrce ports are not recommended to be o

VLAN ports. Select the port role by <clicking
I nactive; S indicates Source,; R indicates Re
| mmedi ave Lea
Enable the fast | eave on the port.
Buttons
Save
Click to save changes.
Reset
Click to undo any changes made |l ocally and r
Del et e
Check to delete the entry.
The designated entry wil!/ be del eted during

Add New MVR VLAN

Click t

o add

new MVR VLAN. Specify the VID a
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2-161 PMC
2-16. 1 | GMP Snooping
The function, i s used to testfaolrlwiarhd tthhee muwllttii ccaasstt
me mber ports, and, in natur e, avoids wasting the
running over the net wor k. This is because a swi:t
Snooping cannot teltl ftbe mhket bcasdcpatkepacket, so
al |l as the broadcast packet. Without | GMP Snoopin
is plain and nothing is different from broadcast
A switch supported | GMP Smfoogueargy wintdedpdrhte drucclt e @
packet exchanged between | P Multicast Router/ Swit
information of the Multicast tabl e when a membe]
Destination Addr es,s.onWiet ha tshwist cfhu nrceé deoinves an | P
forward the packet to the members who joined in a
The packets wil!/ be discarded by the | GMP Snoopin
the multipcastatghad not been built wup in advance.
i ssue | GMP function that you enable | GMP proxy or
a router closer to the root of the treeer Tdns i n:
the upstream interface should be running | GMP.
It can support up to 1024 multicast groups.
2-16. 1.1 Basic Configuration
This pagel @GMFnwiodgeang rel ated configuration.
Web I nterface
To configure the | GMP Snooping Configuration in t
1.Click Configuration, I PMC, | GMP Snooping, Basi c
2Evoke to select enabl e or di sable the paramet e
Rel ated Confi.guration Mode
3.Clickattnpe save the setting.
4.1 f you want to cancel the setting then you need
previously saved values.
IGMP Snooping Configuration
Global Configuration
Snooping Enabled
Unregistered IPMCv4 Flooding Enabled
IGMP SSM Range ]
Leave Proxy Enabled 0
Proxy Enabled O
Port Related Configuration
Port Router Port Fast Leave Throttling
0 0
1 u) m)
2 0 0
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61 o g
5 o o

\ Save H Reset \

Figure 2-16.1.1: The IGMP Snooping Configuration.

Parameter description:
s Snooping Enabl ed

Enable the Gl obal | GMP Snooping.
Unregistered | PMCv4 Flooding Enabl ed

Enable unregistered | PMCv4 traffic flooding.

The flooding control takes effect only when | GMP

When | GMP Snooping is disabl ed, iusnraelgwasytse raecdt il vPeV
spite of this setting.

I GMP SSM Range

SSM (S8pecikefic MulticastawRareg éhosltisovasn dt reo us M s
service model for the groups in the address rang

Leave Proxy Enabl ed

Enabl e | GMP L efaeveet WPPrreo xeyan Ththd sused to avoid forwa
messages to the router side.

Proxy Enabl ed

Enable | GMP Proxy. This feature can be used to a
messages to the router side.

Router Port

Specify whé¢tchaporoster ports. A router port is a
|l eads towards the Layer 3 multicast device or | C
I f an aggregation member port is selected as a r

a router port.
Fast Leave
Enable the fast | eave on the port.

System wi ||l remove group record and stop forward
|l eave message without sending | ast member query
It is recommended to enable this feadatred otndy wh
the specific port.

s Throttling

Enable to Iimit the number of multicast groups t

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
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2-16. 1IVR2AN Configuration

The section describes the VLAN configuration sett
function. For each setting page shows up to 99 en
selected through the "entries p,ert hpeagweeb ipnagpgue wWiile
the first 20 entries from the beginning of the VI
with the | owest VLAN I D found in the VLAN Tabl e.
select the starting Cpoickt nigntthlee bVt ANNTavblld. updat
starting from that or the next closest VLAN Tabl e

Web I nterface
To configure the | GMP Snooping VLAN Configuration
1..Click Configuration, I PMC, IlaGMPonrSnooping and VLA

22Evoke to select enable or disable Snooping, Quer
bl ank field.

3.Click the refresh to update the data or click <<
4.Clickattme save the setting
51 f you owaamctelt ot he setting then you need to clicl

previously saved values

IGMP Snooping VLAN Configuration

‘ Refresh H |<< HZ‘

Start from VLAN with entries per page.

VLANID Snooping Enabled Querier Election Querier Address Compatibility PRI RV Ql (sec) QRI (0.1 sec) LLQI (0.1 sec) URI (sec)

1 D 0000 IGMP-Auto [125 | [100 | [10 \ [

‘ Save H Reset ‘

Figure 2-16.1.2: The IGMP Snooping VLAN Configuration.

Parameter description:
. VLAN 1D
It displays the VLAN I D of the entry.

s | GMP Snooping Enabl ed

Enabl e -YIhANpleGMP Snoopl29LANOn|l yampbe¢ osel ect ed.
Querier El ection

Enable to join | GMP Querier electionQuerfbe. VLAN
Querier Address

Define the | Pv4d address hesadsaourfoag dddwPe QU eu s eed e

When the Querier address is not set, system us
interface associated with this VLAN.

When the | Pv4 management addr ess i s not set ,
management. addr ess

Ot herwise, sysitémnesesvadupreBy default, this va
s Compatibility

Compatibility is maintained by hosts and router :

the versions of | GMP oper at ientgwoornk .h oTshhes aalnldo weodu t:

i s |-&BwMtPo , Forced | GMPv 1, Forced | GMPv 2, Forced |
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| GMARuUt o.
PRI
Priority of Interface.

I't indicates the | GMP control frame priority | e\
be used to prioritize different classes of traff

The all owed range is 0 (best effort) to 7 (high
RV

Robustness Variabl e. The Robustness Variable all/l
a netwoalkl.owende range is 1 to 255; default robust

Ql
Query I nterval. The Query I nterval is the intel
Querier. The all owed range is 1 to 31744 seconds
QRI
Query Response Interval. The Max Response Ti me
inserted into the periodic General Queri es. The
seconds; default query response interval is 100

LLQlI (LMQI for | GMP)

Last Member Query Interval. The Last Member Quer
t he Last Member Query I nterval, mul tiplied by ¢t
range is 0O to 31744 in tenhéirs pdersyeciomtder v ale fiasil
of seconds (1 second).

URI
Unsolicited Report I nterval. The Unsolicited Rerg
of a host's initial report of membership in a gr
dettht unsolicited report interval is 1 second.
Buttons
Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever

BRefresh

Refreshes the displayed table starting from the

n< <:

Updates the table starting from the first entry
| owest VLAN | D.

>

Updates the table, starting with the entry after
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2-16. 1. 3 Port Filtering Profile

The section describes how to set the | GMP Port Gr

a user can exert this type of control. I n

S o0ome n

metropol i tandwerl | mwigt iumli & ( MDU)mi gm¢$ t avlalnda t it on sc,o0 na r
mul ticast groups to which a user on a switch port

distribution of mul ticast services
pl an.

, such as

I P/ TV

With this f eatteurr emulytoiuc acsamojrfdiilrbosasdrs ayperonf i gurin

Buttons
Sav.e
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profiles and associating them with individual swi
more multicast groups and specifies whether acces
| GMP profile denying access to a multicast group
report requesting the stream of | P multicast traf
receive I P multicast traffienfpemmithatagceoesp.t o ft |
group, the | GMP report from the port is forwarded
|l GMP filtering controls only | GMP membership joi
function that directs thdcf.orwarding of | P multic
Web I nterface
To configure the I GMP Snooping Port Filtering Pro
1.Click Configuration, I PMC, | GMP Snooping and Por
2.Scrol | the Port to enable the Port Group Filteri
3.Clickattme save the setting.
41 f you want to cancel the setting then you need
previously saved values.

IGMP Snooping Port Filtering Profile Configuration

Port Filtering Profile

1 -

2 e

3 - [~

50 a

51 -

52 LY

[save][Reset|

Figure 2-16.1.3: The IGMP Snooping Port Group Filtering Profile.

Parameter description:

. Port
The | ogical port for the settings.

s Filtering Profile
Select the | PMC Profile as the filtering condit
designated profile wild.l be shown by clicking the

s Profile Management Button
You can hensrpuelcets tof the designated profile by usi
@ List the rules associated with the designatec



5

Cl
Reset

Cl

c k

c k

t

t

0 save changes.

o undo any changes made
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2-16. 2 MLD Snooping

Curiously enough, a network node that acts as a
indirect participént jastMLPr swviiodbes nquul t i dast tra
interact with it. ( Not e, ihloevedeskt dp at¢ orni fne raenn ca pnp
node may act as both a source and an MLD host; b u

role as an MLD host.)

A source node <creates multicast traffic by sendi
addr esstelse wfiitthst ei glrtbabi t eséir6t hatwoi sharacters

mul ticast addresses, and any node that I|istens to
that address. Application soft wtair@en rauyati eams ono d fhee
to determine what mul ticast address to use. ( Not
software, not of MLD.)

When MLD snooping is enabled on a VLAN, the switc
traffic. Icfeitvhees smwilttcihc arset traffic destined for a
that traffic only to ports on the VLAN that have
for ports on the VLAN that have no MLD hosts

MLD snooping enabled

Listenar
(MLD host)
[ ] [ ]
— [— [ ]
A

[ |— ;
Switch

Source \ I:l
|:| | ]

[ Listener
I (MLD host)

2-16. 2.1 Basic Configuration

The section wild.l |l et you understand how to conf i
and the parameters.

Web Interface
To configure the MLD Snooping Configuration in th
1.Click Configuration, I PMC, MLD Snooping and Basi

2Evoke to enabl e or di sable the GIlobal configur e
Router port and Fast Leave.

3.Scroll to select the Throttling mode with unl i mi
4. Cl|l isakt® save the setting.

51 f you want to canceded hteo seltitd kgt téheRe syeotu Mmut t
previously saved values.
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MLD Snooping Configuration
Global Configuration
Snooping Enabled
Unregistered IPMCv6 Flooding Enabled

MLD SSM Range fi3e Ji

Leave Proxy Enabled [

Proxy Enabled )

Port Related Configuration
Port Router Port Fast Leave Throttling
1 O ( unlimited v

2 [m] m] unlimited ~

50 (m] (m] unlimited v

51 C C unlimited v

~

52 (m] (m] unlimited v

‘ Save H Reset ‘

Figure 2-16.2.1: The MLD Snooping Configuration

Parameter description:

B

Snooping Enabl ed
Enable the Global MLD Snooping.

Unregistered | PMCv6 Flooding enabl ed
Enallnhe egi stered | PMCvo6 traffic flooding.
The flooding control takes effect only when MLD

When MLD Snooping is disabl ed, unregistered | PM
spite of this setting.

MLD SSM Range
SSM ( SBpechMulitci cast) Rangaewarl ¢ ohwssttshearsdEM out er s

service model for the groups in the address rang
Assign valid I Pvé multicast address as prefix w
range.

Leave Proxy Enabled

Enabl e MLPx olxeyaveThi s feature can be used to avoi
messages to the router side.

Proxy Enabl ed

Enable MLD Proxy. This feature can be used to av
messages to the router side.

Fast Leave

Enahlhe fast | eave on the port.

System wi || remove group record and stop forward
message without sending | ast member query messag
I't is recommended to enable this featureeonly wh

specific port.

Router Port

Specify which ports act as router ports. A rout

|l eads towards the Layer 3 multicast device or ML

sel ected as a router port, the owhtol e aggregati on
Throttling

Enable to Iimit the number of multicast groups t
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Buttons

Save
Click

Reset
Click

t

t

0O save changes.

o undo any changes made
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2-16. 2VI2AN Configurati on

When MLD snooping is enabled on a VLAN, the switc
traffic. I f the switch receives multicast traffic
that traffic only to ports omat haddLA&Nst hlat dreEs
for ports on the VLAN that have no MLD hosts

The wil/l use the |l ast entry of the currently disp
the end is reached the text "No more Usrettihes buitd c

to start over .

Web Interface

To configure the MLD Snooping VLAN Configuration
1.Cl iCoknf i gur ati on, I PMC, MLD Snooping and VLAN Cor
2.Specify the VLAN I D with entries per page.
3.Click save to save changes

4. Cil cdRef roee hr efresh an entry of the MLD Snooping V

5,Cl ido<kr &>0 move to previous oOor next entry.

MLD Snooping VLAN Configuration

EEsE

Start from VLAN with entfries per page.

VLAN ID Snooping Enabled Querier Election Compatibility PRI RV Ql (sec) QRI (0.1 sec) LLQI (0.1 sec) URI (sec)

1 o [125 | [100 \ [10 |

‘ Save H Reset ‘

Figure 2-16.2.2: The MLD Snooping VLAN Configuration

Parameter description:
. VLAN 1D

It displays the VLAN I D of the entry.
MLD Snooping Enabl ed

Enabl e -YIhbANpMED Snooping. Up to 32 VLANs can be
Querier El ection

Enable to join MLD Querier electionQueritdér. VLAN.
Compialii I'i ty

Compatibility is maintained by hosts and router :
the versions of MLD operating on hosts and route

The all owed sAluéeoti ¢conricedMMRDv1, defauAtitcompat:i

s PRI
Priority of I nterface.
I't indicates the MLD control frame priority | eve
be used to prioritize different classes of traff
The all owed range is 0 (best efforatl)uet d s7 0O(.hi ghe
RV

Robustness Variabl e.
The Robustness Variable allows tuning for the ex
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The all owed range is 1 to 255, default robustnes

Ql
Query I nterval
The Query Interval Gendrhel iQuerrivead serttweleyn t he Q
The all owed range is 1 to 31744 seconds, defaul't
QRI
Query Response I nterval
The Maxi mum Response Delay used to calculate the
the perioduerGerser al
The all owed range is O to 31744 in tenths of sec
in tenths of seconds (10 seconds) .
LLQI
Last Listener Query Interval
The Last Listener Query Interval i's thédeMaxi murt
Maxi mum Response Code inserted into Multicast Ad
to Version 1 Multicast Listener Done messages. I
to calculate the Maximum Response Cod®urosert el
Speci fic Query messages.
The all owed range is 0 to 31744 in tenths of sec
in tenths of seconds (1 second) .
URI
Unsolicited Report Interval
The Unsolicited Report I nteowal of sathmhedei mei heéet
interest in a multicast address.
The all owed range is 0 to 31744 seconds, default

Buttons

Save
Click to save changes.
Reset
Click to undo any changteos pmmaedvei ol uosclayl |sya vaendd vrael vueer:

lElRefresh

Refreshes the displayed table starting from the

Updates the table starting from the first entry
| owest VLAN | D.

>

Updates the wabhethetantirmpgafter the | ast entry
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2-16. 2P@&rt Filtering Profile

The section describes that you could to set t he
function. On the Ul that you could add new filter

Web I nterface

To conf iRourrte Rihlet eni hbePwebi il eterface:

1.Cl iCoknf i gur ati on, I PMC, MLD Snooping and Port Fil
2.Scrol |l the Port to enable the Port Group Filteri
field.

3.Clickattme save the setting.

4.1 f wamt to cancel the setttihreg Rtelseenn Yyauu tmeed |t o w
previously saved values.

MLD Snooping Port Filtering Profile Configuration

Port Filtering Profile

1 - [+~]
2 - [+~]
3 - [+~]
4 -~ [-~]
50 - [-~]
51 2 [~]
52 -~ [-~]

‘ Save H Reset ‘

Figure 2-16.2.3: The MLD Snooping Port Group Filtering Configuration

Parameter description:

. Port
The | ogi cal port for the settings.

s Filtering Profile
Select the | PMC Profile as the filtering condit
designated profile wild.l be shown by clicking the

Buttons

s Save

Click to save changes.
s Reset

Click to undo any changepr enaideeu 4 loyc ad d we ca nda Ir eevs.r
s Profile Management Button

You can inspect the rules of the designated prof

- List the rules associated with the designatec

2-17LLDP

The switch supports the LLDP. For current infor.i
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Di

scovery Protocol (LLbRseg¢dromeitthesd dostamadiddsang

advertise themselves to adjacent devieslehse alnidnkt o |
Layer Discovery Pr otnoecudlr a(lL LLD M)k iLsa yae rv eprrdodtro c ol i n
Suite used by network devices for advertising thi
| EEE 802 | ocal area netrwetk, Thei pciopalcloy wisr & o r Bt

the | EEE as Station and Media Access Control Con
document | EEE 802. 1AB.
2-17. 1 LLDP

You can per port to do the LLDP configgsawibh 8tak
ef fect i mmediately. This page all ows IthBPouger to
settings.

Web | nterface

To confilgwwubDbRR the web interface:

1.Cli ck uCanfiioq, LLDP and LLDP.

2.

Modi fy LLDP parameters

3.Set the required mode for transmitting or receiyv

4. Specify the information to include in the TLV fi

5, ClicBaiutme save the setting.

6.

I f you wnacnetl ttolgec asheetnt iymou need to click the Rese
previously saved values.

LLDP Configuration

LLDP Parameters

Tx Interval

Tx Hold

Tx Delay

Tx Reinit

LLDP Interface Configuration

Interface

GigabitEthernet 1/1

GigabitEthernet 1/2

10GigabitEthernet 1/2
10GigabitEthernet 1/3

10GigabitEthernet 1/4

‘ Save H Reset ‘

seconds

D times

seconds

seconds

Optional TLVs

Mode CDP aware Trap Port Descr Sys Name Sys Descr Sys Capa Mgmt Addr
0 0
] ]
0 u}
0 s}
] ]
0 u}

Figure 2-17.1: The LLDP Configuration

Parameter description:

LLDP Parameters

Tx

Tx

I nterval

The switch periodically transmits LLDP frames t
di scovery i nfabatmati ©ime uipnter val bet ween each LLEC
the Tx Interval value. V321768 vaadawcersdsa.re restrict
Hol d
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Each LLDP frame contains information about how

shall be considered valid. The LLDP information

Tx I nterval seconds. ValliDdtvaleses are restricted
Tx Dyel:a

I f some configuration is changed (e.g. the | P ac

the time between the LLDP framedxwDkl agl wagsnts.

Del ay cannot be | arger than 1/ 4 affrethes¥Fxiktbhedr

8192 seconds.
Tx Reinit

When a port is disabl ed, LLDP is disabled or tl
frame is transmitted to the neighboring units, s
anymore. TxolReitnhde amount of seconds between the
LLDP initialization. Val0O dsecadmnudess. are restricted

LLDP Port Configuration

Port

The switch port number of the | ogical LLDP port.
Mo d e

Select LLDP mode.

Rx ohheg &wiwi tl not send out LLDP information, bu
units is analyzed.
Tx ohHheg switch wildl drop LLDP information recei\
LLDP information.
Di sablflhed switch wild.l not samdl ovitl | LIdDR pi rLfLdrPmaitni
received from neighbors.
Enabt bad switch wild.l send out LLDP information,
received from neighbors.

s CDP Awar e
Sel ect CDP awareness.
The CDP operation is restricted to decoding i n«
transmit CDP frames). CDP frames are only decode
Only CDP TLVs that can be mapped to aodtcolrxlreespon
ae decoded. Al l ot her TLVs are discarded (Unrec
frames are not shown in the LLDP statistdcs.).
table as shown bel ow.
CDP TLV "Device I D" is mapped to the LLDP "Chass
CDP TLV " Address" is mapped to the LLDP " Managen
TLV can contain multiple addresses, but only t
nei ghtbabbke.
CbP TLV "Port I D" is mapped to the LLDP "Port | D
CDP TLV "Version and Platform" is mapped to the
Both the CDP and LLDP support "system capabili
capabilities that are not part of the LEDP. The
LLDP neotgahbb cer.s
I f all ports have CDP awareness disabled the suv
nei ghbor devices. | f at | east one port has CDP
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ter mi

®

Por ts chre

Optional TLV: Wh e n checked the "port descripti

nated by the switch.

NoTE When CDPawareness on a port is disabled the CDP
information isn't removed immediately, but gets when the hold time
is exceeded.

transmitted.

Sys Name

Optional TLV: Wh e n checked t he "system name"
transmitted.

Sys Descr

Optional TLV: When céaeckieglt itohne” "issy sitrmean udded i
transmitted.

Sys Capa

Optional TLV: Wh e n checked the "system capabil

transmitted.

Mg mt

Optional TLV: When checked the "management addr

Addr

transmitted.

Buttons

Save
Cl
Reset

Cl

c k

c k

t

t

0O save changes.

o undo any changes made | ocally and rever
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2-17. 2 :=MBP

Medi a Ermd pacionvtery i s an enhanceméttD ¢thabtLPPovknewr

following facilities:

Autdoi scovery of LAN policies (such as VLAN, Laye
(Di ffserv) settings) enabling plug and play net wo
Deviioeati on discovery to allow creation of |l ocati
Il nternet Protocol (Vol P) , Enhanced 911 services.

I nventory management, all owing network administreé
determine theicschmanofactarer, software and har

asset number).

This page all ows youMBED. cTomifsi gfuurec ttihocen LappPl i es t o
suppor tMEIDL DP

Web Interface
To conf ilgluBMRE Dtrh et he web interface:
1.dick ConfiguratiMED, ClOnDR gaumrdatl loP
2.Modi fy Fast start repeat count parameter, def aul
3. Modify Coordinates Location parameters
4. Fi | | Civic Address Location parameters
5Add new policy
6. Cl isakv ewi | | show folCboWwiggrRBoliioay Port
7.Sel ect Policy I D for each port
8 Clickattme save the setting.

9.l fuywant to cancel the setting then you need to
previously saved values.
LLDP-MED Configuration
Fast Start Repeat Count

Fast start repeat count

LLDP-MED Interface Configuration

Transmit TLVs

Interface Capabilities Policies Location PoE Device Type

’
GigabitEthernet 1/1
10GigabitEthernet 1/2
10GigabitEthernet 1/3
10GigabitEthernet 1/4

Coordinates Location

Latitude 0 . North  ~ Longitude 0 . East ~ Altitude E Map Datum WGS84 ~
Civic Address Location
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s — T E— N

Lonaat — T — —
2o — — —
Ao — — E—
rossconmnans ] o — —
Emergency Call Service

ey Cotsrvn —

Policies

Delete Policy ID Application Type Tag VLAN ID L2 Priority DSCP

No entries present

| Add New Policy ‘

| Save H Reset ‘

Figure 2-17.2: Te LLDP-MED Configuration

Paramdescription:

Fast start repeat count

Rapid startup and Emergency Call Service Locatio
critically important aspect of VolP systems in g
those piwtesmafi on which are specifically releva
example only advertise the voi-capabtwodkvpobksTy
in order to conserve the |imited LLDPU space and
i ssues that can come with inappropriate knowl edg

With this iMEDnidnedf ilnleMERB NFdA4tDPSt art i nteraction L
protocol and the application | ayers on top of th

propees. I nitially, a Network Connectivit

y Devic

LLDPDU. Only -MED eEndmpo iLitDPDevi ce i-BMIEDetapalklde wi
Net work Connectivity DewWEdDe TdtVvar i nt oua dweée mtgi ¢ & DIF
associated p-avEtD. aPlpe ilclaDbP on wi | | temporarily spe
the LLDPDU to start wit hiMED nseeicgohnbdo r whhaesn bae enne wd
order sh®WMEP LhD®r mati on as fast as possible to n

Becauge tikea risk of an LLDP frame being | ost dt
it is recommended to repeat the fast start trans
possibility of the neighbors receiving the LLDP
possible to specify the number of times the fast
recommended value is 4 times, given that 4 LLDP
transmitted, when an LLDP frame with new infor ma
I't sbeuhot ed -vMBEBtabhd DPNMWEED LAHaDsPt St art mechani sm i g
to run on | i nkWEDbdteweveorr kL ICDmMnecti vity Devices ar
and as such does not apply to |Ilinks between LAN
Net wor ke €oinvity Devices, or other types of I inks
LLDP I nterface Configuration

I't is possible MEDseéhédotr mahi om thREaP shall
nei ghbors. When the checkbox is checked t
transmitthtee dn eeioghbor .

I nter:face

5
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The interface name to which the configuration ap
Transmi+iCalplavtsi | i t i es:

When checked the switch'LsL BbfE panbfiolrintaitseime ni tsterdannc | u d
TransmitPoTILiVcsi e s

Wh e n checked t he configured policies for
i hLDWED nf ormation transmitted.

Tr ans mi tL oTcLavtsi o n

Wh e n checked ¢the | comafigmur i nformati on for t he
i bLBWED nf ormation transmitted.

Tr ans mi tPoTEL Vs

When checked the configured POE (PoweteOfvace Eit$
incl udéedVWED nf or mati on transmitted.

Device: Type

Any LEMHEDP Device is operating-M&® ®despeeifiwhithpen:
either a C d\rert evaodrekwciet yo r a spe&nidfpiddervtCicess ascf def i
bel ow.

A Net @onkechDewiideg i-MER DRdviPce t hat provides acce
based LAN infrasviErbircd pdiervtf oesLLDP

An L-MEP NetOQwonrnkechbe wiideg i sceassLAINvace based on a
foll owing technol ogi es

1. LAN Switch/ Router
| EEE 802.1 Bridge
| EEE 802. 3 Repeater (included for historical

Any device that supports thtehdtEEEamB0r2ellaAB lambl

2
3
4 . | EEE 802.11 Wireless Access Point
5
frames via any met hod.

AnNnEndp ®ierwvti ce -MEDRL LD&Pvi ce that sits at the network
aspect of I P communications service, based on | E

The main differenc€obaet wkeevviictey Hentdyw axiekvti ce i s t ha:
onl yEnadnp diervti ce can sMED ti nfhoer matDiPon exchange.

Even though a switch al €@aysecshaowilde,bei ta iNetpvogs
configure i tEntdp éeeevti cas amd tehelk I MERD $thdrotr mahi on
exchange (I n the caGen wdelréewiitdngos Naertewocroknnect ed t «

Coordinates Location
Latitude
Latitude SHOULD be n®0 mhddgrzedads twi twh tdhimaxXi mum of
I't is possibletionspecieiy hthe Noirtdcof the equato
Longitude
Longitude SHOULD be nRlo&Omade greede st owiwtiht ha nmadx i mu m

It is possible to specify the direction to eith
primeridian.

Al titude
Al t i $SHAWLD be nor mal-20%71 5lo. 9wittoh i 71097 151. 9 with
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di gits.
I't is possible to select between two altitude ty

Met eRspresenting meters of Altitpdeiteftdned by t

FIl ooRespresenting altitude in a form more releva
fl etodrl oor di mensi ons. An altitude = 0.0 is mean
represents ground | evel at thebgivemnilgat Ot 0de egm
the floor | evel associated with ground |l evel at

Map Datum
The Map Datum is used for the coordinates given

WGS84 Geogr aph-iWoarll d3Dgeodesic System 1984, CRS C
Meranmnmi Name: Greenwi ch.

NAD83/ NAVNDBr8t:h Amer i can Datum 1983, CRS Code 42

Greenwi ch; the associated vertical datum is the
( NAVDS88) . This datum pair is to bd,usned wkam t éf
water (which would use Datum = NADS83/ MLLW).

NADS8 3/ MLNoWN:t h Ameri can Datum 1983, CRS Code 426
Greenwi ch; the associated vertical datum i s Mean

is to be used wWheatrefieremcwager/ seal/ ocean.

Civic Address Locati on

| ETF Geopriv Civic Address based Location Conf i

couple of notes to the | imitation of 250 characte
1) | f more than one <civic odddrhees sadlddda toincal ics v
| ocations wil |l use 2 extra characters in addtion
2) The 2 letter country code is not part of the

Country code

The -twbter |1 SO 3166 co8@l Iyl Exoadney|Isen: cDaKp,i tDaH oA U

State

Nati onal subdivisions (state, canton, regi on, pr
County

County, pari sh, gun (Japan), di strict.
City

City, townsh-iExk,ampHhHie:( Xaoopemhagen.
City district
City dbheiscugm, city district, ward, chou (Japan)
Bl ock (Neighbourhood)
Nei ghbour hood, bl ock.
Street
StreEextampl e: Poppel vej
Leading street direction
Leading str-ekextanilreectN.on
Trailing street suffix

Trailing sHxeaenrpl e:ufIJW.x
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Street suffix

Street-Exafmpil : Ave, Pl at z.
House no.

House nuBxbaempl e: 21.
House no. suffix

House numb&xasmpt i x A, 1/ 2.
Landmar k

Landmark or v&miampl addiCess mbia University.

Addi tional l ocation info
Addi ti onal -l[Exaanpilen iSmfud h Wi ng.
Na me

Name (residence anHEx amglie:e FPlcemmiamg )Jahn.
s Zip code
Postal / zEpanmnplde: 2791.
s Buil ding
Buil di ng -(Esxtarmpdteur ee)Jow Li brary.
Apart ment
Unit (Apart-mrampl sui Ap) 42.
Fl oor
Fl oo&xampl e: 4.
Room no.
Room nu-rexkearmpl e: 450F.
s Pl ace type
Pl ace-Exyapnep | e : Oof fice.
Postal community name
Post al c o mmubhx a mp lIneaxmeL eoni a.
P. O. B o x
Post office -lExxampP.eO. 1R@X)S5 .
Additional <code
AdditionBkampte: 1320300003.

Emergency Call Service

Emergency Call Service (e.g. E911 and others), s
s Emergency Call Service

Emergency Call Service ELIN idenhef EerINdadent bf
used during emergency <call/l setup-btaced PSA®L t iThn
for mat consists of a numeri cal di git string, c
emergency calling.

Policies
Net work Policy Dihecevdriyxiemabldescovery and diag
with the VLAN configuration, along with the asso
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apply for a set of specific protocol applicati

configuraa ivwersy asiegni ficant i ssue in VolP envir
voice quality degradation or |l oss of service.
Pol icies are only intended for usetiwiet'h naeptpwoircka
policy requirements,e sanadh oas viidteeor ascetrivvi ec evsa. i ¢C
The network policy attributes advertised are:

1. Layer 2 VLANROIOB)(I EEE 802.10Q
2. Layer 2 priori2t004vyal ue (I EEE 802. 1D
3. Layer 3 Diffserv code point (DSCP) valwue (I ET

This network pol i ciyseids apnodt eanstsioaclilayt eadd weirtth mul t i |
types supported on a given port. The application
1. Voice

2. Guest Voice

3. Softphone Voi ce

4. Video Conferencing

5. Streaming Video

6 . Control (¢osdighabhahlgy support a separate netw
above)

A | arge network may support mul tiple VolP polic
di fferent policies pMEDa aplpllowatmoht it ylpe. palLiDPi es
pe r port, each corresponding to a different appl
Net wor k Connectivity Devi ce may advertise diff
authenticated user identity or port configuratio
I't should be -M&Desd ntohtati ntlelhRled t o run on | inks ¢
Net work Connectivity Devices and Endpoints, and
multitude of network policies that frequently ru
icy | D

| D f opoltihcey. This is auto generated and shal/l b €
shall be mapped to the specific ports.

Application Type

I ntended use of the application types:
1. Vef oe use by dedicated I P Tel ephonnycelsandset
supporting interactive voice services. These de

VLAN for ease of deployment and enhanced securit

2. Voice Signal-Ifiomrg u(sceonidn tnethwd ki trep al odgiifefse rte
policy for the voice signalling than for the voi
advertised if all the same network policies appl
policy.

3. Gu e s-ts u\popiocree a segpafeseu? évmidce service for g
visitors with their own | P Telephony handsets

interactive voice services.

4 . Guest Voi ce Si gnfaolrl imge (icondiet won&l )t opol ogi ¢
di fént policy for the guest voi ce signalling
application type should not be advertised if al
advertised in the Guest Voice application policy
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5. Soft ph-dmea MVosigeoyn es afptpl i cati ons on typical da

as PCs or |l aptops. This class of endpoints frequ
all, and are typically configured to use an '"unt
VLAN. &hepetwork policy is defined for wuse with e
below), then the L2 priority field is ignored an

6 . Video Cohber amsei nhgy dedi cated Video Conferenc
Si milpdn amges suppmetingeraative video/audi o serv

7. Streamifrog Wiskedy broadcast or multicast basec
other similar applications supporting streaming
poltrcgat ment. Video applications relying on TCP
use of this application type.
8. Video Signal-lfionrg u(sceonidn tmetmwadnk topol ogies t
policy for the video sniegdniaa .l iTnhhgi st haapnp Ifiocra ttihoen vtiyd
advertised i f al | t he same net wor k policies a
Conferencing application policy.

Tag
Tag indicating whether the specified applicatior
VLAN.
Untaggaedicates that the device is using an unt a

not include a tag heade20@3. dlefiitnkeids byad €EEEb &0 .
the Layer 2 priority fields areviagecered and only

Taggeddi cates that the device is using the | EEE
both the VLAN I D and the Layer 2 priority values

The tagged format includes an addedri.t iTohnea It afgigeeldd,f
format also includes priority t-298d frames as d
VLAN I D

VLAN identifier (VID) for #£2mW&@3port as defined in
L2 Priority

L2 Priority is the Layer 2 apprpiloirciattyi otno tbyep eu.s eld2 fF
specify one of eight priority | evel004(0 At hvrad wgh
O represents use of the defaud@O4priority as def

DSCP

DSCP value to be used btedh aprri owirdd oDi fttheersyperroda ec
as defined in I ETF RFC 2474. DSCP may contain on
A value of O represents use of the default DSCP

Adding a new policy

Click to aldidcya. n®pve cpiof y t he Application type, Ta
for the new policy. Click "Save"

Port Policies Configuration

Every port may advertise a unigue set of network
network polithesaubhsattioated user identity or p

Interface
The port number to which the configuration appl
Policy I D

The set of policies that shall apply to a given
mar king the checkbepesdshadb the policies.

Buttons
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Sav.e

Click to save changes.
Reset

Click to undo any changes made | ocally and rever
Del et e

Check to delete the policy. It wi ll be deleted d
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2-18

PoE

Power-over-Ethernet (PoE), means Ethernet network power supply via 100BASEX,
1000BASET. Its maximum power distance is 100 meters. By PoE power system, based on
Ethernet wiring network of UTP Cat5 or higher Cable, it can give power to IP camera, VolP
phone, wireless AP, as well as transmit data. St¢here is no need to concern about the power
wire building, reducing the cost of networking building.

PoE power supply system has unified standard, |IEEE 802.3af and 802.3at. So devices from
different manufacturers have no problem in general usage, as long as they are complied with
these standards.

PD, it is defined as powered device in the PoE Power Supply System , primarily including IP
camera, wirelessAP, network VoIP phone, and other IRbased terminal equipment.

The whole process of PoE:

Detection: At beginning, PSE device output a very small voltage, to detect and judge if its
linked PD is IEEE802.3af / IEEE802.3at compliant device. Only if detected that PD is a standard
compliant device, then it will go to next step.

PD Classification: After detected PDs, PSE will classify them and recognize what is the power
that PD required.

Power up: When above 2 steps finished, PSE start feedingrequired power for PD, with
44~57VDC output voltage.

Power supply: PSE proides stable 44~57V DC to PDs, and auto feeding power as
requirement of PDs. Maximum power of single PoE port for IEEE 802.3af devices: 15.4W;
Maximum power of single PoE port for IEEE 802.3at devices: 25.5W.

Disconnection: If PD is disconnected or user dsable PoE from management software, PSE will
quickly(300- 400ms) stop powering PD.

In any moment of PSE powering PD process, PSE will stop working and then restart from stepl
if abnormal situation happens, such as PD Short circuit, power consumption is hicer than
feeding power, and so on.

2-18. PoE config
You can per pPoEobnfogdoathen and the detail
effect i mmediately.
Web I nterface

To conf iRougne tthhee web i nterface:
1.Cl i ck uCanphRo@nBoE Config

2. ModiPfoygar amet er s

3.ClickBattlme save the setting.

4.1 f you wacnetl ttohecasetting then you need to
previously saved values.
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System Configuration

Power Supply

)

50 w

Capacitor Detection Enabled v

Port Configuration

Port PoE Mode Priority LLDP PD-Alive

o s
< <

1 lus ow v enable v isable v

2 lus v ow v enable v isable v

(=3

45 lus v

i

ow v enable v isable v

46 lus v ow ~ isable v

=1

47 lus v ow v enable v isable v

48 lus v

ow v enable v isable v

v
<
] A
H v
=4
@
< <
<
@l [@] [ [w ol (@ [e =
s| |8 |o |8 Sl 2| |2 &
3
£
3
o
o
=
I 1
2

ii

Figure 2-18.1: The PoE Config
Parameter description:

Powe&mppl y

-
—

Thmax PoOE output fo he sw&Ecpbweldltsdpplends on t
Capacitor :Detection

Controls capacitor detection fo

-

|l egacy PD devic
Di sabThids feature is disabled.
EnablTehd:s feature is enabled.
PoE Mode
ThModeepresents the PoOE operating mode for the p
Di sabhPed di sabled for the port.
Stand&ndbl es PoE | EEE 802. 3bt complient mode
Pl uBnabl es PoE I EEE 802. 3bt with support for | eg
Priority
The Priority represents the ports priority. There are three levels of power priority

named Low, High and Critical.

The priority is used in the case where the remote devices requires more power than
the power supply can deliver. In this case the port with the lowest priority will be turn
of f starting from the port with the highest port number.

LLDP

The LLDP configures the port behaviour with respect to LLDP.
Enable : PoE parameters received through LLDP are processed.
Disable : PoE parameters received through LLDP are ignored.

Please note t hat LLDP protocol is configured by its own configuration page and
transmission of PoE information via LLDP can be configured with the LLDP -MED

configuration page.
PDAI i:ve

Theporcwourhanit bR r astf acaheaBoEssa,i fidet etcdt awment r af f i c
recei add90 seadhndEst at et hpowt lebobhMmEout put
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this. port
Maxi mum Power (W)

The max PoE output for the port. For AT mode max

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-18. PoE Schedul e

I n this page could configure the PoE schedul e fun

Web | nterface

Before configure the PoOE schedul e f unrhcet icoonr,r epclte adsac
ti me.

To conf iRoug eScthheeduli @ t lhecwiedni nt erf ace:
1. i ck ConfPiogguraamtdi ®m,E Schedul e
2.Sel ect the parameters

3.Click save

PoE Scheduling Configuration
Tips: You will need get the day of time updated(by SNTP) before PoE scheduling work as expectation

Monday Tuesday Wednesday Thursday Friday Saturday Sunday
Port  Start End Start End Start End Start End Start End Start End Start End
e e e e e YE Y _YE_E_¥E _E = ¥ =
1 [disabled v | [disabled ~| [disabled v| ([disabled v| |[disabledv| [disabledv| [disabled~| [disabledv | |[disabledv| [disabledv| [disabledv| [disabledv| ([disabled~| [disabled v |
2 [disabled v | |[disabled v | [disabled v| ([disabled v| |[disabled v | [disabledw| [disabledv| [disabledv | |[disabledv| [disabledv| [disabledv| [disabledv| ([disabled v | [disabled v |
3 [disabled v | [disabled v | [disabled v | ([disabled v| |[disabled v | [disabledv| [disabled~| [disabledv | |[disabledv| [disabledv| [disabledv| [disabledv| ([disabled v | [disabled v |

46 [disabled v| ([disabled v| [disabled~| [disabledv| ([disabledv| [disabledv| [disabledv| ([disabledv | [disabledv| [disabledv| [disabledv| [disabled v| [disabled v| [disabled v]

47  [disabled v| ([disabled v| [disabled~| [disabledv| [disabledv| [disabledv| [disabledv| ([disabledv | [disabledv| [disabledv| [disabledv| [disabledv| [disabled v| |[disabled v]

48 [disabled v| ([disabled v| [disabledv| [disabledv| [disabledv| [disabled~| [disabledv| ([disabledv| [disabledv| [disabledv| [disabledv| [disabledv| [disabledv| |[disabled v]

Figure 2-18.2: The PoE Schedule Configuration

Parameter description:
St arr t

B

Thet aretpresents the start time(PoE output wil.l b
the port

Di sabReH :scheduling is disabl ed.
00: 00~2®Bh&@Ostart time for PoOoE scheduling.
End

ThEndepresents the end time(PoE oudlpadulwind fber dt
port

Di sabRoeH :scheduling is disabl ed.

00: 00~2®Bh&@O0end time for PoOE scheduling; when " St
represent the time to reset the PoE for the port

Buttons
Save

Click to save changes.
Reset

5

Click to undo any changes made | ocally and rever
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2-19MAC Tabl e

Switching of frames is based upon the DMAC

builds up a table that maps MAC adhlrpecrstes
should go to (based upon the DMAC address
dynamic entries. The static entries ar e

addr €

tt ltoe sfwri &

in the

conf i

gu
admi ni strator wants to do aCfiadeddemappinngsivéet wherp

The frames also contain a MAC address (SMAC addre
equi pment sending the frame. The SMAC address i :
update the MAC tabl e vaidtdlr etstseesse dDymamiac MACTr i es ¢
the MAC table if no frame with the correspondincg
configurable age ti me

Web I nterface
To configure MAC Address Table in the web interfa

Aging Configuration
1.Clickucamnahdg MAC Tabl e.

2.Specify the Disable Automatic Aging and Aging

3.ClicBautme save the setting.

4.1 f youo waarc &l the setting then you need
previously saved values.

MAC Tabl e Learning

1.Cl icekf i guanat IMAIC Tabl e.

2.Specify the Port Members (Auto, Disabl e,
3.ClicBattlme save the setting.

Ti

to cl

Secur e)

4.1 f wamt to cancel the setting then you need t

previously saved values.

Static MAC Tuarbaltei oGonf i g

1.Cl icoknf i guMAt iTaml e and Add new Static entry.

(o]

2.Specify the VLAN I P and Mac address, Port Member
3.ClicBattlme save the setting.
4.1 f wawmt to cancel the setting then you need to

previously saved values.

MAC Address Table Configuration
Aging Configuration

Disable Automatic Aging ()

AgingTime 30 secon ds
MAC Table Learning

Port Members

1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 26 29 30 31 32 33 34 35 36 37 36 39 40 41 42 43 44 45 46 47 48 49 50 51

VLAN Learning Configuration

Leaming-disabled VLANs

Static MAC Table Configuration
Port Members

Delete  VLAN MAC 123456 78 9 10 1 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51
D Address
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Static MAC Table Configuration
Port Members

Delete  VLANID  MAC Address 12 3 4 5 6 7 8 9 10 M 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45

oooooooooo0oo0oboo0ooo0Do0o0oo0oO0o0o0o0o0oO0|000b0000O0OO00O0O0CODODODO0DO0ODO0O0DODODO

Figure 2-19: The MAC Address Table Configuration
Parameter description:
Aging Configuration

By default, dynamic entries are removed from t
removal is also called aging.

Configure aging ti me by entering a value her e
seconds.

The all owed range is 10 to 1000000 seconds.

Di sabl e the automatic agingp,DislglhlamiaUEOmaiies :

MAC Tabl e Learning

I f the | earning mode for a given port i's greyec
mo d e, so that it cannot be changed by the wuser
MAEBased Authentication under 802. 1X. Each port
f olWli ng settings:

Aut o
Learning is done automatically as soon as a franm

Di sabl e

No | earning is done.
N Secur e
Only static MAC entries are | earned, al |l ot her f
@ NOTE Make sure that the link used for managing the switch is
added to the Static Mac Table before changing to secure learning

mode, otherwise the management link is lost and can only be
restored by using another non-secure port or by connecting to the
switch via the serial interface.

Static MAC Tabl e Configuration

The static entries in the MAC table are shown in
64 entries. The maxi mum of 64 entries is for the

The MAC s ambtledifsirst by VLAN I D and then by MAC
VLAN | D

The VLAN I D of the entry.
MAC Addr ess

The MAC address of the entry.
Port Members

Checkmar ks indicate which ports are members of t
modi fy the entry.
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Buttons
Adding a New Static Entry
Click Add New Static Entry to add a new entry to

MAC address, and port members for the new entry.
Save

Click to save changes.
Reset

Click to und madye clhmamgl |y and revert to previou
Del et e

Check to delete the entry. It wi Il be deleted du
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2-2 WL ANS

To assign a specific VLAN for mana
establish an tPRecewhechi bnomoa wor

gement purpose.

This connection supports a VSM, SNMP, and

management VLAN is VLAN 1, but vyou

using the ManagementOnMLYAN nvei mndanagement

When you specify a new management
VLAN is lost. For this reason, you
and a port imgemeeatn&wANama connect
mul-MUAN rout e

2-20Configuration

This page all owd ANonf cgut abi bnngn

kstation connec
Tel net

can designate
VLAN can
VLAN, your HTTP
should have a
to the new man

The page i s dliohbaleds dntt-momt andné&i gparati on

Web I nterface

To configure VLAN membership configuration

1.Click ConVLAMBAt Comfiguration
2.Modi fy Gl obal VLAN Configuration

3.Scrol Modé,e Port VLAN ten de nRacbrlte VILyApke

parameter
4. ClickBautmwe save the setting.

51 f you owamtnc el the setting then
previously saved values.

Global VLAN Configuration

Allowed Access VLANs ‘ 1 ‘

Ethertype for Custom S-ports ‘SSAS ‘

Port Ingress Ingress Egress Allowed

the switch.
section

i n

par amet er .

you need

Forbidden

Port Mode VLAN Port Type Filtering Acceptance Tagging VLANs VLANs

< 7 = < = ) = < [ | ‘

1 C-Port v Tagged and Untagged v Untag Al “ 1 :

2 C-Port v Tagged and Untagged v Untag Al v 1 l:

3 C-Port v Tagged and Untagged v Untag Al v 1 l:
49 C-Port ~ Tagged and Untagged ~ Untag Al “ 1 :
50 C-Port ~ Tagged and Untagged ~ Untag Al “ 1 :
51 C-Port v Tagged and Untagged ~ Untag Al v 1 :
52 C-Port v Tagged and Untagged ~ Untag Al v 1 :

Figure 2-20.1: The VLAN Configuration

Parameter description:
Gl obal VLAN Configuration
All owed Access VLANs

5
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http://192.168.2.1/help/glossary.htm#vlan

This field shows the allowed Access VLANs, i . e.
ports. Ports in other modes arteh emefnhbl eorwse do fVLaANs V

By default, only VLAN 1 is enabl ed. More VLANs m
the individual el ements are separated by comma
separating the | ower and upper bound.

The foll owiengwidXdanp eate VLANs 1, 101,3,122100, BD,0. 1:
Spaces are allowed in between the delimiters.

Ethertype fe@rorG@Guwst:om S

This field specifies the ethertype/ TPI-por(tssp.eci fi
The setnt ifrog cies fior all portsCwéoBaer tPort Type i s ¢

Port VLAN Configuration

Port

Mo d e

This is the |l ogical port number of this row.

The port mode (defaul't i s Access) determines t|
qguestion. A mpoaoane cafn tbher ee modes as described be
Whenever a particular mode iis selected, the rer

grayed out or made changeable depending on the n
Grayed out fields show the tvtaed umode aits taep lpioead. w
Access:

Access ports are normally wused to connect to el
VLAN may add the port to more VLANs behind the s
characteristics:

AMember of exact!lortoneL /N ANa. k.hae. PAccesd, VLAN),
Aaccepts wunt agged gfgreadme s aamed , C

Adi scards al | frames that are not classified to
Aon egress all frames are transmitted untagged.
Trunk:

Trunk ports cam mualrtriypltea a¥lfANs si multaneousl! vy, é
connect to other switches. Trunk ports have the
ABy default, a trunk port is member of all exi st
Al l owed, VLANS

Aunl ¥684N Truskengbled on the port, frames cl assi
not a member ofd,wil |l be discarde

Aby default, al |l frames but frames <classified t

tagged on egress. Frames <cl| asstidg gead ton tenger Pt
Aegress tagging can be changed to t arganeelsl afrreame
accepted on ingress,

AVLAN trunking may be enabl ed.

Hybri d:

Hybrid ports resemble trunk ports in many ways,
features. In addition to the characteristics des
abilities:

ACan be configured to -bGgVhWhaegagBamasatoay S
awar e,

Aingress filtering can be controlled,

Aingress acceptance of frames and configuration
independent | vy.

Por t AM

Determines the port
default being 1.
On ingress, frames get <classified to the Port VL

s VLAN ID (a.k.a. PVID). AlI
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http://192.168.1.102/help/help_vlan.htm#AllowedVIDs
http://192.168.1.102/help/help_vlan.htm#Trunking

the frame is untaggedcenabldi edLAN awar powedss ibut th
tagged (VLAN I D = 0).

On =egress, frames <classified to EfeesPor TagvoliANg
configurationPorst s@tAN.O untag

The Port VLAN is called an "Access VLAN" for po
ports in Trunk or Hybrid mode.

Port Type

Ports in hybrid mode allow for changing the port
used to cflrasmeé fon tihregress to a particular VLAN,
Li kewi se, on egress, the Port Type determines th
Unawar e:

On ingress, all/l frames, whether car  rPpirmtg VaL AN, AN
and possible tags are not removed on egress.
CPort:

On ingress, frames with a VLAN tag with TPID =
embedded in the tag. I f a frame is untagged or i
the Portf V0LANmes must be tagged on eggag@ss, they
SPort:

On ingress, frames with a VLAN tag with TPI D =
VLAN I D embedded in the tag. If a frame i s unt s
classed to the Port VLAN. I f frames must be tagg
Stag.

SCust-Bor t :

On ingress, frames with a VLAN tag Baihtelw tay p TPI L
configured-Sf prgr@@tissdloanssi fied to the VLAN I D embe
is untagged or priority tagged, the frame gets c

tagged on egress, they wiitlaghe tagged with the ¢

l ngress Filtering

Hybrid ports allow for changing ingress filterin
filtering enabl ed.

I f ingress filtering is enabled (checkbox is che
i s not a memberded. get di s

I f ingress filtering is disabled, frames cl assi f
are accepted and forwarded to the switch engine
frames classified to VLANs that it is not a memb

l ngr eexxcse pA ance

Hybrid ports allow for changing the type of franm
Tagged and untagged

both tagged and untagged frames are accepted.
Tagged Only

Only tagged frames are accepted on ingress. Unt a
Unt ag@eldy
Only untagged frames are accepted on ingress. Ta

Egress Tagging

Ports in Trunk and Hybrid mode may control the 't
Untag Port VLAN

Frames classified to the Port rVLfArNanaerse arreantsrnans
with the relevant tag.

Tag Al

Al | frames, whet her c¢classified to the Port VLAN
Untag Al

Al | frames, whet her c¢classified to the Port VLAN
This optiavmiilsabdrel for ports in Hybrid mode.
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B

Al l owed

Ports
me mber
The fi
may be
The fii
exi sti

VLANS

in Trunk and Hybrid mode may <control whi
s of. Access ports can only be member of

C
(0]

el d'"s syntax ussed dEemitshceanfgitdLAXNeBY ydheafaaxul t

come member of alll possi b4®95.LANs, and is

eld may be Il eft empty,otwhiec hmemebenrs otfh atn yt

ng VLANs, but VLANI Tr itk iwioghlf i ¢gwer eadb |l feort o

unknown VLANS.

c

Forbidden VLANS
A port may be cernfihgumendbdaro cmfevone or more VLAN:
usef ul when dynamic VLAN protocols |[|ike MVRP a
dynamically adding ports to VLANs.
The trick is to mark such VLANs as f or btiidedeeln on
to the synt&xisvssedipi YILANs
By default, the field is Il eft blank, whi ch mean
possible VLANSs.

Buttons

Save
Cl i cskavieo changes.

Reset
Click to undo any changes made |l ocally and rever

© ALLNET GmbH Computersysteme 2024 — All rights reserved
Errors and changes reserved


http://192.168.1.102/help/help_vlan.htm#VLANIDs
http://192.168.1.102/help/help_vlan.htm#Trunking
http://192.168.1.102/help/help_vlan.htm#VLANIDs

2-2@2SVL

This page all oB¥tbofi gantatobhiong the switch.

I n SVby omwmee VLANs map to a FiltertaobDe( mMappinByfdeh
VLAN to FI D, in which ¢t ¥krei dighee, sbwitt cvihi tahc t $V La smualnt i

share tRNACsaddress table entries.

Web Interface

To configure VLAN membership configuration in
1.Click ConVLAgMBat iSo/mn

2Click Add FID to add a new entry

3.Specify the SVL parameters

4.Cl i cBaiutme save the setting.

51 f you awamce | the setting then you need to cl
previously saved values.

Shared VLAN Learning Configuration

Delete FID VLANs

[AddFiD |

‘ Save H Reset ‘

Shared VLAN Learning Configuration

Delete FID VLANs
= |

[ Add FID |

‘ Save H Reset ‘

Figure 2-20.2: The SVL Configuration

Parameter description:

s FI D
The Filter I D (FID) is the I D that VLé&Nsngetf éen
No two rows in the table can have the same FI
and095.
VLANS

5

List of VLANs mapped into FID.
The syntax is as foll ows: I ndi vidual VLANs ar
with a dasmhgséepmar d ower and upper bound.

The following example wil/l map VUAMSB, 12,001 30011,
Spaces are allowed in between theltdsed95ni ters.
The same VLAN can only besagmemwheéd dfe adnespkFlal.edA
is grouped into two or more FI Ds.

Al l VLANsS must map to a particular FI D, and by
that if FID x is defined, then VLAN x is implici
anot her FI D. I f FID x doesn't exist, a confirmat

to continue adding VLAN x implicitly to FID x.
Buttons
Del ect

B

A previously allocated FID can be deleted by
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Add FI D
Add a newheowViotable. -Thkel €dDwwi hltbe Prest unu

. Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever

2-2WVLAN Transl ati on
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221 Port to Group Configuration

Buttons

Aut-Refres

h
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This page allows you to configure switch Ports to
This will enable all VLAN Transl ation mappings of
Web I nterface
To conpomgtuurto gr oup ncotnhfei gwerba tiinotner f ac e:
1.Click ConVYLANr atamwmBartti ono Group Configuration
2Evogeoup configuration
3.ClicKBattlme save the setting.
4.1 f you oweamctelt ot he setting then yonu nletedwitlo crleivcel
previously saved values.
Auto-refresh O ‘m‘
VLAN Translation Port Configuration
Group Configuration
Port Default Group ID
= B3
1 o
2 o Z~]
3 0
s o B
49 o
50 0
51 ] 51~
[save ) (Reset]
Figure 2-21.1: The Port to Group Configuration
Parameter description:
. Port
The Port column shows the |ist of ports for
Transl|l ation Mapping Group.
Def awl t
To sedwitthceh port to use the default VLAN Tr a
and press Save.
Group: I D
The VLAN Transl ation mappings are organized
I D. This way a port is configurmappiongse a |
easily by simply configuring it to use a g¢gi"
groups in a switch is equal to the number o
be configured to use any of the groups, but
pots can be configured to use the same grou
from1l1ll0.t o
NotkRy default, each port is set to use the g
number. For exampl e, port #1 is by default

1



Check this box to refresh the page alisteocnoantdisc.al | vy

Ref r:esh

Click to refresh the page i mmediately.
Save

Click to save changes.
Reset

Click to undo any changetsheanaglireeviocwmd lly saawde d ewealr

222 VLAN Transl ation Mappings

This page displays current VLAN Translation mappir
configured here.
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Web Interface

To conVYiLANreransl atiinon hmrea pyeibngsnt er f ace:
1.Click ConVYLANratammUYbANofhrans!| at.i on Mappings
2.Cli®kto add a mapping table

3.Specify the Group I D DIR, VID and TVID
4.Cl i cBattlme save the setting.

Auto-refresh (| Refresh || Remove All |

VLAN

Translation Mapping Table

Group ID Direction VID TVID

Mapping Configuration

Mapping Parameters

Group ID

DR

VID

TVID

(O
L
R

‘Save H R

Par

eset H Cancel ‘

Figure 2-21.2: The VLAN Translation Mappings Configuration
ameter description:

Group I D

The VLAN Transl ation mappings are organized

I D. This way a port is configured to use a
easily by simply condriguwp. nOheéen nwmhiere @af gp c
groups in a switch is equal to the number o
be configured to use any of the groups, but
ports can be configured toupséDthe aamengegt!
fradmd?o.

NotRy default, each port is set to use the g
number. For exampl e, port #1 is by default

Direc:iti on

I ndi cates the diTrexnsloant iodn tahred ViLtAN ef er s t o
direction can be '"Ingress', where the trans|
frames entering the switch port, 'Egress',6

VLAN I D of frames exBbithg,twheswi tble poransl|
pl ace on both of the above directions.

VI D

I ndicates the VLAN I D of the mapping (i.e.
frameé095.

TVI:D

I ndicates the transl|l ated VLAN | braoswhiteld &a:
A valid transl at edlt\VWl0AMN .| D ranges from

Buttons
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Cancel

Return to the previous page; any changes made | o
. Save
Click to save changes.
Reset
Click to undo any changes madsllyocalvleyl amd uresver

2-2Private VLANS

2221 Membershinp

The Private VLAN membership configurations for the

Private VLANs can be added or del eMleAIN heamre .bePoadd ear
or removed here.

Private VLANs are based on the source port mask, a
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means t hat VLAN | Ds and Private VLAN | Ds can be id

A port must be a member of both at o/LfANNr vaarrdd ap aPcrki evta
default, all ports are VLAN unaware and members of

A VLAN unaware port can only be a member of one VL
Private VLANSs.

Web Interface

To conPiiguate VLANCMembgusai pon in the web interf:
1.Click Configuration, Private VLAN and Membership
2Evoke Private VLAN Membership Configuration.
3.ClicBattlme save the setting.

41 f you omamcelt ot he setting theatybutneed Lt willk
previously saved values.

Auto.refresh (1 Refresh

Private VLAN Membership Configuration
Port Members
Delete  PVLANID 1 2 3 4 5 6 T 8 9 10 M 12 13 14 15 16 17 18 19 W M 2 B 4 25 % 7 B/ 9 N N 2 3B M B B 7 B I 40 4 42 43 M4 5 & &4 4 & 0 N %

B E o OSSO E S0 80808080 o 0o SO S 868 6868 800 0o 00600008 8o 000606080 8o 88

Figure 2-22.1: The Private VLAN Membership Configuration
Parameter description:
Private VLAN 1D
I ndicates the I D of this particular private

Port Me mber s

A row of <check biosx edsi sfpolra yeeadc hf gproretac h pr i vat

a port in a Private VLAN, check the box. To
Private VLAN, make sure the box is unchecke:
and al |l boxes are unchecked.

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever

Autroefresh

Check this box to refresh the page aldsteocrandsc.al |y
Refresh

Click to refredhatkéypage i mm
Del et e

To delete a private VLAN entry, check this box.
save.

s Adding a New Private VLAN

Click Add New Private VLAN to add a new pri:
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to the tabl e, amrdant be Eroinfdatgar\vldAMSs needed.

for a private VLAN I D is the same as the sw
outside this range are not accepted, and a
di scard the incorrecda reetturyn toa tcHe ce&di"tCiamg

correction.
The Private VLAN is enabled when you click
The Delete button can be used to undo the a
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2-222 Port | sol ati on

The Private VLAN member shi p cboen fniogu rteotrieodn sa nfdo rmotdh ef
Private VLANs can be added or del eted here. Port n
or removed here.

Private VLANs are based on the source port mask, a
means that VRrAINVatDes \ValnAIN | Ds can be identical

A port must be a member of both a VLAN and a Priva
default, all ports are VLAN unaware and members of

A VLAN unaware port can oAN)y Ibwet ai tmeandrerb o fa omemb/d
Private VLANS.

Web I nterface

To conPomgurlefondtiigamati on in the web interface:
1.Click Configuration, Private VLAN and Port 1sol a
22Evoke Port I solation Configuration.

3.ClicBattlme save the setting.

4.1 fouy want to cancel the setting then you need 1t
previously saved values.

Auto-refresh ([ Refresn

Port Isolation Configuration
Port Number

1 2 3 4 5 & T 8 8 W M 12 1 44 15 16 17 1B 19 2 A 32 23 24 28 B 7 M 29 30 N 32 I M 3B 3 W 3B 30 40 41 42 43 44 45 46 47 48 49 S 5 5

Figure 2-22.2: The Port Isolation Configuration

Parameter description:

Port Me mber s

A check box is provided for each port of a priv
enabl ed on that port. When unchecked, port iso
port isolation is disabled on all ports.

Buttons

s Save
Click togseasve cha
s Reset
Click to undo any changes made | ocally and rever

Autroefr esh

Check this box to refresh the page alisteocroandsc.al |y
s Refresh
Click to refresh the page i mmediately.
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2-2 v CL

2-231 MACsed VLAN

The MAGed VLAN entries can be configured here. Thi ¢
MA@ased VLAN entries and assigning the entries to d
entries.

Web I nterface

To conMA@uarseed VLAN Membership Configuration in th
1.Click Confi gur atbiacsre,d WLANancdo nMAQur ati on.
2.Specify the MAC address and VLAN I D.

3.ClicBattlme save the setting.

4.1 f you owaamctelt ot he setting thRemeytowundaeod .t dtclwiidl
previously saved values.

MAC-based VLAN Membership Configuration
Auto.refresh Refresh
Port Members
Delele  MAC Address VLANID 1 2 3 4 5 6 7 8 0 10 M 12 13 14 15 16 17 18 10 20 21 2 23 24 25 26 7 2 2 W N 32 33 M 35 6 I 38 I 40 41 42 4 44 45 46 47 43 49 N0 51 82

Delete | [00-00-00-00-00-00

Figure 2-23.1: The MAC-based VLAN Membership Configuration

Parameter description:
s MAC Addr ess
I ndicates thef MABeadthdpessag
VLAN | D
I ndi cates the VLAN | happedabove MAC will be
Port Members

A row of check boxes for e aebhaspeodr tV L AN de nstprlya.y eTdo

a port i-ha sae dAMAWL AN, check the box. To remove ol
MA@ ased VLAN, make sure the,bow peruscheekenedmbB
al | boxes are unchecked.

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
Del et e

To del et-leasnae MALCLAN entry, check this box and pre
on the selected switch in the stack.

s Addi ng a Neaws & ACYL AN
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Click Add New Entrypasedadd Add pawr MACAN empty ro
tabl e,heandb&sed VLAN entry can be configured as
address can be conbagededLANrenthey MABo broadcast
addresses are all owed. Legal values for a VLAN I

The MAGed VLAN bhedy whenemwau cliclasrd" ApLRAINY " .
wi thout any port members will be deleted when yo

The Delete button can be used-bbsedn&d ANIBe ddeiti
Autroefr esh

Check this box taoutroenfarteischaltlhye plauggeo maBBtsiec omefsr es h
Refresh

Refreshes the displayed table starting from the

Updates the table starting from the first entry
| owest VLAN I D.

> >

Uplates the tabl e, starting with the entry after
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2-232 Pr-dbasedl VLAN

This section describe Protocol-based VLAN, The Switch support Protocol include Ethernet LLC
SNAP Protocaol,

LLC

The Logical Link Control (LLC) data communication protocol layer is the upper sublayer of the
Data Link Layer(which is itself layer 2, just above the Physical Laye) in the seven-layer OSI
reference model. It provides multiplexing mechanisms that make it possible for several
network protocols (1P, IPX Decent and Appletalk) to coexist within a multipoint network and to
be transported over the same network media, and can also provide flow control and automatic
repeat request (ARQ) error management mechanisms.

SNAP

The Subnetwork Access Protocol(SNAP) is a mechanism for multiplexing, on networks using
IEEE 802.2 LLC, more protocols thanan be distinguished by the 8-bit 802.2 Service Access
Point (SAP) fields. SNAP supports identifying protocols by Ethernet type field values; it also
supports vendor-private protocol identifier spaces. It is used with IEEE 802.3, IEEE 802.4, IEEE
802.5, IEEE 802.11 and othelEEE 802physical network layers, as well as with norlEEE 802
physical network layers such as FDDI that use 802.2 LLC.

2-232.1 Protocol to Group

This page allows you to add new protocols to Grou
entries as wel/l as allow you to see and delete a
switch unit switch.

Web I nterface

To conPiguoeol to GroogopnMapgpragi dablie the web int
1.Cl iConf i gur gRrn otinba&k & VLAN configuration and Prot
2.Specify the ProtocTablteo. Group Mapping
3.ClicBavtbesave the setting.

4.1 f wawmt to cancel the setting then you need to
previously saved values.

Aurto-sefresh [ Refresh

Protocol to Group Mapping Table

Delete Fram; Value Group Name

[Aad vewEnmy

[Save | [Reset

Auto-refresn [ Ratresn

Protocol to Group Mapping Table
Frame Type Value Group Name

Einemet v | Etype 0:{0800

Figure 2-23.2.1: The Protocol to Group Mapping Table
Parameter description:
s Frame Type
Frame Type can have one of the following values:

1. Et hernet
2. LLC
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3. SNAP

@ NoTE  On changing the Frame type field, valid value of the following
text field will vary depending on the new frame type you selected .

Val ue

Valid value that can be entered in this text field depends on the option selected from the
preceding Frame Type selection menu.
Below are the criteria for the three different Frame Types:

Ethernet: Value in the text field when Ethernet is selected as a Frame Type is called etype.
Valid values for etype range between 0x0600 and Oxffff

LLC:Valid value in this case is comprised of two different sub-values.
a. DSAP:1-byte long string (0x00-0xff)
b. SSAP1-byte long string (0x00-0xff)

SNAP: Valid value in this case is also comprised of twodifferent sub-values.

a. OUl: OUI (Organizationally Unique Identifier) is a parameter in the format of xx-Xxx-xx
where each pair (xx) in the string is a hexadecimal value ranging between 0x00 and Oxff.

b. PID:PID (Protocol ID). If OUl is hexadecimal 000000then the protocol ID is the Ethernet
type (EtherType) field value for the protocol running on top of SNAP; if OUI is an OUI for a
particular organization, the protocol ID is a value assigned by that organization to the
protocol running on top of SNAP.

In other words, if the value of OUI field is 00-00-00 then the value of PID will be etype
(0x0600-0xffff) and if the value of OUI is other than 00-00-00 then valid values of PID will be
any value between 0x0000 and Oxffff.

Group Name

A valid GraupnWNawmealiladct er | ong string for every
combination of @fpAhabetis®ff@agers (0

@ NOTE Special character and underscore (_) are not allowed.

Buttons

Save

Click to save changes.
Reset

Click Boyucmcttanges made | ocally and revert to pre
Del et e

To delete a Protocol to Group Name map entry, <c¢h

the switch during the next Save.
Adding a New Group to VLAN mapping entry

Click thewadckdhtay in mapping table. An empty row i
Val ue and the Group Name can be configured as ne

The button can be used to undo the addition of n
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5

B

Autroefr esh

Check
Refr esh

t

his box to refrAsthomatei pagefl ndddcmidscras | ¢

Refreshes the displayed table starting from the

© ALLNET GmbH Computersysteme 2024 — All rights reserved
Errors and changes reserved



2-232.2 Group to VLAN

This page allows you to map already configured Gr
Web I nterface
To conGigupeName to VLAIND malpei wgb Tiabti er f ace:
1.Cl iCoknf i gur gPrn otnba&e € VLFANDupgndo VLAN.
2.Specify the Group Namdltto VLAN Mapping
3.Click the Apply to save the setting.
4.1 f you want to cawoel neled settcilingkt hdr Reset bu
prvei ously saved values.
Group Name to VLAN mapping Table
GI(J\-_IP Name l‘n VLAN mapping Table
Figure 2-23.2.2: The Group Name to VLAN mapping Table
Parameter description:
s Group Name
A valid Group Name is a string, at the most 16 ¢
combination of @EZphabetisdal(eagetrb (0o special char a
You may either use a Group that already includes
Group mappings), or create a Group Yve WWh&AN | D ma
moment you add one or more protocols inside that
I D mapping is not unique, as long as the port |
(e. g. Groupl can be mapped to VID 1 on port#1 an
s VLAN I D
I ndicates the I D to which Group Name wi4l095be map
s Port Members
A row of check boxes for each port is displayed
To include a port in a mampveagor checkudée et heoxpo
mappi ng, make sure the box is unchecked. By def a
are unchecked.
Buttons
s Save
Click to save changes.
s Reset
Click to undo any changes made dl ocadluleys.and rever
Del et e

To delete a Group Name to VLAN map entry, check

switch during the next save
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5

Adding a New Group to VLAN mapping entry

Click Add New Entry to add a new eatddgdi homapei
tabl e, the Group Name, VLAN I D and port me mber s
values for a VLAN I D are 1 through 4095.

The Delete button can be used to undo the addit
Group to VLANImaypiendgd oar6et .

Autroefresh
Check this box to refresh the page alisteocmandsc.al |y
Refresh

Refreshes the displayed table starting from the
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2-233 | P -lSausbence tVL AN

The | P -bsausberdet¥ b ANi es <can be configured here. Thi
updating and debaséedgVLRNseaebhetes and assigning
ports. This page shows only static entries.

Web I nterface

To conf Pg8ubeanseeed VLAN Meombfeirgsuhrnapttiheen web i nterface:
1.Cl iCoknf i guration, -YbBGeand&LIAN. Subnet

2.Click Add New Entry.

3.Specify thkadded SUIbARtMember ship Configuration.
4.Cli ckBattlme save the setting.

51 f you want to cancel tbei cktthegReé¢eden bout mre.ed
prvei ously saved values.

IP Subnet-based VLAN Membership Configuration
Port Members

Delefe IPAddress Masklength VLANID 1 2 3 4 5 6 7 8 9 10 41 12 13 44 15 16 17 18 19 20 21 22 23 24 25 26 27 28 20 30 3 32 33 M 35 36 37 3B 30 40 41 42 43 24 45 46 47 48 9 N0 5 W

Auto-refresh (| Rafrash

IP Subnet-based VLAN Membership Configuration
Port Members

Deicte P Address Mask  VLANID 1 2 3 4 5 6 7 @ 0 10 11 12 13 14 15 96 17 18 10 20 H 2 2 2 25 6 A B 2N W M 32 3 M 5 % M M W 40 41 42 43 44 45 46 47 48 40 50 51 82
Length

Delete | [0000 24

Figure 2-23.3: IP Subnet-based VLAN Membership Configuration

Parameter description:
| P Address

I ndicates the | P address.
Mask Length

I ndi cates the network mask | ength.
VLAN I D

Il ndicates the VLAN I D. VLAN I D can be changed fo
Port Members

A row of check boxes for each -pastdi Y¥LANsphayegd
include a por tbasnedanVLAN,s ucbhneectck t he boex.polrot r emo
from the -Has esdu bileAN, make sure the box is unchec
member s, and all boxes are unchecked.

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made Ivadalelsy and rever
Del et e
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B

B

B

To del ete dmsleR svubAmMNetent r vy, check this box and
del eted on the selected switch in the stack.

Adding a NewbddfeduVhiAN

Cl ickckkd Newdt®Bntardyd a nebasleld & WLAMNetenyt rryaw Ains eanpde d
the tabl e, anbdastehde MLPAN udmterty can be configured
address/ mask can be corbfaisgeudr evd AfNo re ntthrey .1 F esguabl n evt:
VLAN I D are 1 through 4095.

The | P-bsassberdetVLAN enbtnythe eehbtedd stack switch
on " Savd®el é@ifubtet on can be used to undo-babedadditi
VLANs. The maxi mum-bppssedi WWILAAN R nstubnreest are | i miteq

Autroefr esh

Check this bex pager afutesnfattiltal | y. Au3socencaotnidcs.r efr

Refr esh

Refreshes the displayed table starting from the
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2-24 01 CE VLAN

2-241 Configurat

Voice VLAN is VLAN configured specially for wvoice
devices attached to voiceeNaAdNd wenftiaguperif on mf Qo
ensuring the transmission priority of voice traff

on

The Voice VLAN feature enables voice traffic for\

can classify and schedule network traffic. 1t 1is

-one for wvoice, one for dBtdeviBeéote tbenesawtitmd,

should configure the voice VLAN I D correctly. It
Web I nterface

To conVYéoigue eViL AN e web interface:

1.Cl iComfi guration, Voice VLAN and Configuration.
2.Sel &Emntabdli @dt he Voice VLAN Configuration.
3.Specify VLAN I D, Aging Time and Traffic CIl ass.
4.Specify the Port Configuration.

5, Clickattnpe save the setting.

6.1 f you want to cancel the setting then you need
prvéusly saved values.

Voice VLAN Configuration

Mode Disabled v
VLAN ID 1000
Aging Time 86400 seconds

Traffic Class 7 (High) v

Port Configuration

Port Mode Security Discovery Protocol

= = E—
1 oul -
2 (Disabled (Disabled [ —
3
49
50
51 oul -
5 [Disabiea v [Disabied v oul v

Figure 2-24.1: The Voice VLAN Configuration

Parameter description:

B

5

Mo d e

I ndicates the Voice VLAN mode operation. We must
Voice VLAN. It can avoid the conflict of ingress

EnablEedéhcbl e Voice VLAN mode operation.
Di sabDiesdabl e Voice VLAN mode operation.
VLAN I D
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I ndicates the Voice VLAN 1| D. I't should be a unigqg
each port PVI D. It is a conflict in configurat:.
VI D, PVID etc. The all owed range is 1 to 4095.
Aging Ti me
|l ndcates the Voice VLAN secure | earning aging ti
seconds. It is used when security mode or auto d
be based on hardware aging ti me. Thwearmt thke ag
[age_time; 2 * age_time] interval
Tr a fCfl iacs s
I ndicates the Voice VLAN traffic class. Al traf
s Port Mode
I ndicates the Voice VLAN port mode. Possible por
Di sabDiesdj:oin from Voice VLAN.
Aut Bnabl e auto detect mod e . It detects whether
specific port and configures the Voice VLAN memb
For ckearce join to Voice VLAN.
This field wildl bhe eréadsdeomby eidf 3NHEH tdat STP port

if this field be set to the mode

Port Security

B

I ndicates t he Voi ce VLAN port
nobhel ephonic MAC addressdeédxe ibd otctke dVdioae 1WL AN cwinl

port modes ar e:

EnablEendabl e Voice VLAN security

Di sabDiesdabl e Voice VLAN security

Port Discovery Protocol

5

I ndicates the Voice VLAN port

is enabled. We should enable LLDP
or "Bot h". Changing the discovery

security

mo d e

ot he

mo d e

r

t han

Di sa

mo de.

operation.

operation.

di saaud we rdye t percd t amoal

feature
protocol

process. Possible discovery protocol s

OUIDetect telephony device by OUI

ar e:

addr ess.

LLDPetect telephony device by LLDP.
BotBot h OUI and LLDP.
Buttons
s Save
Click to save changes.
s Reset
Click to undo any changes made | ocall
s Del et e
To del €t s udbmested VLAN entry, check thi
del eted on the selected switch in the
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s The

page.

o click the [

l'y unique ide

H eox anchda c ii ma " xd&

addr esnsdorNotremad phyo nyi td edve

2-242 OUI
Configure VOICE VLAN OUI table on thi
the OUI tabl e dwitlelctri ot aorft OdJlt @r ocess.
Web I nterface
To conVYoigue eVLANI OUt hgdalwled i nterface:
1.Cl iCoknf i gurati on, Voice VLAN and OUI
2.Click Add New Entry.
3.Specify the Voice VLAN OUI Tabl e.
4, Cl i cBattlme save the setting.
51 f you want stea td aargc eelhethnheyou need t
prvei ously saved values.
Voice VLAN OUI Table
Delete Telephony OUI Description
[m] 00-01-e3 Siemens AG phones
0 00-03-6b Cisco phones
[m] 00-0f-e2 H3C phones
[m} 00-60-b9 Philips and NEC AG phones
(] 00-d0-1e Pingtel phones
[m} 00-e0-75 Polycom phanes
(] 00-e0-bb 3Com phones
[[Add New Eriry |
[Save et
Figure 2-24.2: The Voice VLAN OUI Table
Parameter description:
s Tel ephony OUI
A telephony OUI address is a global
be 6 characters |l ong a&mdx "t h(ex iingp ud
s Description
The description of OUI
bel ongs to. The all owed string |l eng
Buttons
s Save
Click to save changes.
s Reset
Click to undo any changes made | oca
s Del et e
Check to delete the entry. It will
s Add New entry
Click to add a new access managemen
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2-2 0 S

2-19.

The switch support four QoS queues per port with
supports QbiSstCen¢(@Q6L) for advance programmabl e Qo

802.1p, Ethertype, VID, | Pv4/ 1l Pve DSCP and UDP/ TC
High flexibility in the classification of incomir
| ooks f otri odamfupr tao Layer 4, including I Pv4 and | Pv
and user priority of tagged frames. This QoS cl as
contr ol i st (QCL) . The QoS class assigmed to a
providing queuing, scheduling, and congestion con
what was configured for that specific QoS class.

The switch support advanced memory control mechan
al | QoS cl| aspstesafufnider samnar i o, including jumbo fr
dedi cated memory and strict hi ghest priority in

gueue allows traffic recognized as CPU traffic toc
the CPU even when all the QoS class queues are co

1 Port Classification
The section allows you to configure the basic QoS
ports.
Web I nterface
To configulrregrPdoest Q€S assification parameters in th

1.Click Configuration, QoS and Port Classification
2.Scrol | to select QoS I ngress Port parameters.
3.ClicBautme save the setting.

4.1 f you want to cancel the settingognthémnm wollneed
prvei ously saved values.

QoS Port Classification

Ingress Egress

Port CoS DPL PCP DEI CoS D Tag Class. DSCP Based WRED Group Map Map
o

i 0v] ov] ov] f0v] f0v] Disabiea 0 fiv] ] ]
2 0 I B 3 R Disabld o 5 ) )
s 0o 2 N A Disabed o ] ] ]
50 Disabled 0 ] ]
s (o7 N B - I 9 Disaiod o vl ] ]
52 Disabled O ] ]

‘ Save H Reset ‘

Figure 2-25.1: The QoS Ingress Port Classification

Parameter description:

Port

The port number for which the configuration belo

CoS

5
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Controls the defaul t class of service.

Al l franesssdarfd ed to a CoS. There is a one to on
priority. A CoS of O (zero) has the | owest prior
I f the port is VLAN aware and the frame is tagge

is based on thegP@B wvahlowe breltohve t©Oa her wi se t he f
default CoS.

The classified CoS can be overruled by a QCL ent

@ Note | f the defaul't CoS has been
actual defaul t CoS i s s hown in
def aul t CoS.

DPL
Controls the default drop precedence | evel
Al | frames are classified to a drop precedence |
I f the port is VLAN awar e, the frame is tagged
classified to a DPitheh®CPi sasnthappikéd vialam in the
frame is classified to the default DPL.

The classified DPL can be overruled by a QCL ent
PCP
Controls PkPattektault

Al'l fralmessiafriced to a PCP value.

I f the port is VLAN aware and the frame is tagg

value in the tag. Otherwise the frame is classif
DE I

Controls OEealdeé aul t

Al'l frames are classified to a DEI wvalue.

I f the port is VLAN aware and the frame is tagg

value in the tag. Otherwise the frame is classif
CoS:I D

Controls Cbé& vth®fuaeul t

Every incoming frame is classified to a CoS I D,
of different parts of the frame.

Tag Cil ass

Showscltéaesi fication mode for tagged frames on th
Di sabUsea :d eCfoB8inIBtPE or t agged frames.
EnablUsek: mapped BERsDBfnor tagged frames.

Click on the mode in order to configure the mode

Not®his setting hdasthe ebfeéecis VLAN wunawar e. Ta
VLAN unaware ports are always classified to the

DSCP Based
Click to Enable DSCP Based QoS I ngress Port Cl as
WRED Gr:oup
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Contr oWREBrheup member ship.
Il ngress Map

Control sgrnéeeselMapti on through the Ma p | D. The
frddm@55. An emptynbi eebhg sBRUOUECET ©8.

Egress: Map

ControEgr ddies eMaepxti on through t he Ma p | D. The
from®d®ll. An empty field indicates no map selecti

Buttons

Apply
Cl itok save changes.
Reset
Click to undo any changes made | ocally and rever
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2-252 Port Policing

This section provides an overview of f QoS Ingre:
Pol icing is wusetfruaf fiinc cfolnoswsr aainndi nngar ki ng frames at
is primarily wuseful for data flows and voice or
mai ntains a steady rate of traffic

Web I nterface
To configure thdeoQoiSrelrtsiye ewab Ponter face:
1.Click Configuration, QoS and Port Policing

22Evoke which port need to enable the QoS Il ngres:
condition.

3.Scrol |l to seleandnhé .col umn Rat e
4. ClickBautmwe save the setting.

51 f you owaamctelt ot he setting then you need to clicl
prvei ously saved values.

QoS Ingress Port Policers

Port Enable Rate Unit Flow Control
o 500 u)
52 o 500 m)

‘ Save H Reset ‘

Figure 2-25.2: The QoS Ingress Port Policers
Parameter description:
Port

B

The port number for which the configuration belo

s Enabl ed
Controls whether the policer is enabled on this
Rat e

Controls the rate for the portl3»b28Cc%2 .whén s" Vil
kbps,31128 when "Uni3107k witbers " UMl31 whketdh psUniatn'd
kfs. The rate is internally rounded up to the ne

Uni:t
Controls the unit of measure for the port police
FIl ow Contr ol

If flow control is enabl echodad thenppatuseésfi amé:
instead of discarding frames.

Buttons

Sav.e
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5

Cl
Reset

Cl

c k

c k

t

t

0 save changes.

o undo any changes made

© ALLNET GmbH Computersysteme 2024 — All rights reserved
Errors and changes reserved

ocal

y

and

rever



2-238Que®®l i cing
This page allows you to configure the Queue Policer settings for all switch ports.

Web I nterface

To configure thdeoQoiSrelrtsiye ewab Ponter face:
1.Click ConfiguRRatuenPolRbDS&i agd

2.Speci fy tpme eQnedwra s

3.Cli cBattlwe save the setting.

41 f you want to cancel the setting then you need
prvei ously saved values.

QoS Ingress Queue Policers

Queue 0 Queue 1 Queue 2 Queue 3 Queue 4 Queue 5 Queue 6 Queue 7

Port Enable Enable Enable Enable Enable Enable Enable Enable

50 ( (] (m] O
51 =) 0 o C 5 -
52 ( (m} O C 0

‘ Save H Reset ‘

Figure 2-25.3: The QoS Ingress Port Policers

Parameter description:

Port

B

The port number for which the configuration belo

s Enab(lEg
Enable or disable the queue policer for this swi
. Rate
Controls the rate for the portl3b28C&2 .whrdhn s" Wnlil
kbpsl31128 "wlhreint" i-43mbBg4q whén "Unl31 whketdh psUniatn'd
kfps. The rate is internally rounded up to the
This field is only shown if at |l east one of the
s Uni:t
Cont rhel suntit of measure for the port policer rat:
only shown if at | east one of the queue policers

Buttons

s Save
Click to save changes.
, Reset
Click to undo any changemsr enaideu d loyc ad d we ca nwda Irieeve.r
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2-2 51Por t Schedul er s

This page provides an overview of QoS Egress Port

Web I nterface

E
QoS Egress Port Schedulers %C O A 00 01 00 B3AEAA

To configure the QoS I ngress Port Policers in the
1.Click Confi guBatt oB8ch®&®d6l er s.

2.Click the Port and display the QoS Egress Port S
3.Scroll Port and Schedul er WMadamespecify the Queu
4, Cl i cBattlme save the setting.

51 f you want to cancel the settinglthen!| youeneed
prvei ously saved values.

#1 EAE OEA 0100 ET {

Weight

Qo Q1 Q2 Q3 Q4 Qs Q6 Q7
Strict Priority
Strict Priority
‘Strict Priority
Port VE\
QoS Egress Port Scheduler and Shapers Port 1
Scheduler Mode

Queue Shaper

Port Shaper

EnableRateUnitRate-typeCredit EnableRateUnitRate-type

HO0-—D-A®

=]

Figure 2-25.4: The QoS Egress Port Schedules

Parameter description:

Port

The | ogical port for the settings contained in
order to configure the schedul ers.

Schedul er Mo d e

Controls whether the schedul er mode is "Strict

Queue Shaper Enabl e

Controls whether the queue shaper is enabled for

Queue Shaper Rate

Controls the rate for the queluCt Fha7plddddn THWing tVval
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i Bbps, -1la3nldfilen " Uvbipts'. iTshe ratyg rsundedromp to t hi
val ue supported by the queue shaper.

Queue Shaper Unit

Controls the unit of measure for the queue shap
value is "kbps".

Queue SRatpleyrp:e

The rate type of tahd ogweealu ev ad huaepse ra.r eT h e
Li nSeppecify that this shaper operates on |line rat
Dat@pecify that this shaper operates on data rat

Queue SGrapeit

Controls whether tbhe equesltha pleas emraed ietd .
Queue Sclhedwelmprn i on

Control st wbeghewne has frame preemption enabl ed.
Queue Schedul er Weight

Controls the weight for this queue. Thel@®faul't
This parameter is only shown if "Scheduler Mode"

Queue Schedul er Percen

Shows the weight in percent for this queue. Thi
Mode" is set to "Weighted"”

Port Shaper Enabl e
Controls whether the port shaper is enabled for
Port Shaper Rate

Controls the rhapeforThédedebatlts value is 500.
10-0000000 when the "Unit" is -1"3%20p0s "wheann dt hiet "ilsni
"Mbps".

Port Shaper Uni't

Controls the unit of measure for theefpadultt shalpee
is "kbps".

Port SRawpleyrpe

The rate type of the port shaper. The all owed va
Line: Specify that this shaper operates on | ine
Data: Specify that this shaper operates on data

Buttons

Save

Click to save changes.
Reset

Click to undo any changes made | ocally and rever
Bac:k

Click to undo any changes made | ocally and retur
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2-2%Port Shaping
This page provides an overview oh PoSt Egress Port Sh
Web I nterface
To configure the QoS Egress Port Shapers in the w
1..Click Configuration, QoS and Port Shaping.
2.Click wmhd BHBospl ay the Qos Egress Port Shapers.
3.Scroll the Port and Schedul er pMordaemeatnedr .speci fy t
4.Click the Apply to save the setting.
51 f you want to cancel the setting then you need
prvei ously saved values.
QoS Egress Port Shapers
. #1 EAE OEA 01 00 EI /
Ci‘ Je %COAOO 01 OO 3EADPA
i)
QoY) Egress Port Scheduler and Shapers Port 1
schefjuler Mode
A 4
EI.\G?DOP /
b T LT &2dz aGkSRd
2O — ) Y2RS 6AGK gAIKGSR
BO_ : GKS aONBSy gAftft OKI
BO_— - 1 S UKS TAIdz2NB P
EI.\(j?DO)’V e 25% :’
EI"\Cj?DO)’V A 25% .
[ save |[ Reset|[ Back
Figure 2-25.5: The QoS Egress Port Shapers
Parameter description:
. Port
The | ogical port for the settings contained in
order to configure the schedul ers.
s Schedul er Mode
Controls whether the schedul er mode is "Strict P
s Queue Shaper Enabl e
Controls whether the queue shaper is enabled for
s Queue Shaper Rate
Controls the rate for the queluC Fha7plddddn THWing tVval
i Bbps, -1la3nldfilen " Uvbipts'. iTshe ratyg rsundedrop to t h
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value supported by the queue shaper
Queue Shaper Unit

Controls the unit of measure for the queue shap
value is "kbps".

Queue $hRgdy @.e

The rate type of tahd ogweelu ev ad luaepse ra.r eT h e
LinSpecify that this shaper operates on |ine rat.
Dat@pecify that this shaper operates on data rat

Queue Sh&Lpedit

Controls whether tbhe equesltha pleas emraed ietd .
Queue Sclecelmprt i on

Control st wbhegqghewe has frame preemption enabl ed.
Queue Schedul er Weight

Controls the weight for this queue. Thel@e&fault
This parameter is only shown if "Scheduler Mode"

Queue Schedul er Percen

Shows the weight in percent for this queue. Thi
Mode" is set to "Weighted"

Port Shaper Enabl e
Controls whether the port shaper is enabled for
Port Shaper Rate

Controls the rmapgerf.orThHihe \alldued 8ils0 7wi&Oh r I hietd " t c
i Bbps, -la3nldvfAlen " Uvibipts'. iTshe rate is internally r ol
value supported by the port shaper.

Port Shaper Unit

Controls the unit of matesuae TlhbpsheopotrMbghapeT
is "kbps".
PorSthapeRaAtl®:.e

The rate pyptapfrt hdhe all owed values are:
LinSep:ecify that this shaper operates on |line rat
Dat@pecify that this shaper operates on data rat

Buttons

Save

Click to save changes.
Reset

Click to undo any changes made | ocally and rever
Bac:k

Click to undo any changes made | ocally and retur
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2-2% Port Tag Remarking

The Section pgevidasousevi ew of QoS Egress Port T
ports. Ot hers the ports belong to the currently
header .
Web I nterface
To configure the QoS Port Tag Remar king in he we|
1.Cl iCoknf i guration, QoS and Port Tag Remarking.
22Click wmhd BHospl ay the Qos Port Tag Remar king.
3.Scroll the Port and Tag Remarking Mode and speci
4. ClicBautmwe save the setting.
51 f you want to cancelketheéoseliichgthleemRegetu butt
prvei ously saved values.
QoS Egress Port Tag Remarking
D #1 EAE OEA 01 00 ET {
: \ 01T OO0 4AC 2A1 AOEET (
Porifl ]
Qo¥ Egress Port Tag Remarking Port 1
Tag [femarking Mode
(o [Reset] [anee)
ot 1f+]
Qoé 'Egress Port Tag Remarking Port 1
Tag Remarking Mode
[iave ) [Reset [ cancel]
QoS Egress Port Tag Remarking Port 1
Tag Remarking Mode
(CoS, DPL) to (PCP, DEI) Mapping
0 0
0 1
1 0
‘ 1
2 0 27+ [~
6 0
5 1
7 0
7 1 K
[Save | Reset cancer
Figure 2-25.6: The Port Tag Remarking
Parameter description:
. Port
The | ogical pocbont ai ntelde i et hiengsame r ow.
Click on the port number in order to configure t
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Mo d e

Controls the tag remarking mode for this port.
Classified: Use classified PCP/DEI values.
Default: Use default PCP/DEI values.
Mapped: Use map@Qe& cvémasisoasdoDP | evel
PCP/ DEI Configuration
Controls the default PCP and DEI values wused whe
(QoS class, DP |l evel) to (PCP, DEI) Mapping
Controls the mapping of the cl assi feisedwh(eQo St hcel a
mode is set to Mapped.
Buttons
Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
Cancel
Click to undo any changes made | ocally and retur
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2-25%Port DSCP

The section wild.l teach wuser to set the QoS Port
configure the basic QoS Port DSCP Configuration
settings relate to the cruerfrleencttleyd sbeyl e chtee do asgtea chke aud

Web I nterface

To configure the QoS Port DSCP parameters in the

1.Click Configuration, QoS and Port DSCP.

22Evoke to enable or disable the I ngress Transl ate
3.Scroll tosseRewrti tEggrpar amet er s
4. ClicBautmwe save the setting
51 f yott wa cancel the setting then you need to c
previously saved value
QoS Port DSCP Configuration
Ingress Egress
=
‘ o
2 0
[seve J[Reser]
Figure 2-25.7: The QoS Port DSCP Configuration
Parameter description:
. Port
The Port column shows the |ist of ports for whic
settings.
s l ngress
I n Il ngress settings you can change i ngress tro
i ndividual ports.
There are two confawgairlaabloea parlamegtes s:
1. Transl ate: To Enable the I ngress Translation c|

2. Clais€Clyassification for a port have 4 different

T Disabl e: No I ngress DSCP Classification.
1T DSCP=0: Classify if incoming (or transl at
T Selected: Classify only selected DSCP for

specified in DSCP Translation window for
T All: Classify all DSCP.

Egress

ed
w

t he

Port Egress Rewriting can be one of below par ame

T Disabl e: No Egress rewrite.
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B

1T Enable: Rewrite enable without remapped.

T Remap: DSCP from analyzer is remapped and f
DSCP value.

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-28BDSCPased QoS

The section wildl teach-Based QoScopfleguheatt Aédi P
you to configure the basic QoS DSCP based QoS
switches.

Web I nterface

To configumrRadgdd @P®FEPIClgassi fication parameters
1.Click Confi gubD8CPRaned.QO&S

22Evoke to enable or disable the DSCP for Trust

3.Scroll to select QoS Class and DPL parameters
4.Click the save to save the setting
51 f you want to cancel the setting then you need

previously saved values

DSCP-Based QoS Ingress Classification

DSCP

Fl
F
a
AR
s 8
1)
o
5
2

Sl (o] [B] [ ol [e] [a] [o] [o] [

< el <] |« IR R I K R
=l 2] [=] [ ol (o] [e] [e] [e] [e] [&
AIRREI RERIRRAS <)L <)l e e

[ save ][ Reset |

Figure 2-25.8: The DSCRBased QoS Ingress Classification Configuration

Parameter description:

B

DSCP
Maxi mum number of support ed DSCP values are 64.
Trust

Controls whether a specific DSCP value is truste
mapped t o @o &npbdePcLi fFirames with untrusted DSCP va
no-h P fr ame.

Cos

CoS value ca-i)be any of (O
DPL

Drop PrecedeX)e Level (0

Buttons

Save
Click to save changes.
Reset
Click tochadgeanmade | ocally and revert to previ
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2-2®DSCP Transl ation
The section describes the switch allows you to ¢
settings for all switches. DSCP translation can b
Web I nterface
To configure the DSCP Transl ation parameters in t
1.Click Confi gubD8CPoir a®@elSati on
2.Scroll to set the Ingress Translate and Egress R
3.3.Evoke to enable or disable Classify
4.Cl i chpptheg save the setting
51 f you want to cancel the settinglthen!| youeneed

previously saved values

DSCP Translation

Ingress

Egress

Glassify Remap

Ea— o E—
0(86) m]
: — o [E—
2 u]
& [E— o [C—
61 [CR— 0 R
63 63 ~ \;
[Save ] [Rese]
Figure 2-25.9: The DSCP Translation Configuration
Parameter description:
s DSCP
Maxi mum number of supported DSCP values are 64 &
6 3.
s l ngress
I ngress side DSCP can be first translated to nev
and DPL map.
There are two configuratilandmpar ameters for DSCP
1. TransbDSaGPe:at I ngress side cam3)beDICR nwdlau eed.
2. Cl as@liifgqyk to enabl e Classification at |1 ngres
s Egress
There are following configudrable parameters for
1. Remael ect the DSCP value from select menu t
DSCP value ranges from 0O to 63.
Buttons
s Save
Click to save changes.
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Reset

Click to undo any changes made | ocally and rever
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2-283 MSCP Classification

The section describes to teach user to QoSfigure
Class and DPL value. Others the settings relate t
by the page header.

Web Interface

To configure the DSCP Classification parameters i
1..Click Configuration, QoS and DSCP Transl ati on
2.Sckb to se

—

the DSCP Parameters
3.ClicBattlme save the setting

4.1 f yaorut wt o cancel the setting then you need to
previously saved values

DSCP Classification

CoS DSCP DPO DSCP DP1 DSCP DP2 DSCP DP2
:
2
s
s
6 0(BE) v 0BE) v
" oEE v

[ save |[ Reset |

Figure 2-25.10: The DSCP Classification Configuration

Parametesrcri ption:

Co

%]

Actual Class of Service
DSCP DPO

Select the cl ass6i3f)i §dorDDCR pv aPlreec e(dlence Level 0.
DSCP DP1

Select the cl ass6i3f)i €dorDIDCR pv aPlreec e(dlence Level 1
DSCP DP2

Select the cl| as s6i3f)iBfrdo pD SROYPe cvead eurec ¢ OLev el 2.
DSCP DP3

Select the cl ass6i3f)i €§dorDIPCR pv aPlrueec e(dlence Level 3.

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
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2-2511 ngress Map
Thpage allows to edit or create a single QoS I ngil
key and an action. The key indicates which field
specified by and according to the actriwlnes,Eaacrh |
mappings between possible keys and actions. Which
the sel ectTiypre,ofAcfpéoy Here it is possible to conf
Web I nterface
To conf ilgnugree stslaeMamet er sveibn itnh er f ac e:
1..Click Configutagresms ®ap and
2.ClicL@ttmeaddeatn§aw
3.Specify the I ngress Map parameters
4.Cl iSalkteo save the setting
51 f wamt to cancel the setting then you need to
previously saved values
Auto-refresn 0| Refresn || Remove All |
QoS Ingress Map Configuration
Map ID Key-Type Action-Type
®
Ingress Map Configuration
Ingress Map ID
Ingress Map Key
Ingress Map Action
cos [Disabled v
DPL Disabled v
PCP [Disabled v
DEI [Disabled v
DSCP [Disabled v
Cos D [Disabled v
(1o [ Reset | cancel]
Figure 2-25.11: The Ingress Map Configuration
Parameter description:
s Map 1 D
I ndicates t he Ma p ( wWn i@pbe) Whe.n Ramngediits mode
no-wonfigurabl e. However, it i smeprisin @ | & hrt ougohv etr
create mode.
s Map Key
I ndicates the Key type that wild/ be used to fil
mentioned above, map rules can have various keys
Possible Key types are:
PCRJsPCP as key for tagged frames and none for t}
PCPDEUse PCP/ DEI as key for tagged frames and no
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DSCPse DSCP as key for |1 P frames and none for th
DSCPPCPDEIUse DSCP as key for I P framed,nece/ D&t
the rest.

Map Action

I ndicates the Action type that wildl be used to f
menti oned above, map rules can have various act.i
set of them. Posasieble Action types

CoLl ass of Service

DPIDrop Precedence Level

PCHoirity Code Point

DEDrop Eligible Indicator

DSCPi fferentiated Services Code Point

CoS CdS | D.

Buttons

Save

Cliciveochanges.
Cance

Return to the ingress map page without saving th
Submit

Click to submit the map configuration and move t
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2-252Egress Map

This page all ows to eHdgrtesog Map adret ray sdtn gd et iQoeS. E

and an action. The key indicates which fields
by and according to the action. Each Map can

of
hol

bet ween possd baet ikeryss. aWhi ch of those rules wildl
sel ecti oy poef, (Meepye on Here it is possible to config

Web I nterface
To confi guEgr ahs nQpa@e web interface:
1.Click ConfiguEgteen, M®pS and

2.ClicL@ttmeaddeatngw
3.Specify the Egress Map Parameters.
4.Cl i ckattme save the setting

51 f wawmt to cancel the setting then you need
previously saved values

Auto-refresh (| Refresh || Remove Al

QoS Egress Map Configuration
Map ID Key-Type Action-Type

PCP DEI DSCP

Egress Map Configuration

Egress Map ID

MAP ID 0

Egress Map Key

Map Key CoS D v

Egress Map Action

PCP [Disabled v]

DEI [ Disabled ~]

DSCP [Disabled “]

[ submit || Reset || cancel |

Figure 2-25.12: The Egress Map Configuration

Parameter description:

Map 1 D

to

I ndicates t he Ma p ( wn idbgqlule) WhDe.n Ramngediits mode

no-wonfigurabl e. However, it is possible to
create mode.

s Map Key
I ndi d dhtee Key type that wildl be used to filter
mentioned above, map rules can have various

Possible Key types are:

CoS UdPe classified COS I D as key.

CoS -DPL: Useficeds€0S I D and DPL as key.
DSCHPse classified DSCP as key.

DSCPOPL: Use classified DSCP and DPL as key.
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Action: Map

I ndicates the Action type that wildl be used to f
menti oned above, mapowusgl astc@amshavai Vabl e and tl
set of them. Possible Action types are:
PCRPriority .Code Point

DEDr opgiBollie I.ndi cator

DSCPi fferentiated Services Code Point

Buttons

Save

Click to save changes.
Reset

Click to undo any changes made | ocally and rever
Cancel

Return to the ingress map page without saving th
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2-253Qo0S Control List

The section shows the QoS Control List (QcCL) , w
describes a QCE that is defined. daeh mawi maim. nu e
on the | owest plus sign to add a new QCE to the |
Web I nterface

To configure the QoS Control List parameters in t

1.Cl ick Configuratiaomnl, LQosst and QoS Cont

2.Clicl@ttlmeadd a new QoS Control List
3.Scrallll parameters and evoke the Port Member to j
4.Cl i ckattme save the setting

51 f waot to cancel the setting then you need to
previously saved values

QoS Control List Configuration

Action

®
QCE Configuration
Key Parameters Action Parameters
SMAC [Any __~ DPL Defaull v
- — o (T
Figure 2-25.13: The QoS Control List Configuration
Parameter description:
s QCE
I ndicates the index of QCE.
s Port
I ndicates the |list of ports configured with the
s DMAC
I ndicates the destination MAC address. Possi bl e

Any: Match any DMAC.

Unicast: Match unicast DMAC.

Mul ticast: Match multicast DMAC.
Broadcast: Match broadcast DMAC.
<MAC>: Match specific DMAC.
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The default value is 'Any'

SMAC

5

Match specific source MAC address or ' Any'
I f a port is configured to match on DMAC/ DI P, th
Tag Type

I ndicates tag type. Possible values are:
Any: Match tagged and untagged fr ames.
Untagged: Match untagged frames.

Tagged: Match tagged frames.

CTagged: -Maggeadh fC ames.

STagged: -Maggdédd Sframes.

The default value is '"Any'
s VI D
I ndi cvalteNs) [ (Deit her a specific VID or radn0ges of VI
or ' Any'’
s P @
Priority Code Point: Valid values of-1PGBR5dre spe
6-7,-30-7%4 or ' Any'
DEI

Drop Eligible Indicator: Valid value of DEI are
Frame Type
I ndi cates the tyfpoer oifncformainmmeg tfor a noeosk. Possible fr;
Any: The QCE will match all frame type.
Et hernet: Only Ethernet Ox&mé&Eds ) (wirteh abEtdl mevedType
LLC: Only (LLC) frames are allowed.
SNAP: Only (SNAP) frames are all owed
| Pv4: Thle nmQeCtEc widnly | PV4 fr ames.
|l Pv6: The QCE will/l match only | PV6 frames.
Acti on

5

I ndicates t he classification acti on taken on i
matched with the frame's content.

There are three action fields: Class, DPL and DS
Cl ass: Classified QoS Cl ass; if a frame matches
DPL: Drop Precedence Level; if a frame matches

di spl ayed under DPL col umn.

DSCP: I f a frame matches the QCE then DSCP will
under DSCP col umn.

Port Me mber s

Check the checkbox button in case you what to ma
default all ports wild.l be checked

Key Paeamet
Key configuration are described as bel ow:
DMAC Destination MAC address: Possible values a
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" Any
SMAC Source MAXCXxddrrels S »x ts OUI) or ' Any'

Tag Value of Tag field ocan Aney''.Unt agged', ' Tagge
VI D Valid value of VLAN I D -4@85ber anfny'aj ueseéen
either a specific value or a range of VI Ds.

PCP Valid value PCP ar e spectilf, i3c2-5(407,6-310;7 2 ,0r3, 4,
" ANy’

DElal¥Vd value of DEI can be "0', '1°' or " Any'
Frame Type Frame Type can have any of the foll ow

1.Any

2Et hernet
3.LLC

4, SNAP

51 Pv 4

6.1l Pv o6

@ NOTE: All frame types are expl ai
1. Awmlyl:ow all types of frames.

2. Et hetrmertnet Type Valid Ethern
OX6-00FFFF or ' Any', default valu

3. ISIs@P Address Valid SSAP(Sour
vary from O0x00 to OxFF or ' Any',
DSAP AddressDe/atl ii Wla tDISAP (Ser vi ce

from 0Ox00 to OxFF or '"Any', the
Control Address Valid Control Ac
"Any', the default value is 'Any

4. SNRPD :Valid PID(a.k.avBthbher we

O0xe0x FFFF or " Any"', default wvalu
5. | Prvalt. oc ol I P pr @t5k¢g o IT CrPu by e rU:L
Source | P Specific Source | P adc
and Mask are in the for marte xdeyciz
numbers between 0 and 255. |\Aietn

binary string and read from | eft
must also be zero DSCP Diffseryv
specific value, r. a rbgseC Po fv a aulewse ac
0-63 incl udiCfSgr,BEHEF-ASB43AF11

I P Fragment |1 Pv4 frame fragment e
Sport Source TFECPYID)P @ror'tAny , s
applicable for | P protocol UDP/ 1
Dport Dest/idBPi p@ab 8PP or ' Any' ,

range applicable for I P protocol
6. | Prv®dt oc ol I P pr @t5ckg o IT CrPu by e rUiL
Source | P I Pv6e source address: (
DSCP Diffserv Codg :Pditntcawnalbee s
of value or " Any' . DS®@P3 vianculeusdie
CS-CS7, EF-AdFr43AF11

Sport Source TFTECPYIDP @ror'tAny' , s

applicable for | P protocol UDP/ 1
Dport Destinati o®59&%)Y UbP pAmy " (
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range applicable for | P protocol

s Action Configuration

Co:s c k7a)s"s, (dbeafsaiucl tcl assi ficati on

DP Valid DP LE3)v'e | -dbeafraiubletc ( @ssi fication

DSCWwal id dscp v@6BueBESTCSEF(AFr43AFDOY ' Defaul t'’
'"Default' means that the default classified valu

Buttons

Save
Click to save changes.
s Reset
Click to undo any changeg emadda sll ggc slalviedanwvdl ruewser
Cancel

Return to the previous page without saving the <c

2-254St oPml i ci ng

There is a unicast storm rate control, mul ti cast :
control. These only affect flooded frames, i.e. f
on the MAC Address tabl e.
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The configurationtéeadpaakes taeepomitni cast, mul
across the switch.

Web I nterface

To configure the Storm Control Configuration par a
1.Click ConfiguratPohiciQe®& and Storm

2Evoke to selectemnhkl éramer nhypent ool

3.Scroll to set the Rate Parameters

4. Clickaitlwe save the setting

5.1 f yaorut wt o cancel the setting then you need to
previously saved values

Global Storm Policer Configuration

Frame Type Enable Rate Unit

Unicast 0
Multicast O
Broadcast 0

Port Storm Policer Configuration

Unicast Frames Broadcast Frames Unknown Frames

Port Enable

x
)
£

Unit Enable Rate Unit Enable Rate Unit
0 500 O 500 0 500
50 8] 500 ] 500 0 500
52 0 500 0 500 0 500

| Save H Reset ‘

Figure 2-25.14: The Storm Control Configuration
Parameter description:
Gl obal Storm Policer Configuration

s Frame Type

The frame type for which the configuration bel ow
s Enabl e
Enable or disable the gl obal storm policer for t

Rat e

Controrlast @ hffor the global storm bell3iled8wMerThi s va
"Unitpgsier kdm@Bsl,@Bamd " Aknfipts" oirs Mbps. The rate is

rounded up to the nearest value Swpported rmhyt dhe
divisible by 10 fps or 25 kbps.

Uni:t
Controls the unit of measur e ffposr, tkhfep sg,| okbbapls sotro ri
Port Storm Policer Configuration
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Port

The port number for which the configuration belo

s Enabl e
Enablde scarbl e the storm policer for this switch p
Rat e

Controls the rate for the port 1se18d@d8yildd/in cer . Th
"Unitgsioer kd@Bsl,@Bamd " Aknfipts" oirs Mbps. The rate is
rounded up $b vahlueaesupported b$upperpedtrat es ma
divisible by 10 fps or 25 kbps.

Uni:t
Controls the uni poosft omema pwrl éf gfeso,r rkidhpes ,askbps or M

Buttons

s Save
Click to save changes.
s Reset
Click Boyucttanges made | ocally and revert to pre

2-2539 WRED

This page allows you to configure the Random Ear |l
Through different RED configuration foRandcdemaqqueue:
Early DoMREPt opear ati on bet ween queues.

The settings are glsowiatlchf.or al | ports in the

Web I nterface
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To configure the Storm Control iCotndrifgauoea:iti on par a
1.Click ConfiguwREDon, QoS and

2.Specify the WRED parameters in the table
3.Clickattwe save the setting

4.1 f yeorut wt o cancel the setting then you need to
previously saved values

Weighted Random Early Detection Configuration

Group

1

1

1

Queue DPL Enable Min Max Max Unit
: 1 g
D a .

Drop Probability v
Drop Probability v
Drop Probability v

100 nop

ol [a o
3| |8 3

‘ Save H Resst ‘

Figure 2-25.15: The WRED Configuration

Parameter description:

B

Group

The WRED group number for which the configuratio
Queue

The queue number (CoS) for which the configurat:.i
DPL

The Drop Precedence Levelbefloorw wahpipclhi eesh.e conf i gur

Enabl e
Controls whether RED is enabled for this entry.
Mi n
Controls the | ower RED fill l evel threshol d. | f
the drop probability is 2zeGW®O%. This value is rest
Ma x
Conttbesupper RED drop probability or Dibp | evel
PrecedenzeOLeyell ow frames). -ITBO&%.value is restr.]

Max Uni t

Selects thePossitbfervaManxes ar e:

Drop ProbaMaxitcgntrols the drop probability just
Fill Mexedantrols the fild]l l evel where drop probas
RED Drop Probability Function

The foll owing il |l utrrodbtaibdnd ighyowertstues dridp | evel

parameters.
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B

Drop Probability A

Max. Fill Level

100%

Max. Drop Probability

Min is the
Precedence
| f Max Uni
fildl |l evel
| f Max Uni

reaches

A ——
Min. Threshold
|1 | evel wher e
Level > 0 (yellow

= Fill Level

the queue randomly s
frames) .

S Drop Probabsi Itihtey "d r(otph ep rgorbeaebni Iliitny
just below 100 %.

s " Fill Level (the red | ine), Ma x
This configuration makes it possib

excluoirvdlrmmes mar ked with

portion

Buttons

Save
Click t

Reset
Click t
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Drop Precedence Level
c a-lIMaxl)ated as (100

Frames marked
The drop
l evel) to

with Drop Precedence Level 0 (gree
probability for frakies awerageegué¢uaefairl
Drop Probability or Fill Level

l ocally and rever



2-26 Mi rroring

To debug network prabfemscasebectepgi ed, or mi

frame analyzer can be attached to
The traffic to be copied on the mi
Al | frames received on a givenmpon
All frames transmitted on a given

Web | nterface

To configure the Mirror in the web interface:
1.Click Configuration and Mirroring

2.Click the session I D into mirror global set
3.Scrtod lsel ect Port to mirror on which port
4.Scroll to disabled, enable, TX Only and RX
5 Click the apply to save the setting

6.1 f you want to cancel the setting then you

It will r ev esratv etdo vparleuveisous | y

Mirror & RMirror Configuration Table

Session ID Mode Type VLAN ID Reflector Port
1 Disabled Mirror
2 Disabled Mirror
3 Disabled Mirror
4 Disabled Mirror

5 Disabled Mirror

Mirror & RMirror Configuration

Global Settings

analyze the

rror port i

tor{ialggo known

port (al so

Session ID [1

Mode [Disabled v]
Type [Mirror v]
VLAN ID 200

ReflectorPort Port 1

Source VLAN(s) Configuration

o R

Port Configuration

Port Source Destination

[= vl O

Port1 [Disabled vl O
Port 2 [Disabled s
Port 51 [Disabled vl O
Port 52 [Disabled <10
CPU | Disabled v

Figure 2-26: The Mirroring Configuration
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Parameter description:

B

B

5

B

Session

Select session id to configure.

Mo d e

Sel ect mirror mo d e .

Rx only Frames received on this port are mirrore

not mirrored.

Tx only Frames transmitted on this port are mi
not mirrored.

Di sabled neither ffaamsestreasmveéededr @eomi rrored.

Ty p:e

di sabl ed

rr

a

Enabled Frames received and frames transmitted
@ NoOTE For a given port, a frame is only transmitted once. It is therefore
not possible to mirror Tx frames on the mirror port. Because of this,
mode for the selected mirror port is limited to Disabled or Rx only.
Select switch type.
Mi rtor
The swstcanning on mirror mode.
Theour ce amdrets(td )natairen Iparatt ed on t his switch.
Source:
Tk switch is a source node for monitor fl ow.
Theour ce , rpeofrite(csoe poctated on this switch.
Rmirror Destination:
The switch is an end node for monitor fl ow.
Theestinatiion |pccratt(esd) on t hi s switch.
VLAN: I D
Th¥LAIND points out where the moni tWlrAINDa d ke t2 0vi. | |
Refl ector Port
Theefl ecti ar apoiredt hroeddi rect the traViAN Athoy Rleemad tcee
connected to a port set as a reflector port |l os

I n the stackimndg tmode, excdu srwéad ch | D to select the
I f you shut down a port  reiftt ecammotpolrd .a candi dat
I f you shut downrefhéepodootr whbirth itHearemote mirro

Not eTtlhreef |l echeedpot onkgSoeursove t ch t ype.
Not eT2h:eef |l echeedgoto disable MAC Table | earning
Not efT3hceef |l ecobot ypsupports on pure copper ports.

Source VLAN(s) Configuration

C

The switch canbau@goMitsr &LIANg. tlofr ywoumewad/rLtANtso omo

switch, you can set the selected VLANs on this

f

Not eTth:e Mirroring session shall have either port:

Remote Mirroring Port Configuration
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Port

The | ogical port forthbhdesametiogs contained in
Sour:ce

Select mirror mode.

Di satlNleed her frames transmitted nor frames recei\
BotHr ames received and frames Desnhsmatied poet mi |
R x olRl ymes received on this Deemhtat iaome mport or d&d
transmitted are not mi rrored.

Tx omdagmes transmitted on thiDsespomtiatiaoer mortor e
received are not mirrored.

Destinati on

Select destination port.

This checkbox is designedgfor mirror or Remote N
Theestinatiisona psowitt ched port t hat you receive a
port.

Not el: On mirror mode, the device only supports

Note2de®heénatniecerdspadrot di sabl e MAC Table | earning.
Buttons
Save

Cl itok save changes.
Reset

Click to undo any changes made | ocally and rever
Cancel

Return to the previous page without saving the <c
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2-27UPNP

UPnP is an acronym for Universal Plug and Pl ay.
connect seamlessly and to simplify the implementa
communications, and entertainment) larfd eidn i aesrnt@mdd &

of comput er component s

Web I nterface

To configure the UPNnP Configuration in the web in
Click Configuration and UPnNnP.
Scroll to select the mode to enable or disabl e

1
2
3. Specify the parameters in each blank field.
4, Cl isat® save the setting.

5

I f you want to cancel the setting then you nee
previously saved values.

UPnP Configuration

Mode [Disabled v

TTL 4

Advertising Duration ‘ 100 ‘

IP Addressing Mode Dynamic v

Static VLAN Interface ID ‘ 1 ‘

‘ Save H Reset ‘

Figure 2-27: The UPnP Configuration

Parameter description:

s Mo d e
I ndi cates the UPNnP operation mode. Possi ble mode
EnablEedéhcbl e UPNnP mode operation.
Di sabDiesdabl e UPnP mode operation.

When the mode is enabl ed, t wo ACEs are added aut
to CPU. The ACEsramevadtwhman itclae Imode is disabl e

TTL

The TTL value is used by UPNnP to send SSDP adver
range 1 to 255.

Advertising Duration

The duration, carried in SSDP packetoel pei mnsed

how often it or they should receive an SSDP adyv
control point does not receive any message withi
no | onger exists. Due to thetamderld aibtl ei :1att @c @ mi
that such refreshing of advertihsad mhemtfs tthe kaa vaao
duration. In the implementation, the switch send
onbal f of the advertissicroghddur avtailard miad wse s3 @Gr e i
86400.

s | P Addressing Mode

| P addressing mode provides two ways to deter min
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for UPnP. UPnNnP modul e

Dynami c: Default selection

the switah fdewiscea.hel first available system | P ac

Stati c: User specifies the I P interface VLAN for
Static VLAN Interface | D:

The index of the specific IP VLAN inteMbddadee. It

is static. Valid configurable values ranges from

Buttons

Save

Click to save changes.

Reset
made | ocally and rever

Click to undo any changes

2-28MR P
El ectr-@t e ohrmivd ale sC

n I nternational
topology for i

MRP, defined i
in a ring network

fast convergence
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A ring of Et hernet switches can use the Media Re

f ai lausrteerf t han with STP. An MRP network consists
swi tch; the rest of the switches are clients. The
form the ring or a single port coaftguarda diss ablsda
STP.

2.28.1 Ports

This page all ows MBRmemeré¢aeankiegui emgtshé or all switec

Web Interface

To conf iMRR ePGomesi gur ati on in the web interface:
1.Click ConNMRRuarmd i Pxr t
2Specify the parameters in each blank field.
3.Cl isakt® save the setting.

41 f you want to cancel the setting then you neec
previ ousvayl ueasv.e d

Auto-refresh O | Refresh |

MRP Overall Port Configuration
Port Join Timeout Leave Timeout LeaveAll Timeout Periodic Transmission

0 0 1000 )

0 1000 (

0 1000

50 0 1000 (

51 0 1000 (

52 0 1000 ]

~
IS <] ) ™ o
S| S =1 S 3

m]

‘ Save H Reset ‘

Figure 2-28.1: The MRP Ports Configuration

Parameter description:
s Port
The port number for which the following configur
Join Timeout

Controls the timeout MRRpplki datiinonTsi menm tf loirs ad wi
val ue i s n-@€cternitcitseedc otnod s .

Leave Timeout

Controls the timeout MRRphpd ilcemaveonBi menr tfhars aslwli
value is 1©80300¢ermtiesletco@nds.

LeaveAll Ti meout

Controls the timeout oOMRRPhpelLieatae ASnlswbihrmdth pfoort . a
value is nO®ODO Dcletnetd steoconds.

Periodic Transmission

Enable or disable the PeriMRFRppglranamiensononf éai.
port.
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Butn s

Save

Click to save changes.
Reset

Click to undo any changes made | ocally and rever
Ref r:iesh

Click to refresh the page.
Aut-roef r:esh

Check this box to refresh the pagevadsyeocmandsc.al |y

.28.2 MVRP

This section all owsMVR&®U obal cantli pere pohé setting
page is divided intpemongt obanfisget atoinomnsleati on.

Web I nterface
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To conf iMRPFRF ePGomesi gur ati on in the web interface:
1.Click ConWMRRuarad i MWRP

2.Specify the parameters in each blank field.
3.Cl isakt ® save the setting.

41 f you want to tchmenrceyyou hreeedetttd ngl i ck t he Reset
previously saved values.

Auto-refresh (] | Refresh |

MVRP Global Configuration

Global State [Disabled ~

Managed VLANs ‘174094

MVRP Port Configuration

Port Enabled

Figure 2-28.2: The MRP Ports Configuration

Parameter description:
Gl obal : St at e

Enabl e or MVRBRmdteoctohle gl obal l y. This wil! enabl
globally and at the same time on the switch port

Managed VLANSs

B

This field shows the managed VLANSs, i . e. the V
def aul t VL AoMhst § 9a4dr e managed, i . e. t he entire r
| EEE8 @2D.14Q f or MVRP. However this range can be |
the individual el ements are separated by comma
separatingndheppewebowand.
The following example wil.l createl VIGANZ2O0Q, 30L0.,
Spaces are allowed in between the delimiters.
. Port
The port number for which the following configur
s Enablt ed
Enabl e or MVYRpBrbdteoctohhe on this switch port. Thi s

protocol on the switch port given that MVRP is a

Buttons

s Save
Click to save changes.
s Reset
Clickdd oarum changes made | ocally and revert to p
Ref r:esh

Click to refresh the page.
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5

Autroef r:esh

Check

t

his box to refresh the
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2-29GVRP

The GeneriRe®@itdtrr @dtuiten Protocol ( GARP) provides a
devices in a bridged LAN, e.g. endrsgastensaandibp

values, such as VLAN I dentifiers, with eatcoh ot her
devices in the bridged LAN, and these devices for
active topology. GARP defines the architecture, r
variables for theemgeéegitstatatonoamsamadtdeée bute val

A GARP participation in a switch or an end statio
and a GARP Information Declaration (GI D) componen
The propagation of informationamet wpehi GARP omail mi

bridge is carried out by the GARP Information Pro
exchanges take place between GARP participants by
group MAC address and PDU f or matondefoinrced nfedr.

2-29. 1 Gl obal Config

This page allows you to configure the basic GVRP Configuration settings for all switch ports.

Web I nterface

To configure the GVRP in the web interface:

1.Click Configuration, GVRP and Gl obal Config

22 Evoke t o deinsaabbllee otrhe GVRP.

3.Speci ftyi ndeo,i-nl ereev, e Lteiame, AMax VL ANS
4.Cl iSalteo save the setting.
5

.1 f you want to cancel the setting then

It will revert to previously saved values.

‘ Refresh ‘

GVRP Configuration
(JEnable GVRP

Parameter Value
Join-time:
Leave-time:
LeaveAll-time:

Max VLANSs:

o
3
5

‘Save|

Figure 2-29.1: The GVRP Configuration

Parameter description:

Enabl e GVRP globally

The GVRP feature is enabled by setting
GVRP.

GVRP protocol timers
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Joditmme is a val-2@& s$inn tthhee urmmange of ceotioseconds,

hundredth of a secosnd. The defaul t is 20
Leatvieme is a val ux0d$n tthhee ruannigtes 600f centi second:
hundredth of a secosnd. The defaul t i s 60
Leavd iMmMel is a values50@@ nhéehebngentsiO0deconds, i . €
of one hundredth of a sscond. The default is 100

Max number of VLANS

When GVRP is enabled a maxi mum number of VLANs s
default this number is 20. This nsmbernednodbdnmnly

Buttons

Save

Click to save changes.
Reset

Click to undo any changes made | ocally and rever
Refresh

Refreshes the displayed table starting from the
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2-29. 2 Port

Parameter

5

Config

This page all ows youGMUPRComdn fgiuguartd otnhes edhadings for
The settings relate to the currently selected uni

Web I nterface

To confi

1.Cl i ck
2.Evoke

4.1 f you

It wi |

GVRP Port Configuration

Port

‘ Save H Reset ‘

gure the GVRP in the web interface:

Configuration, GVRP and Port Config

to enable or disable the Mode.

3.Cl isakt ®

save the setting.
want to cancel the setting then you need

r euvse ryt staov epdr evvailou e s

Mode

Disabled v
Disabled v

Disabled v

Disabled v
Disabled v

Disabled v

Iy

Figure 2-29.2: The GVRP Configuration

description:

Port
The Port column shows the |list of ports.

Mo d e
This configuration is to enable/disable GVRP Mod
Di sabl e: Select to Disable GVRP mode on this por

GVRP Enabl e: Select to Enable GVRP mode on this

Buttons

Save
Click

Reset
Click

t

(@]

save changes.

(@]

undo any changes made | ocally and rever
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2-36 FIl ow

The sFlow Collectorswcoahi er mbhohofed tahd modi fie
configuration is divided into two parts: Configur
coll ector) and epoonrfti gfulroawt i annd ocfo upnetrer sampl er s.
sFIl omwf icgpur ati on i s nvootl apteirlsei smeendo rtyo, nmawohni ch means t
master change will disable sFlow sampling.
Web I nterface
To configure the sFlow in the web interface:
1..Click Configuration and sFI ow.
2.Set the parameters.
3.Cl isakt® stahvee setti ng.
4.1 f you want to cancel the setting then you need
It wil |l revert to previously saved values.
|Refresh‘
sFlow Configuration
Agent Configuration
IP Address 127.0.0.1
Receiver Configuration
Owner <none= Release
IP Address/Hostname |0 0.0.0 |
UDP Port |6343 |
Timeout |[) |second5
Max. Datagram Size |1400 |byles
Port Configuration
Flow Sampler Counter Poller
Port Enabled Sampling Rate Max. Header Enabled Interval
0 L ] 12 0 [
1 m] 0 128 (m] 0
48 O 0 128 (m] 0
49 o 0 128 (m] 0
50 O 0 128 O 0
51 O 0 128 O 1)
52 o 0 128 (m] 0
[ save || Reset]
Figure 2-30: The sFlow Configuration
Parameter description:
Agent Configuration
s I P Address
The | P addrAgsesntuslePd aadsdr ess in sFlow datagr ams.
wi || identify this agent over extended periods o
Both I Pv4d and | Pv6e addresses are supported.

Receiver Configuration
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Owner

Basically, sFlow can be cocfalgmaeadagiemenwouwawng: t
or CLI inter BAMP Dhi-drmirwafthyihel d shows the owner o
configuration and assumes values as foll ows:

Al f sFlow ingcondrirgaimteldy uncl ai med, Owner contains
Alf sFlow is currently configured through Web or
|l ocal management >,

Alf sFlow is currently configured through SNMP,
sFl owerrecei v
I f sFlow is configur ed-etxhcreoputg hf oS NoMFh, ¢ aaR e | ecaosnet r o |

di sabled to avoid inadvertent reconfiguration.

The Release button allows for releasing the curr
button is diissabdwdr ertlIsylwmwcl ai med. | f configure
must be confirmed (a confirmation request wil/l a

| P Address/ Host name

The I P addr ess or host name of t he sFl ow receiyv
supported.

UDP Port

TheDPort on which the sFlow receiver |listens to
default port (6343) is wused.

Ti meout

The number of seconds remaining beffdroev avmelri o
rel eased. Whi | e active, t he current ti me l eft
Ref rtewtht on. I f locally managed, the timeout <can
any other settings.

Ma x . Datagram Si ze

The maxi mum nuimpéesot hdataan be sent in a singl
should be set to a value that avoids fragment at
200 to 1468 bytes with default being 1400 bytes.

Port Configuration
Port
The port number ffiogrurwahtiicohn tbheedd ocwonapp!l i es.

FI ow Sampler Enabl ed

Enables/ disables flow sampling on this port.

FI ow Sampl er Sampling Rate
The statistical sampling rate for packet sampl i
the packets transmittt.ed/ received on the por
Not al |l sampling rates are achievabl e. | f an un
switch will automatically adjust it to the cl ose
field. Vali d&32r7eénilge is 1 to

FIl ow Sampler Max. Header

The xmanum number of bytes that should be copied
datagram. Valid range is 14 to 200 bytes with de
I f mdxi mum dateadgoeasm nsotz take into account the 1
samples may be dropped.

Counter Pol | er Enabl ed

Enabl es/ di sables counter polling on this port.
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Counter Pol |l er I nter val

With counter polling enabl-éd, steebatdewgeoruinftieeas t h
poll er ¥Yalmpd esange is 1 to 3600 seconds.

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever

Rel ease
See descri@Pwhen under
Refresh

Click to refresh the page. Note that unsaved cha
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2-3 1D D M1

DDMI or DDM, its full name is Digital Di agnostic

in optical modul es so t hati mes eprasr aanert e ms n iotf o ro ptt h &
These parameters include working temperature, wor
and receiving optical power , et cmatiaomnd ocfant hael snoo dc

and prompt alarms/ warnings.

Web Interface

To conf iDMCeo ntfhiegur ati on in the web interface:
1.Click ConbDbDMULTration,

22Evoke to enable the DDMI Mode

3.Clickattlbe save the setting

4.1 f you want to cancel the setting then you need

't will revert to previously saved values

DDMI Configuration

[Disabied +

‘ Save H Reset |

Figure 2-31: The DDMI Configuration

Parameter description:

5

Mo d:e

Il ndi cates the DDMI mode operation. Possi bl e mode
EnablEedéhtbl e DDMI mode operation.
Di sabDiesdabl e DDMI mode operation.

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made |l ocally and rever
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2-32DLD

Unidirectional Li nk DRotredtoicod @WUWRWD)X oi o ed elranj enre t
of a |ink. UbeEDpidepeecee anhd deter issues that aris
UDLD hedrpesvamt f or vwaardd ibn ga clkohoop siindge notfi ftyriaff g iacn cb ya ct
| ogi cavhy o htehnakts woul d ot herwi se go undetected.

Web | nterface

To conf ilylriken tthhee web interface:

5, Click ConbUDpgDrati on,

6.Scroll to select the Severity Level

7.Specify the parameters in each blank field.

8 Click the apply to save the setting

9.1 f you want to cancel the setting then you need
't will revert to previously saved values

UDLD Port Configuration

Port UDLD mode Message Interval

1 Disable v
2 Disable v

3 Disable v

50 Disable v
51 Disable  ~

52 Disable v

‘ Save H Reset |

Figure 2-32: The UDLD Configuration
Parameter description:
s Port
Port number of the switch.
ULLD Mode

Configui®smacee on a port. DVasladremmaalldggs e aagiev e.
Default mode is Disabl e.

Di sabhedi sablUdbdDmadbm,al ity doesn't exists on port

Nor mah nor mal mode, if the Iink state of the por
wi || not affect the port state.
Aggreslsn veaggressive mode, wunidirectional detecte

badkhe ports up, UDe®d thatdi sabt e

Message I nterval

Configures the per iUbd®rodb et i mes shaegense eairh at are i1
advertisement phase and are determined to be bi
seconds(Default value is 7 seconds) (Currently de
of detailed information in RFC 5171).

Buttons

Sav.e
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http://192.168.2.1/help/glossary.htm#UDLD
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5

Cl
Reset

Cl

c k

c k

t

t

0 save changes.

o undo any changes made
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Chapter 3

Monitor

This chapter describes alll of the basic netwo
2 network protocol (e. g. NAS, ACL, DHCP, AAA
Switch.
3-1 System
After you login, the switch.shihws ywawet Hes odyedtaaurht
the basic informationMod@el hd8wmly s eémmbDeds@adl tpaid to g
docad,Syastem UpFiDimwar ed6 ,Vieaseti oMa c 6 ADdedvri ecsesWP b h t
this informati omne syoofut wairlel vkenrosw otn used, MAC addr
many ports good and so on. This is helpful while
3-1.1 Information
The switch system information is provided here.
Web interface
To display System linnftoernfaacieoon i n the web
1.Click Monitor, System and I nformation.
2.Check the contact information for the system adm
of the switch. Also indicate the | ocal ti me zoni
3.Cli ckRef hé&sh

System Information
System
Contact
Name
Location
Hardware
MAC Address
Chip ID
Time
System Date
System Uptime
Software
Software Version
Software Date
Code Revision

Licenses

Parameter

00-22-33-aa-bb-ff

VSCT468
1970-01-02T03:39:23+00:00

1d 03:39:23

2023-11-20T14:52:33+08:00
10d851f+

Details

Figure 3-1.1: System Inform ation

description:
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Contact

The system contact configured in Configuration |
Name

Di splays-dehenedesystem name t hat configured 1in

Configuration | System Name.

Location
The system |l ocation configured in Configuration
MAC Addr ess
The MAC Address of this switch.
Chip: I D
The Chip I'D of this switch.
System Dat e

The current (GHRNTYHd dnpseemThiemsystem time is obta
server running on the switch, i f any.

System Upti me
The period of time the device has been operation
Sof t weerresi on
Di spl ays ®©bétwerséeon number.
Sof tware Date
The deatne twhhe switch software was produced.
Code Rewvi sion

The version control identifier of the switch sof
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3-12L ED

The switch system LED status is provided here.

Web interface

To dilspDrmayt he web interface:

1.Click

Moni t ot EDSystem and

2.Checkear type

4, Cl i c kRe

System LED Status

Auto-refreshL‘ Refresh H Clear |

Clear Type

Description

Par ameter d

f h& s h

(AT

System LED: green, solid, normal indication

Figure 3-1.2: System Inform ation

escription:

s Cl ear :Type
The types of system LED status clearing. Possi bl
Al Cl.ear all error statbws koft ot m@orsmadt emdiERtammad.
Fat@lear fatal error status of the system LED.

Soft w@lrear generic software error

The de
Buttons

Autroefres

Check
s Ref r esh

Click
s Cl eaar

Clear

Desription

scription of system LED.

h

status of t he

t hi s box taoutroenfarteischaltlhye pAauggeo mati ¢ r ef r esh

to refresh the page.

the selected error status
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5

3-13CPU Load

This page displays the CPU load, using an SVG graph.

The load is measured asaveraged over the last 100ms, 1sec and 10 seconds intervals. The last
120 samples are graphed, and the last numbers are displayed as text as well.

In order to display the SVG graph, your browser must support the SVG format. Consult theSVG
Wiki for more information on browser support. Specifically, at the time of writing, Microsoft
Internet Explorer will need to have a plugin installed to support SVG.

Web interface

To diGPU abioradt he web interface:

1.Click MonitoPU System and
2.Cl i ckKRef h@sh

CPU Load

100ms 0%

Buttons

Auto-refresh

Isec 2% 10sec 2% (all numbers running average)

75%

50%

25%

Figure 3-1.3: CPUInform ation

Autroefr esh

Check

this box to refresh the page automati
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3-141

P Status

This page displays the status of the IP protocol layer. The status is defined by the IP interfaces,
the IP routes and the neighbour cache (ARP cache) status.

Web I nterface

Interface
VLAN 1
VLAN 1

VLAN 1

IP Routes
1Pv4

Network
192.168.2.0124
IPV6
Network

1680:/64

1Pv4
IP Address

192.168.2.100

1Pv6
IP Address

To display the IP interfaces information in the web interface:

1.Cl| iMokni t or, System and | P Status.

2.Di spl ay temses limfaddrati on.

Auto-refresh D)
IP Interfaces

Type Address Status
LINK 00-22-33-a2-bb-ff <UP BROADCAST MULTICAST>
1Pvd 192.168.2.52/24

IPv6 1680::222:33ff feaa:bbfiIG4

Neighbor cache

Link Address

VLAN 1:00-80-4c-38-00-68.

Link Address

Figure 3-1.4:The IP Status

Parameter description:

P I nterfaces
nterface

Show the name of the interface.

. Type

Show the address type of tbe ERV6Y. This may

s Addr ess

Show the current address of the interface (of
s Status

Show the status flags of the interface (and/or

P Routes

Net wor k

Show t he desst/ilnPavtéivonk | €r host address of this

Gat eway

Show t hwaygatdadress of this route.

Status

Show the status flags of the route.

Nei ghbour cache

© ALLNET GmbH Computersysteme 2024 — All rights reserved
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I P Address

Show the I P address of the entry.
Link Address

Show the Link (MAC) address for which a binding
Buttons

Autroefr esh

Check this box to refresh the page automatically
Refresh
Click to refresh the page i mmediatel y.
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3-151 w4

Par ameter

5

Routing I nfo. Base

This page displays the status of the IP protocol layer. The status is defined bythe IP interfaces,
the IP routes and the neighbour cache (ARP cache) statusThis table provides IPv4 routing

status.
Navigating the Routing Infomatoin Base Table

Each page shows up to 999 table entries, selected through the "entries per page" input field.
When first visited, the web page will show the beginning entries of this table.

The "Start from ID" input field allow the user to change the starting point in this table.

Clicking the button will update the displayed table starting from that or the close st next entry

match.

In addition, these input fields will upon a button click - assume the value of the first

displayed entry, allowing for continuous refresh with the same start input field.

Web | nterface

To display the IPv4 routing status in the web interface:
1.Cl i ck
2Di spl ay telses limfaddrati on.

Routing Information Base

Start from Netw:)rk / Protocol NextHop wﬁh entries per page.
Godes: C - connected, S - static, O - OSPF, R - RIP, * - selected route, D - DHCP installed route
1-1oftentry Auto-refresh () ‘m‘ << || << || 5> | >3
Protocol Network/Prefix NextHop Distance Metric Interface
c* 192.168.2.0/24 - - - VLAN 1 02:19:50

Figure 3-1.5:The IPv4 Routing Info Base

description:

Protacol

Monitorl,P4dSyRoamiangd | nf o.

Uptime (hh:mm:ss)

0.

The protocol that installed this

DHCH:he route is created by DHCP.

Connecltheed:destination network is

St atThe: route is created by wuser.

OSPFhe route is created by OSPF.
Net wor k/:Prefi x

Net wor k and prefix (example 10.
Next Hop

Nexhtop | P adzderresses ndAthtes the |

Di stance

Di st ance of the route.
Met rii c
Metric of the route.

I nter:face
Nexhtop interface.
Upti me(hh: mm: ss)
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created

Time (in seconds) since this route

St at e

Destination is active.
Buttons
Autroef r:esh

Check this box to refresh the

aut omat i

Refresh

Click to refresh the page i mmedi ately.
| <<

Updates the table entries, startd.i

idisplayed, the button is disabl

< <

Updates the table entries, endi

the first entry of the tabl e i
> > |

Updates the table

the | ast entry of the table is
> >

Updates the table entries, endi

di splayed, the button is disabl
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3-161$6 Routing Info. Base

This page displays the status of the IP protocol layer. The status is defined by the IP interfaces,
the IP routes and the neighbour cache (ARP cache) statusThis table provides IPv6 routing

status.
Navigating the Routing Infomatoin Base Table

Each page shows up to 999 table entries, selected through the "entries per page" input field.
When first visited, the web page will show the beginning entries of this table.

The "Start from ID" input field allow the user to change the starting point in this table.
Clicking the button will update the displayed table starting from that or the closest next entry

match.

In addition, these input fields will upon a button click - assume the value of the first
displayed entry, allowing for continuous refresh with the same start input field.

Web | nterface

To display the IPv6 routing status in the web interface.
1.Click Monitorl,P6SyRoammiaingd |
2.Di spl ay telses limfaddrati on.

Routing Information Base

Start from Network‘feSD ‘ ‘ Protocol [Connected | NextHop‘

Codes: C-

nf o.

connected, S - static, O - OSPF, R - RIP, * - selected route, D - DHCP installed route

T-1offenty Auto-refresh()| Refiesh | |<< << »> =

Protocol

c*

Network/Prefix NextHop Distance Metric Interface

fe80:/64 - - VLAN 1

|wnh entries per page.

Uptime (hh:mm:ss)

02:19:09

Figure 3-1.6:The IPv6 Routing Info Base

Parameter description:

B

Protacol

The protocol that installed
DHCH:he route is created by

Base

State

Active

this route.
DHCP.

ConnecTtheed:desti nation networ Kk
user .
OSPF.

St afThe: route is created by
OSPFhe route is created by

Net wor k/:Prefix

Net work and prefix (exampl e
Next Hop

Nexhtop | P adzderrecsess. iAldi cat es
Di stance

Di stance of the route.
Met riic

Metric of the route.
I nter:face

Ne xhto p ri fna e .
Upti me(hh: mm: ss)

Time (in seconds) since thi

S

10. 0. 0.

t

is connected direc

he 1

rout e
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St at e

Destination is active.
Buttons
Autroefr esh

Check this box to refresh

s Refresh

Click to refmeedi ahel page
s | <<

Updates the table entries,

is displayed, the button is
, < <

Updates the table entries,

the first entry of the tabl
o>

Updates the table entries,

the | ast entry of the tabl

> >

Updateslthentalbes, ending

t

e

he

starti

page

di sabl

endi ng
s displayed,

e

start.i
i s

at

he

di splayed, the button is disabl ed.

3-17L og

The switch system log information is provided here.
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We b |

nterface

To display the log configuration in the web interface:

1.Cl i ck Mon

2.Di sptlhaegt em

System Log Information

Level

Clear Level

The total number of entries is 87 for the given level

Start from ID with emnes per page.

D Level Time

1 Informational 1970-01-01T00-00:43+00:00

Notice 1970-01-01T00:00:45+00:00

Par ameter

tor,

System and

l og informati

Message

SYS-BOOTING: Switch just made a cold boot.

LINK-UPDOWN: IP Interface VLAN 1 changed state to down

Figure 3-1.7: The System Log Information

description:

on

Log.

. ID
The identification of the system |l og entry.
s Level
The | evel of the system |l og entry.
InfosyShem | og entry is belonged information | ev
Warning: The system |l og entry is belonged warnin
Error: The system |l og entry is belonged error | e
s Ti me
The occurred time of the system |l og entry.
s Message
The detail messagaetofy.the system | og e
Buttons
s Autroefr esh
Check this box to refresh the page automatically
s Refresh
Click to refresh the page i mmedi atel y.
s | <<
Updates the table entries, startiaemgthfy oof tthtee fti a
is displayed, the button is disabled
. < <:
Updates the table entries, ending at the entry |
the first entry of the table is displayed, the b
.o >>
Updates t he sttadbritei negntfrricens ,t he entry next to the |
the | ast entry of the table is displayed, the bu
> >
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Updates the table entries, ending at the | ast a\
di spl ayeaud,t otnhe s di sabl ed.

3-18Det ai l ed Log

The switch system detailed log information is provided here.

Web I nterface

To display the detailed log configuration in the web interface:

© ALLNET GmbH Computersysteme 2024 — All rights reserved
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1.Click Monitor, System and Detailed Log.

2.Di spleay otgh i nf or mati on.

Detailed System Log Information

,
Message

Level Informational

Time 1970-01-01T00:00:43+00:00

Message SYS-BOOTING: Switch just made a cold boot

Figure 3-1.8: The Detailed System Log Information

Parameter description:
I D

The I D (>= 1) of the system |l og entry.
Message

The detailed message of the system | og entry.
Buttons
Autroefr esh

Check thisefbeshtbhe page automatically. Automat:i

s Refresh
Click to refresh the page i mmediately.
I
Updates the table entries, starting from the fir

i s displayeddi stahbel eébdutt on i s

, < <:
Updates the table entries, ending at the entry |
the first entry of the table is displayed, the b
.o >
Updates the table entries, starcumgehtom dhespemty
the | ast entry of the table is displayed, the bu
> >

Updates the table entries, ending at the | ast a\
di splayed, the button is disabl ed.
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3-2

3-2.

Green Ethernet

1 FPowdr Savings
This page provides the current status for EEE.
Web I nterface

To display the switch system overview in the web interface:
1.Click Monitor, Green Ethernet and Port Power Sav

2.Di ayl the Port Power Saving Status.

Port Power Savings Status

Auto-refresh [J ‘ Refresh ‘

Port

1
2
3
4

Link EEE Cap EEE Ena LP EEE Cap EEE In power save ActiPhy Savings PerfectReach Savings

e X X X X X
® X X x % %
e X X X X X
® X X X X X

Figure 3-2.1: The Port Power Saving Status

Parameter description:

B

Local Port

This is the |l ogical port number for this row.
Link

Shows i f the link is up for the port (green = 1
EEE€a:p

Shows i f EHMbhdea ppaobrite .i s
EEEN:a

ShowE£EIES enabl ed for t he port (reflects t he S €
configuration page).

LFEEEE cap
Shows i f the link partner is EEE capabl e.
EEEn po&er s

Shows if the system is currently saving power dt
will powered down if no frame has been received

Actiphy $Savings

Shows if the system is currently saving power du:
Perfect Reach Savings

Shows if the system is currently saving power du
Buttons
Autroefr esh

Check this box to refresh the page aldtoenadnacally
Refredh ck to refresh the page.
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33 Ports

The section describes to configure the Port detai
using the Port configure to enable or disable the
or ®$ aitn the function.

3-31Port State Overview

Tk port state overview is on the upper banner of

Web | nterface

This page is on the upper banner of the web inter/f
under st ands ttahtee popuitesk | y

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 456 48

3 5 7 9 1 B 15 7 19 21 2 25 27 2 M 3B/ B 37 3/ M 43 5 4

Figure 3-3.1: The Port State Overview

Parameter description:

The port states are illustrated as foll ows:

RJ45 ports J 1 g
SFPports [ m

State Disabled Down Link

B

3-32Traffic Overview
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This page proviodegearraVetviaéwic statistics or al
Web I nterface
To Display the Port Statistics Overview in he we
1.Click Monitor, Port and Traffic Overview.
21 f you wamfrttehatthen you Ohetrae flmwboe sevoke t he
3.Cl ioRef roeehrefresh the port statisticsoCloegd@rcl ear a
Port Statistics Overview
Auto-refresh [ ‘ Refresh ‘ ‘E‘
Packets Bytes Errors Drops Filtered
Port Received Transmitted Received Transmitted Received Transmitted Received Transmitted Received
1 0 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0 0
4 25130 40435 3904952 15591472 2 0 0 0 3386
5 0 0 0 0 0 0 0 0 0
6 38213 58186 5939148 24708785 0 0 0 0 3583
7 0 0 0 0 0 0 0 0 0
8 0 0 0 0 0 0 0 0 0
9 0 0 0 0 0 0 0 0 0
10 0 0 0 0 0 0 0 0 0
Figure 3-3.2: The Port Statistics Overview
Parameter description:
s Port
The | ogical port for the settings contained in t
s Packet s
The number of received and transmitted packets p
s Bytes
The number of received and transmitted bytes per
N Errors
The number of frames received in error and the
port
s Drops
The number of frames discarded due to ngress or
s Filtered
The number of received frames filtered by the fo
Buttons
s Autroef r esh
Check this box to refresh the page automatically
s Refresh
Click to refresh the page.
Clear
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Fl ushes the selected | og entries.
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3-33Qo0 s

St at

i stics

This page provides statistics for the different qu
Web I nterface
To Display the Queuing Counters in the web interf
1.Cl iMokni t or , Ports and QoS Statistics
2.1 f you wamf reeshatothe i nformation Aberaf y®shneed 1t o
3.Cliceaf r6e ®sh refresh the Queuing Counters or clear
ol dar
Queuing Counters
Auto-refresh [ ‘ Refresh H@‘
Qo Q1 Q2 Q3 Q4 Qs Qe Q7
Port Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx
1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0 0 0 0 0 0 0 o 0
3 0 0 0 0 0 0 0 0 0 0 0 0 0 0 o 0
4 25128 28318 0 0 0 0 0 0 0 0 0 0 0 0 o 12117
5 0 0 0 0 0 ") 0 0 0 0 0 0 0 0 o 0
6 40481 49673 0 0 0 0 0 0 0 0 0 0 0 0 0 12055
7 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
8 0 0 0 0 0 0 0 0 0 0 0 0 0 0 ) 0
9 0 0 0 0 0 0 0 0 0 0 0 0 0 0 o 0
10 0 0 0 0 0 ") 0 0 0 0 0 0 0 0 o 0
11 0 0 0 0 0 0 0 0 0 0 0 0 0 0 o 0
12 0 0 0 0 0 ") 0 0 0 0 0 0 0 0 o 0
13 0 0 0 0 0 0 0 0 0 0 0 0 0 0 o 0
Figure 3-3.3 The Queuing Counters Overview
Parameter description:
R Port
The | ogi cal port for the settings contained in t
. Qn
Qn i s the Queue number, There are 8 Q0S queues p
s Rx/ Tx
The number of received agnudeuter,ransmitted packets p

Buttons

Autroefr esh

Check this box to refresh the
Refresh

Click to refresh the page.
Clear

Fl ushes the selected | og entri
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3-34QCL Status
The section wildl |l et you know how to configure an
by different QCL userQCElEatt hi $s odvefdiesed i blets itdhea c
QCE is not eaphpadridewdarteo duhe t o hardware | imitations.
QCEs is 256 on each switch.
Web I nterface
To display the QoS Control List Status in the web
1.Click Monitor, Ports and QCL Status
2.1 f you wameéefteoeshkhutt me i nfrogarhtti o nedAtuthess f Hlea h
3.Scroll to select the combined, static, Voice VLA
4.To c | ilRé&r dthée refresh an entry of the MVR Stati st

Auto-refresh (| Resolve Confiict || Refresh |

QoS Control List Status

Action
Frame

User QceE Port Type Cos DPL DscCP PCP DEI

No entries

Policy

Ingress Map Conflict

Figure 3-3.4: The QoS Control List Status

Parameter description:

s User
I ndicates the QCL wuser.
., QCE
I ndicates the index of QCE.
. Port
Il ndicates the | ist of ports configured with the
s Frame Type
I ndicates the type of frame to | ook for incoming
Any: The QCE wille.match all frame typ
Et hernet: Only Ethernet fOx&méedF)(wirteh aEd hevedType
LLC: Only (LLC) frames are all owed
LLC: Only (SNAP) frames are allowed.
| Pvd: The QCE will match only | PV4 frames.
| Pve: The QCE will match only | PV6 frames.
s Acti on
I ndicates the <classification action taken on i
matched with the frame's content.
Possible actions are:
CoS: CClaass fgf Service
DPL: ¢DracpiPrecedence Level
DSCP: @OSaGkPail fue .
PCP: Ckh@EBsli dg.
DEI A Elad iufey

© ALLNET GmbH Computersysteme 2024 — All rights reserved
Errors and changes reserved


http://192.168.1.1/help/glossary.htm#q
http://192.168.2.1/help/glossary.htm#qos_class
http://192.168.2.1/help/glossary.htm#dpl
http://192.168.2.1/help/glossary.htm#dscp
http://192.168.2.1/help/glossary.htm#PCP
http://192.168.2.1/help/glossary.htm#DEI

Policy: Classify ACL Policy number.
l ngress Map: Classify I ngress Map | D.

Conflict
Di splays Conflict status of QCL eepedritesaddt am@CE
may not available, in that case it shows.confli
Pl ease note that <conflict can be resolved by re
QCL entry on pressing 'Resolve Conflict' button.
Butnso
Autroefresh
Check this box to refresh the page automatically
Refresh
Click to refresh the page.
Combined
Select the QCL statwus from this drop down | ist.
Resolve Conflict
Click to releasguthedr ¢ 9o0wardde QCL entry, in case

QCL entry is '"yes'
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3-35Detail ed Statistics
The section describes how to provide detailed traf
port select box to select which switch port detai
The displayed counters are the totals fowveraaodive
transmit, and the error counters for receive and
Web I nterface
To Display per port detailed Statistics Overview
1.Click Monitor, Ports and Detailed Port Statist:i
2.Scroll the Port I ndex ttoo ssehloew tt hweh idceht apiolretd y ou
3.Port statistics overview.
4.1 f you wamfretehawtthe i nformation Aberaef y®shneed t
5.Cl iR&«f roeshrefresh the port detailed statistics
Cl dar
Detailed Port Statistics
[Port 1+ Auto-refresh )| Refresh || Clear | &
Receive Total Transmit Total
Rx Packets 0 Tx Packets 0
Rx Octets 0 Tx Octets 0
Rx Unicast 0 Tx Unicast 0
Rx Multicast 0 Tx Multicast 0
Rx Broadcast 0 Tx Broadcast 0
Rx Pause 0 Tx Pause 0
Receive Size Counters Transmit Size Counters
Rx 64 Bytes 0 Tx 64 Bytes 0
Rx 65-127 Bytes 0 Tx 65-127 Bytes 0
Rx 128-255 Bytes 0 Tx 128-255 Bytes 0
Rx 256-511 Bytes 0 Tx 256-511 Bytes 0
Rx 512-1023 Bytes 0 Tx 512-1023 Bytes 0
Rx 1024-1526 Bytes 0 Tx 1024-1526 Bytes 0
Rx 1527- Bytes 0 Tx 1527- Bytes 0
Receive Queue Counters Transmit Queue Counters
Rx Q0 0 Tx Q0 0
Rx Q1 0 TxQ1 0
Rx Q2 0 TxQ2 0
Rx Q3 0 TxQ3 0
Rx Q4 0 Tx Q4 0
Rx Q5 0 Tx Q5 0
Rx Q6 0 Tx Q6 0
Rx Q7 0 T™x Q7 0
Receive Error Counters Transmit Error Counters
Rx Drops 0 Tx Drops 0
Rx CRC/Alignment 0 Tx Late/Exc. Coll 0

Rx Undersize
Rx Oversize
Rx Fragments
Rx Jabber

Rx Filtered

Par ameter

Recei

Figure 3-3.5: The Detailed Port Statistics
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Re
R x

Tr
T X

and Tx Packets
The number of received and transmitted (good and
and Tx Octets

The number of received and transmitted (good anc¢
framing bits.

and Tx Unicast

The number of received and transmitted (good and
and Tx Multicast

The number of recei{igeddamaddt bad$ mimut edcast packe
and Tx Broadcast

The number of received and transmitted (good and
and Tx Pause

A count of t he MAC Control frames received or
opcode indisSBtomgr at iPAN.

ceive and Transmit Size Counters

The number of received and transmitted (good and
on their respective frame sizes.

ceive and Transmit Queue Counters
The number of received and transmitted packets p

ceive Error Counters

Drops
The number of frames dropped due to |l ack of rece
CRC/ Al i gnment

The number of frames imgeaameintedcrwiotrls. CRC or al
Undersi ze

The numberl dfr asimesr tr ecei ved with valid CRC.
Oversize

The numbef ©6famesgreceived with valid CRC.
Fragment s

The numberl dfr agnesr tr ecei ved with invalid CRC.
Jabber

The numbge o6fames received with invalid CRC.

Filtered

The number of received frames filtered by the fo
Short frames are frames that are smaller than 64
Long frames are frames that are | ongerf otrhdmitshe
port.

ansmit Error Counters

Drops

The number of frames dropped due to output buffe
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Tx Late/ Exc. Coll

The number of frames dropped due to excessive or
Receive MM Counters
Rx MM Fragment s:

A count df MAEctrame fragment s.
Rx MM Assembly Ok:

A count of MAC frames that were successfully rea
Rx MM Assembly Errors

A count of MAC frames with reassembly errors.
ASSEMBLY_ERRORR&sdaitwe oRr adheessi ng State Diagram i

Rx MM SMD Error s:

A count of received MAC frames [/ MAC frame frag
value or arriv@ nghewm trho afnr &StMD i s i n progress. Th
each time tIsd aBAD oFRAGe Receive Processing State

Transmit MM Counters
Tx MM Fragments

A count of transmitted MAC frame fragments.
TxHol:d

A count of ti mes MM_CTL.request (HOLD) primitiv
preemptabl e MAC fr ame.

Buttons
Autroefr esh
Check this box to refresh the page automatically
Refresh
Click to refresh the page.
Clear

FIlushes the selected | og entries.

3-36Name Map

Many Web pages use a xmparetssnuwmbearnt erface, whereas
The table on this page provides a means to conver
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Web I nterface

To Diispit ayf ace name map on the web

1.Click Monitomame Pmapsamaddshow as foll owing

Interface Name to Port Number Map

Interface Name Port Number
Gi1n 1
Gi1/2 2
Gitl3 3
Gi1/4 4
Gi1/s 5
Gi1/6 6
Gt 7
Git/g 8
Gi1/9 9
Gi1/10 10
Gi 1747 47
Gi1/48 48
10G 11 49
10G 1/2 50
106G 1/3 51
10G 1/4 52

Figure 3-3.6: The Detailed Port Statistics
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3-4ERPS

This shows the current status of the ERPS instances.

Web I nterface
To Display the ERPS statusn the web interface:
1.Click Modi ERPS
2.To di §pHRAPYS t st atus information

ERPS Status

Auto-refresh U ‘ Refresh ‘

Tx Info
ERPS # Oper Warning State TxRapsActive <FOPTo UpdateTime Secs Request Version Rb Dnf Bpr Node Id SMAC

No entry exists

Figure 3-4: The ERPS StatusInformation

Parameter description:

., ERPS#
The I D of the ERPS. Click on |link to get ER
counters and i ssue commands.
s Oper
The operational state of ERPS instance.
Acti ve.
® Disabhtder mal error.
, War ni:ng
Operational warnings of ERPS instance.
No warnings.
There are warnings, use tooltip to see.
St ait e
Speci fies protection/node state of ERPS.
. TxRapsActive
Specifies whether we are curreAPPPUsuppovsed ton
ports.
s c FOPToO
Failure oRAPSoRa@cdi me Out.
, UpdateTi meSecs
Time in seconds since boot that this structure w

Request
Request/state accord3.ng to G.8032, table

Ver s:ii on

Ver sion of r APSBirwd d/cwded ORmeans v1, 1 means

Rb
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B

B

RB ( RPL bl o0eAkPeSd )i nifiot. oS8 eRfF i G.u& Ge3 21.0

Dnf

DNF (Do Not FAPRS hi)nfboi.t S8feoRi@.u& (3 21.0"

Bp:r

BPR (Bl ocked Po+AtP SRa fndroe n ¢Sé&)eo -fi @RI& 3 21.0

Nod 1D

Node I D of this request.

SMAC

The Source MAC address used in the request/ state
Buttons
Autroefr esh

Check this box to refresh the page automatically
Refresh

Click to refresh the page.
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3-5MRP

Monitor MRP Status on this page.

Web I nterface
To Display the MRP statusin the web interface:
1.Cl i ck MomiRtoOTr
2To di §pMRaPy stt atus i nformati on

MRP Status

Auto-refresh [ | Refresh

MRP # Oper Warning Ring State Interconnection State

No entry exists

Figure 3-7 The MRP Status Information

Parameter description:

. MR P #
The I D of t heen EIRIPSk tCd i g &t t
counters and i ssue commands.

Buttons
Autroefr esh

B

Check this box to refresh the

Refresh
Click to refresh the page.

B
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3-6Li nk OAM

3-6.1 Statistics

This page provides detailed OAM traffic statistics for a specific switch port. Use the port select
box to select which switch port details to display.

The displayed counters represent the total number of OAM frames received and transmitted for
the selected port. Discontinuities of these counter can occur at re-initialization of the
management system.

Web Interface
To Display the OAM Traffic Statisticsin the web interface:
1.Click MoAMRDESrati stics
2.Sel ect thewpobhée et ahl s
33To di &§pdAaV stt ati stics information

Detailed Link OAM Statistics for Port 1
Auto-refresh (| Refresh || Clear |

Receive Total Transmit Total

Rx OAM Information PDU's Tx OAM Information PDU's

Rx Unique Error Event Notification Tx Unique Error Event Notification
Rx Duplicate Error Event Nofification Tx Duplicate Error Event Notification
Rx Loopback Control Tx Loopback Control
Rx Variable Request Tx Variable Request
Rx Variable Response Tx Variable Response
Rx Org Specific PDU's Tx Org Specific PDU's
Rx Unsupported Codes Tx Unsupported Codes
Rx Link Fault PDU's Tx Link Fault PDU's

Rx Dying Gasp Tx Dying Gasp

o o © o o © o o © o o
© o ©o o o © o o © o o

Rx Critical Event PDU's Tx Critical Event PDU's

Figure 3-6.1: The CFM Status Information
Parameter description:
Rx and Tx OAM Information PDU's:

B

The number of recei ved and transmitted OAM

count eorc ccuarni af tiali zation of the management syst

Rx and Tx Unique Error Event Notification

B

A count of t he number of uni que Event OAMPDUs

interface. Event Notifications ma y bei tsyendaf
successfully being received, given the possibil
Duplicate Event Notification transmissions

counters for Tx and Rx respectiveliyndiAcatme duas Ea

Event Notification OAMPDU with a Sequence

previously transmitted Event Notification OAMPDU

Rx and Tx Duplicate Error Event Notification:

B

A count of the number ols druepdeicvad e &wvdent r ORAMRIDL

interface. Event Notification OAMPDUs may be

of successfully being received, given the possi
duplicate Event NosifindatbbotedOABMPBUO Event Noti

Sequence Number field that is identical t o
OAMPDU Sequence Number.

Rx and Tx Looptback Control
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B

B

Loopbatkag@emitbobd OAMPD

Request

OAMPL

Resdpomsda hOAMP

r

\Y

a

A count of the number of
interface.
Rx and Tx Variable Request:
A count of the number of Variabl e
interface.
Rx and Tx Variable Response:
A count of the number of Variabl e
interface.
Rx and Tx Org Specific PDU'"s
A count of the number of Organizatio
Rx and Tx Unsupported Codes:
A count of the number of OAMPDUs t
opcde.
Rx and Tx Link fault PDU's
A count of the number of Link fault
Rx and Tx Dying Gasp
A count of the number of Dying Gasp
TxXRx and Tx Critical Event PDU'
A count of the number of Critical e
Buttons
Autroefr esh
Check this box to refresh the page
Refresh
Clitwmk refresh the page.

3-6.2 Port Status

This page provides Link OAM configuration operational status.

The displayed fields shows the active configuration status for the selected port.
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Web I nterface

To Display the OAM Traffic Statisticsin the web interface:

1.Cl ick MoAMahS8rati stics
2.Select the port to show the details
3To di #pdAaW ptort status i nformation
Detailed Link OAM Status for Port 1
[Pori1_v] Auto-retresn (1| Refresn |
Figure 3-6.2: The OAM Port Status Information
Parameter description:
, Mo d:e
The Mode in whicbpéehatiLngk PAAMIi Vve or Passi ve.
, Uni directional Operation Support
This feature is not available to be configured &
retrieved from the PHY.
, Link Monitor:ing Support
I f status is eniabmi edpr ®TEngupipok tBvents.
. MI B Retrival Support
I f status is enabl ed, DTE supports interpreting
, MTU Si ze
I f status ie enabled DTE supports sending Variab
, Mul ti pl exer State
I't represents the | argest e@AbPDWUhei DTE&ct ahs s salt
to the remotes Maxi mum PDU Size and the smaller
s Parser: State
When in forwarding state, -OAM@DDsvitoetihe flowwar &
I ncase of discardinghe tAmAME®O®OUI se di scards all t
, Organi zational Uniique I dentification
24it Organizationally Unique I dentifier of the
, PDU Rev:ii sion
It indicates the current revision of the I nfor m
zero and be incremented each time something in
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reception of an I nformation TLV fr otno ad epceiede iafn
needs to be processed (an I nformation TLV that i
doesn't need to be parsed as nothing in it has ¢

PDU Per mi ssi on

This field is available only formitdhei dmocral!l es Es ¢
t he | ocal DTE. Possi bl e val ues ar e "Link faul
only", " ANY".

Di scovery State

B

Di splays the current state of the discovery pro
stat e, PassiNDe LBGALt eREMGEE_ _STATE, SEND_LOCAL _R
SEND_ANY_STATE.

Buttons

Autroefr esh

B

Check this box to refresh the page automatically

Refr esh

B

Click to refresh the page.

3-6.3 Event Status

This page allows the user to inspect the currentLink OAM Link Event configurations, and
change them as well.

The left pane displays the Event status for the Local OAM unit while te right pane displays
the status for the Peer for the respective port.
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Web I nterface

To Display the OAM event configurations in the web interface:

1.Cl ick NMoArMbibhEBVYent Status
2.Select the port to show the details
3To di #pdAaW etvent status information
Detailed Link OAM Link Status for Port 1
[Port 1~ | Auto-refresh [ Refresh |
Local Frame Error Status Remote Frame Error Status
Sequence Number
Frame Emor Event Timestamp Frame Emor Event Timestamp 0
Frame error event window Frame error event window 0
Frame error event threshold Frame error event threshold 0
Frame errors Frame errors 0
Total frame errors Total frame errors 0
Total frame error events 0 Total frame error events 0
Local Frame Period Status Remote Frame Period Status
Frame Period Error Event Timestamp 0 Frame Period Error Event Timestamp 0
Frame Period Error Event Window 0 Frame Period Error Event Window 0
Frame Period Error Event Threshold 0 Frame Period Error Event Threshold 0
Frame Period Errors 0 Frame Period Errors 0
Total frame period errors 0 Total frame period errors 0
Total frame period erfor events 0 Total frame period erfor events 0
Figure 3-6.3: The OAM Event Status Information
Parameter description:
Port
The switch port number
s Sequence :Number
Thi scocwet field indicates the total number of ev
, Notifi EmdamenError Event Timestamp
Thi s-ocwet field indicates the time reference whe
100 ms intervals.
, Frame error event window:
Thi s-ocwet field indicates the duration Toifethe pe
default value is one second. 2) The | ower bound
mi nut e.
, Frame error event threshol d
Thi s -ofcd en field indicates the number of detect
reqguired to be eqgnualn toor doerr gfroerattehre tehvaent t o be ¢
value is one frame =error 2) The | ower bound i s

unspecified.

Frame errors
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